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1. Critical Information

SNo. Events / %A Date/ faf Time/ AT
%.9.
1 Qrhgd Yo & fow Tusdiamor v #Ar f| 18 &, 2018
pifder faf  Last date for seeking| June 18,2018 1600 w13t /hrs
clarifications for pre-bid meeting (FHIR / Monday)
2 [oreh-as dow @AE dow & @ A M oo o0
EASCIHRIOT &TET fem Sm) Pre Bid meeting| june 19, 2018 1100 &=t / hrs
ggec;ilﬁgllcatlons would be given after pre-bid (FITeaR / Tuesday)
3 [Arer St we dr Afaw Afdy 04 J[eTs, 2018
Last date for submission of bids July 04, 2018 1600§st / hrs
(TdX / Wednesday)
4 | gAdH arEdr delr AR aeheliehr diell @iele| 04 oS, 2018
T A 31X gAT /Date & Time of Opening| July 04, 2018 1630 &1 / hrs
of Minimum Eligibility bid &Technical bid/ (§9ar / Wednesday)
S [aftifcTw St @ew I A g TEy)| oicfore fFr av Sele@ant & oag #
Date and time of opening of commercial bids gRa T SReW To be intimated to
shortlisted bidders at a later date
6 |areht S 3k Sel-qd S5 FA FT 9aT / Address for Bid Submission and Pre-bid
meeting
39 FEveE-us (RATera) Deputy Genera_ll Manager (Systems)
i g s e o e v B, buorrton Tocmace
RT e, FIall ‘;l‘?a:q’lﬁl@r EXAL Vertical, MSME Development Centre, Plot
é Ry &g, TTE T, d1L lglgh;;l(lé)(’s Block, Bandra Kurla Complex,
St Sk, diGT el @Fcolard, TGN(9,),| Mumbai- 400 051
'ﬁﬁ? 400 051 Phone: 022-67531100/ 67531251
GIHTY: 022-67531100 / 67531251
7 [aYer & dyanBid Validity & oy W @ [ @ 270 R T
270 days from the tender issue date
8 [garemr AT TR Earnest Money Depositl . 17,50,000/-
(EMD) / (¥9T TIE oI 9ATH g9k AT / Rupees
Seventeen Lakh Fifty Thousand Only)
Rsdt sfwRAT F FaF f@aur/Contact details of SIDBI officials
° o aw e, AT, (R T SR, 39 e ()
C R Prasad, AGM(Systems) Rajesh Joshi, DGM (Systems)
022-67531238, crprasad@sidbi.in 022-67531251, rjoshi@sidbi.in
10

Tada 91eg AlfAeX / Independent External

Monitor

Shri. Ashok Sinha, (IAS retd.),13 Yayati,

s 3l fegT (3MSuTd FarfAgcd), 13

&Y F. 400/2019/1344/BYO/ITV Dated June 12, 2018
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SNo. Events / %A Date/ faf Time/ AT

%$.4.

TITl, AFeX -58 T, A%el (IRTH), 1A &1
1S, dY Ha$ 400706,

BT : 9821844044,

AT 3 31 asinha51@gmail.com

Sector-58A, Nerul (West), Palm Beach Road,
Navi-Mumbai 400706,

Ph: 9821844044,

Mail id: asinha51@gmail.com
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2. Abbreviations

EMD Earnest Money Deposit

DD Demand Draft

S/W Network Switch

FIW Network Firewall

ToR Top of Rack Switch

DMZ De-militarized Zone

AMC Annual Maintenance Contract
OEM Original Equipment Manufacturer
NGFW Next Generation Enterprise Firewall
IPS Intrusion Prevention System
C-SOC Cyber -Security Operations Centre
SIEM Security Incident and Event Management
RO Regional Office

BO Branch Office

XBO Extended Branch Office

HO Head Office

DC Data Centre

DR Disaster Recovery Site

RCA Root Cause Analysis

PM Preventive Maintenance

LD Liquidity Damages

DDoS Distributed Denial of Service

SP Service Provider

IP Internet Protocol

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

NOC Network Operating Centre

SoWw Scope of Work

VolP Voice over IP

DMS Document Management System
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3. Introduction and Disclaimers

3.1. Purpose of RfP

3.1.1. The purpose of RfP is to shortlist single service provider for providing
COMPLETE MANAGED SD-WAN services with IP MPLS VPN connectivity at all
locations of the Bank and setting up of on-site NOC.

3.1.2. The bidder to note that, Bank’s premises at all locations are on lease. The Bank
does not have permission from landlord for installation of pole/mast above 6M at
the location. Hence, bidders proposing last mile on wireless should implement
the same over a pole of maximum height of 6M only.

3.1.3. The period of contract would be for FIVE (5) years and would be on OPEX
basis.

3.1.4. Location wise requirement details given in Appendix -ii.

3.1.5. Details of the tender are given in the subsequent sections of this document.

3.2. Information Provided

The Request for Proposal document contains statements derived from information that is
believed to be relevant at the date but does not purport to provide all of the information that
may be necessary or desirable to enable an intending contracting party to determine
whether or not to enter into a contract or arrangement with SIDBI. Neither SIDBI nor any of
its employees, agents, contractors, or advisers gives any representation or warranty,
express or implied, as to the accuracy or completeness of any information or statement
given or made in this document. Neither SIDBI nor any of its employees, agents,
contractors, or advisers has carried out or will carry out an independent audit or verification
exercise in relation to the contents of any part of the document.

3.3. Disclaimer

Subject to any law to the contrary, and to the maximum extent permitted by law, SIDBI and
its officers, employees, contractors, agents, and advisers disclaim all liability from any loss or
damage (whether foreseeable or not) suffered by any person acting on or refraining from
acting because of any information including forecasts, statements, estimates, or projections
contained in this RfP document or conduct ancillary to it whether or not the loss or damage
arises in connection with any negligence, omission, default, lack of care or misrepresentation
on the part of SIDBI or any of its officers, employees, contractors, agents, or advisers.

3.4. Costs to be borne by Respondents

All costs and expenses incurred by Respondents in any way associated with the
development, preparation, and submission of responses, including but not limited to; the
attendance at meetings, discussions, demonstrations, etc. and providing any additional
information required by SIDBI, will be borne entirely and exclusively by the Respondent.

3.5. No Legal Relationship

No binding legal relationship will exist between any of the Respondents and SIDBI until
execution of a contractual agreement.

3.6. Recipient Obligation to Inform Itself

The Recipient must conduct its own investigation and analysis regarding any information
contained in the RfP document and the meaning and impact of that information.
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3.7. Errors and Omissions

Each Recipient should notify SIDBI of any error, omission, or discrepancy found in this RfP
document.

3.8. Acceptance of Terms

A Recipient will, by responding to SIDBI for RfP, be deemed to have accepted the terms of
this RfP including Introduction and Disclaimer.

3.9. Requests for Proposal

3.9.1. Recipients are required to direct all communications related to this RfP, through
the Nominated Point of Contact person:

Contact Person | AV Shyamsundar | C R Prasad Rajesh Joshi
Position AGM (Systems) AGM (Systems) DGM (Systems)
Email ID avshyam@sidbi.in crprasad @sidbi.in | rjoshi@sidbi.in
Telephone No. | 022(67531201) 022(67531238) 022(67531251)

3.9.2. SIDBI may, in its absolute discretion, seek additional information or material from
any of the Respondents after the RfP closes and all such information and
material provided must be taken to form part of that Respondent’s response.

3.9.3. Respondents should provide details of their contact person, telephone, fax, emalil
and full address(s) to ensure that replies to RfP could be conveyed promptly.

3.9.4. If SIDBI, in its absolute discretion, deems that the originator of the question will
gain an advantage by a response to a question, then SIDBI reserves the right to
communicate such response to all Respondents.

3.9.5. SIDBI may, in its absolute discretion, engage in discussion or negotiation with
any Respondent (or simultaneously with more than one Respondent) after the
RfP closes to improve or clarify any response.

3.10. Notification

SIDBI will notify all short-listed Respondents in writing or by mail as soon as practicable
about the outcome of their RfP. SIDBI is not obliged to provide any reasons for any such
acceptance or rejection.

3.11. Note to bidder

None of the Technical terms used in the RFP are intended to be proprietary/vendor-specific.
If, inadvertently, such terms are used bidders are encouraged to point out and offer
equivalent open/industry-standard solution with similar (SD-WAN) functionality.

*kkkkkkkkkkk
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4. Background

4.1. About SIDBI

4.1.1. Small Industries Development Bank of India (SIDBI) was established in April
1990.

4.1.2. The mission of SIDBI is to empower the Micro, Small and Medium Enterprises
(MSME) sector with a view to contributing to the process of economic growth,
employment generation and balanced regional development having objective to
serve as a single window for meeting financial and developmental needs of
MSME sector.

4.1.3. The four basic objectives set out in the SIDBI Charter are Financing, Promotion,
development and Co-ordination for orderly growth of industry in the MSME
sector. The Charter has provided SIDBI considerable flexibility for adopting
appropriate operational strategies to meet these objectives. The activities of
SIDBI, as they have evolved over the period of time, now meet almost all the
requirements of sector which fall into a wide spectrum constituting modern and
technologically superior units at one end and traditional units at the other.

4.1.4. Detailed information on the functions of the bank is provided on the website
www.sidbi.in.

4.2. Current Setup

4.2.1. SIDBI has its Datacenter [DC] at Mumbai and DR Site at Chennai and all
locations/offices are connected over IP MPLS VPN based WAN. .

4.2.2. The applications/ services hosted at DC and DR and accessed by all locations
over WAN are:

1. Applications - Client server, Citrix, Web based etc.

Databases

Cloud based — Microsoft Office 365 suite

Video Conferencing bridge and core infrastructure

Patching solution (Operating system, Client Software etc)

Centralised Internet Gateway

Security solutions (Firewalls, IPS, Antivirus, Secure Web Gateway etc)

4.2.3.  WAN Connectivity

1. Bank has implemented completely MANAGED IP MPLS VPN based WAN
connecting all its locations in HUB and SPOKE architecture. As part of
contract the service providers have provided bandwidth, last mile, Router,
MUX etc on OPEX basis and carrying out management, monitoring,
reporting, change management, audit compliance etc.

No ook owbd

2. The last mile at the locations is mix of Wired and Wireless (RF). In case of
wireless the maximum height of antenna is 6M from roof top.

3. The end to end connectivity is encrypted using IPSec and separate
tunnels are created on spoke locations to access DC and DR. Both the
tunnels are active and all locations can reach DC and DR without any
configuration changes.

4. Different QoS are subscribed by bank for real time applications, core
business applications and others.
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4.2.4. LAN

Based on business requirements, some of the locations are dual homed
with network, link and service provider level redundancy.

The switches deployed at DC and DR are L3 and are of HP make.

The LAN deployed at all locations is IP based with L2 Managed switches
of heterogenous makes.

4.25. IP Schema

1.
2.

IPv4 address schema is used in the complete network.

The private IP address assigned are static, with each location having
separate IP subnet.

4.2.6. Internet

1.

Bank has centralised Internet Gateways at both DC and DR and all
locations / offices access the same over WAN.

The Internet bandwidth and public IPv4 addresses are procured from
multiple service providers.

Secure Web Gateway is implemented for Internet access to carry out
content filtering, antivirus, antimalware etc.

4.2.7. Video Conferencing

1.

Bank has deployed VC facility at all its offices. The VC facility is mix of
hardware and software based.

The core VC infrastructure consists of MultiConference Unit (MCU),
Gatekeeper, Resource Manager, Real Presence Application Director
(RPAD), Recording and Streaming Server (RSS), ISDN Gateway etc and
are deployed at DC only.

The VC between bank’s offices is carried over WAN and with external
parties viz., customers (outside SIDBI network) over ISDN and Internet.

4.2.8. Security

1.

3.

4.

The security architecture deployed at DC and DR is multi layer firewall
(NGFW) architecture with NIPS at perimeter.

On the core switches VLANS are created and applications / services are
hosted. Inter-VLAN routing for critical applications is through Firewall.
Based on operational requirement the architecture would be changed to
enhance security.

At all loctions (excluding DC and DR), there is no separate firewall
installed and the local LAN is terminated directly on L2 and / or L3 switch
and the router connected to the same.

All the network security devices are IPv6 compliant.

4.2.9. Endpoints at Locations

1.

The endpoints deployed at Bank are laptops and desktops, with majority
being laptops.

All endpoints in the bank are loaded with Office automation software,
business application software etc. Further, the endpoints are integrated
with AD at DC and DR.
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4.2.10. Point to Point Link

The log and application replication between DC and DR is over P2P links from two service
providers terminating on L3 switch at both ends.

4.2.11. Network Architecture Diagram
The current Architecture diagram is as given below:

e o g g,
N .
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4.2.12. Outsourcing

1. Bank has outsourced management of DC and DR to third party. As part of
the outsourcing, the vendor has provided resources on-site at respective
locations for management of DC & DR.

2. Further, the bank has also outsourced facility management of end
computing devices at all the locations. At all the ROs, HO and Mumbai
office the vendor has deployed full time Facility Manager.

4.2.13. Ongoing and Future Projects
1. Co-location of DC and DR
a) Bank s in the process of co-location of its DC and DR.

b) Bank has shortlisted “CtrlS DataCenters Limited” for co-locating its
DataCenter to the vendors’ datacenter at Mahape, Navi Mumbai. The
order is placed, and co-location is expected to be completed by June’
2018.

c) As regards to co-location of DR Site, the process is initiated and likely to
be completed within next 3 / 4 months.
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2. Cyber -Security Operating Center (C-SOC)

a)

b)

c)

Bank is also in the process of setting up Cyber SOC and deployment
various security measures/solutions viz., PIM, End Point Encryption, DLP,
WAF, Anti-APT etc. during the period of this contract.

The logs of all the network devices (supplied as part of the current RfP)
should also be integrated with the CSOC for analysis, co-relation etc. The
proposed solution should support enterprise SIEM solutions like QRadar,
ARCsight, Mcafee, RSA, LogRhythm, Splunk Enterprise Security,
Trustwave SIEM etc.

The process of shortlisting vendor and solutions for setting up of CSOC is
initiated and expected to be completed latest by June’ 2018.

3. Document Management System

Bank has shortlisted vendor for implementation of DMS and the implementation
is in progress.

*kkkkkkkkkkkkkkkkkkk
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5. Scope of Work

5.1. Introduction

The scope of work involves supply, installation, configuration, management, hardening,
preventive maintenance, monitoring, software/firmware updation / up-gradation etc under
COMPLETE MANAGED SD-WAN services along with MPLS VPN links and setting up of on-
site NOC.

5.2.  Objective

The objectives of implementing SD-WAN solution in Bank are following:

5.2.1. To build a transport independent overlay network to connect all the offices of
Bank using all available transport options including MPLS, Internet (broadband,
leased line etc.), Cellular (4G/3G) and LTE.

5.2.2. To provide a secure and encrypted overlay independent of the transport layer
and have the ability to offload Internet destined traffic closer to the edge of the
network.

5.2.3. To allow for load sharing of traffic across multiple WAN connections in an
efficient and dynamic fashion that can be based on business and/or application
policies.

5.2.4. Ability to monitor quality parameters like round-trip delay, jitter, packet drop etc
and route critical applications on the link with better characteristics.

5.2.5. Visibility of traffic flowing across all the links.

5.2.6. Bandwidth optimization: visibility on application-wise bandwidth consumption
and use all available bandwidth in optimal way

5.2.7. To simplify the complexity associated with management, configuration and
orchestration of WAN.

5.2.8. Statutory Requirement: Management of Customer Edge (CE) device should be
from the premises of bank i.e., service provider engineers to be deployed on-site
for management of the network.

5.2.9. IP Schema: migration to dual stack i.e., IPv4 and IPv6 due to statutory
requirements.

5.3.  Summary of Proposed Solution

5.3.1. SD-WAN solution should employ centrally managed WAN edge devices placed
in branch offices to establish logical connections with other branch edge devices
across the physical WAN. These logical connections should create secure paths
across multiple WAN connections and carriers, such as hybrid Internet, LTE and
Multiprotocol Label Switching (MPLS) architecture. SD-WAN solutions should
allow for load sharing of traffic across multiple WAN connections in an efficient
and dynamic fashion that can be based on business and/or application policies.
SD-WAN solution should dramatically simplify the complexity associated with
management, configuration and orchestration of WANS.

5.3.2. The proposed solution should also provide self-service capabilities which gives
configuration access to Bank and the on-site engineers deployed by the service
providers at the site(s).

5.3.3. The proposed solution should support distributed cloud gateway architecture to
facilitate the communications between sites on private WAN (MPLS) and public
Internet.

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 14 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN j sidbi

5.3.4. The proposed SD-WAN solution should have the following minimum features:
Application visibility and Analytics, Centralized Orchestration & Paolicy
Management, Transport Independent Overlay Solution, Application Aware
Routing, Performance based App Aware Routing & Load Sharing, Segmentation
& Dynamic Topologies, Application Based QoS, Local Internet Break out, Path
Brownout, Security & Encryption, Managed service offering, Self Service Portal
etc.

5.4. Classification of Locations

5.4.1. For the purpose of this RfP, the locations of bank are classified into three (3)
categories, the details of locations are given in Appendix —i and the summary

given below:
S. | Cate- | Number of Remarks
N | gory | Locations
e CPE throughput with IMIX traffic including
NGFW features should be 100Mbps.
1 A 09 e Dual CPE and single IP MPLS link from
bidder. Both CPEs should be active / active.
On one CPE MPLS link would be terminated
and on the other Internet and/or MPLS VPN
from alternative service provider.
e CPE throughput with IMIX traffic including
NGFW features should be 50Mbps.
2 B 63 e Single CPE and single IP MPLS from the
bidder.
e Further, Internet link procured locally would
also be terminated on the CPE.
e Aggregation Points.
o High Availability - Dual CPEs with NGFW
3 C 02 features and dual IP MPLS links (active /
passive).
o Internet link also would be terminated.
Total 74

5.4.2. During period of contract the bank would upgrade any of the location(s) for dual
CPE and would also terminate multiple service provider MPLS/ Internet links.

5.5. SD WAN Core Components
5.5.1. Architecture

1. Controller — This device makes path optimization decisions and configuration of
application-based forwarding policy and security rules are done on this device.

a) All policy and security rule configurations are done at the Controller device

b) Controller devices make path optimization decision for the respective sites
and receives policy configurations from the centralized Controller device.

2. Centralized Network Management / Director — This device provides
comprehensive solution to manage, visualize, provision, automate configuration
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and monitor the proposed SD-WAN infrastructure from a single graphical
interface.

3. Analytics — SD-WAN analytics which analysis logs, events and provide reports,
analytics capabilities. It supports historical and real-time data reporting for
application usage based on total sessions, volume, bandwidth, application
performance based on latency, jitter, packet loss and WAN links performance.

4. WAN Edge Device (CPE) — This is the device where WAN interfaces terminate.
Edge device in each site make dynamic fully meshed encrypted overlay paths to
every other edge device. This device forwards traffic to other branches over WAN
including direct Internet access. The proposed SD-WAN solution should have
NGFW security features.

5. NOC — The bidder to setup on-site NOC at SIDBI Chennai Office. L1 and L2
resources for managing the SD-WAN and MPLS VPN links (current and future
links) along with necessary software for managing has to be deployed by the
bidder. Monitoring, management, troubleshooting etc are to be carried out by the
resources.

6. The controller, Director, Analytics should be deployed at service provider Data
Center with geographical redundancy in India only. The interfaces of the
same should be extended to the on-site engineers for configuration / change
management/ monitoring / reporting etc.

7. The architecture proposed for SD-WAN should be as given below or higher /
better:

a) Architecture Diagram

Category A Category B Category B
SR T gty

MPLS - SP1 MPLS — SP2 G Internet )

JEES

SD WAN Core Infra

E | SD-WAN CP%

DC HUB DR HUB

b) In the above architecture the CPE for NNI integration and the MPLS link
will be procured / provided by the Bank after finalization of alternative
service provider for MPLS links.

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 16 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN f sidbi

5.5.2.

Functional Specifications

1. Transport Independent Overlay Network

a)

b)

d)

f)

Each edge device must dynamically establish fully meshed encrypted overlay
paths to every other edge device, across multiple different WAN services:
L3VPN MPLS, Internet and Cellular Data connectivity (3G/4G), LTE etc.

The solution must support dynamic optimal direct site-to-site remote routing
(spoke- to-spoke model) and/or any-to-any.

The overlay paths established amongst the edge devices must support:
(i) Transport of unicast, multicast, and broadcast traffic

(i) The ability to run routing protocols: OSPF v2 and v3, BGP; for IPv4 and
IPv6

The design shall be such that only the WAN IP addresses of the edge devices
at each branch locations need to be known for establishing the overlay
network.

The locations must be able to access Office 365 over Internet directly (local
breakout) without going through the centralized Internet Gateway of Bank at
DC and DR. However, in case of failure of local Internet, the failover should
be configured to access Office 365 over centralized Internet Gateway at
Banks DC and DR.

During the period of contract bank may add additional local Internet links at
the locations and the bidder has to configure for backup to existing local
Internet link for Office 365. No additional cost whatsoever would be paid.

Dynamic Load Sharing of Traffic Based on Business and/or application

policies

a) Edge devices must be able to load balance traffic across multiple WAN paths
based on load balancing algorithms efficiently using all available WAN
bandwidth.

b) Edge devices must be able to identify and classify applications, including
application encrypted traffic. Identification and classification of at least the
following classes of application types must be supported by the solution:

ERP 0365 Skype for business | AD/LDAP
VolP Web traffic Web based H.323

SIP Databases Client Server based | DMS
AntiVirus Ol/s and Client Security Solutions Logs etc.
Solutions Patching
The exact details of the applications would be shared with shortlisted
Service provider.

c) The solution must be able to dynamically control data packet forwarding
decisions by looking at application type, performance, policies, and path
status.

d) The solution must be able to monitor the network performance - jitter, packet

loss, bandwidth and delay and make decisions to forward critical applications
over the best performing path based on the defined application policy.
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e) The solution must respond to measured performance changes (degradation)
in addition to link and node state changes (up/down) and adjust application
forwarding accordingly.

f) The solution must be able to prioritize real time traffic over other traffic.

g) The solution must have application awareness with capability of deep packet
inspection of traffic in order to identify and monitor applications’ performance
to determine what traffic is running across the network in order to tune the
network for business critical services, resolve network problems and to help
ensure that critical applications are properly prioritized across the network.

3. Security and Encryption

a) All remote site traffic must be encrypted when transported over WAN
transport links: MPLS, LTE, Internet and 3G/4G network protecting Data
Confidentiality and Integrity.

b) The encryption must be done as per IPsec standards using AES with 128bit
keys or higher coupled with Internet Key Exchange Version 2 (IKEv2) or
higher.

c) The use of encryption should not limit the performance or availability of
remote site applications and should be transparent to end users.

d) The proposed SD-WAN solution should have stateful security features (L3/L4
filtering, Zone-Protection for network, DoS Protection) for network isolation in
the CPE along with SD-WAN features.

e) The solution should have Next Generation Firewall features (L7 Application
level filtering, URL-filtering, SSL Inspection/decryption etc). All the features
should be able to be enabled on the same CPE device without addition of any
other separate hardware.

f) The logs of devices should be able to be integrated with C-SOC (to be setup
by Bank) for co-relation and analysis.

4. Centralized Management, Monitoring and Configuration of WAN.

a) The Centralized management solution extended by the Service Provider must
provide a single, unified platform for network service provisioning, monitoring
and assurance, change and compliance management.

b) The centralized management solution must have web-based GUI.

c) The solution must support zero-touch provisioning/plug-n-play for new
branches, which entails on-site branch personnel having to make physical
(i.e., cabling) changes only and administrators not having to make
configuration changes to bring new branches online.

d) The solution must provide guided workflows for deployment and management
of SD-WAN infrastructure.

e) The solution must support end-to-end real-time flow visualization for the
application paths for identifying issues and taking corrective actions.

f) All network-wide configurations shall be from the centralized management
appliance.

g) All application forwarding policies shall be configured from the centralized
management appliance.

h) The centralized management solution shall have NMS capabilities and must
support network wide device and network visibility for all the devices in the
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scope of the solution. The NMS should be configured to monitor all the links
terminated on the devices irrespective of the type of link (MPLS, broadband,
LTE, Internet etc).

i) The solution must be able to collect and aggregate traffic statistics for all
WAN paths. Traffic statistics include path utilization, application specific
utilization and path performance.

i) The solution must support device health monitoring for all the devices within
the solution scope.

k) The solution must store historical traffic and performance information for at
least one year to assist with trouble analysis, traffic forecasting and SLA
compliance.

[) The solution must support email based alarm to notify the administrators
when any device/link fault or network performance degradation happens.

5. Reports & Analytics
a) Real & historical time series log event reporting
b) Traffic usage/protocol anomaly detection
¢) Ad-hoc and scheduled reports
d) Predefined and custom report templates

e) Report export formats: csv, pdf, xls, email notification. Should also have
provision to integrate with SMS gateway.

f) Traffic reports per site: availability, bandwidth usage per access circuit,
bandwidth usage per application, latency, packet loss, QoS per access circuit
etc.

g) Firewall reports: top rules, zones, source, destination by IP/domain
name/geo location, ports, protocols, session duration, QoS, DDoS, NAT
events, pool utilization and Flood detection

h) Application reports: Top Applications usages, Top URLs, Top Bandwidth
Consuming Applications, Top Sources, Top Destinations, Site based
Application usage analysis report, Top sites, Top Sites over time, Site
availability over time, Total Availability etc.

6. User Interface

a) The solution should provide detailed dashboard & reports on network
performance parameters like utilization, packet loss, jitter, latency, availability
etc., and security of all the transport media terminated (including media
proposed to be terminated during the period of contract) on the CPE. The
dashboard should support at least 10 concurrent users of the bank, including
service provider engineers.

b) Dashboard views for SD-WAN, security, CPE functionality etc.
¢) Visualization using charts, real-time views, maps, grids

d) Drilldown support to analyze data instantly for a given time range, detect
trends and anomalies

e) HTTP/HTTPS Web-based interface

7. Any other hardware / software required to complete the solution / achieve
functionality to be provided by the bidder, without any additional cost to the bank.
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8. During the contract period, Bank may add/ delete/ replace more number of
applications, security policies etc. Accordingly, the selected service provider shall
carry out necessary configuration changes (if required) in their network, as
advised by the Bank from time to time at no extra cost to the Bank.

5.6. SD WAN CPE

5.6.1. All the hardware supplied should be appliance based, RACK mountable and
should be from the same OEM and must be supplied with all related
accessories, power cables, mounting kit etc.

5.6.2. The bank would terminate multiple transport media viz., MPLS VPN links (from
multiple service providers), Internet link (broadband, 4G etc), LTE etc on the
CPE(s).

5.6.3.  Minimum Capacity of the Proposed CPE

The minimum hardware capacity of the CPE required from day one is as given

below:
S.N. | Max Encryption Throughputincl. | No of Ethernet
NGFW features per Device. Interfaces
1 100Mbps 6
2 50Mbps 4
3 1Gbps 6

5.6.4. All the software and licenses required to meet the tender specifications must be
provided from day-one.

5.6.5. SD-WAN subscription/license would be based on the bandwidth terminating on
the devices and not on the CPE capacity. As and when Bank upgrades the
bandwidth, the SD-WAN subscriptions/license would also be upgraded as per
the contracted rate

5.6.6. The CPE(s) should have inbuilt NEXT GENERATION FIREWALL SECURITY
FEATURES from day ONE (1).

5.6.7. In case of failover of any transport media or CPE, the connectivity should be
automatically established with the alternate transport media or CPE without any
delay/latency. Resolution of transport media and CPE should be as per SLA.

5.6.8. Bank should be able to aggregate / use bandwidth from all the transport media
terminating on single CPE or multiple CPEs at the location.

5.6.9. Wherever Internet is terminated locally on the CPE, the bidder to configure for
local breakout to access Microsoft Office 365 or any other cloud services which
Bank would subscribe during the period of contract.

5.6.10. The local Internet link also needs to be configured as backup to the MPLS link at
the location to access Bank’s DC and DR in the event of failure of MPLS link(s).
The shifting should be established automatically without any delay/latency.

5.6.11. The locations should be configured to access centralized Internet at DC and DR
for browsing.

5.6.12. All the hardware specifications and quantity to be supplied are minimum tender
requirement only. If the bidder's proposed solution requires additional/ higher
specifications and/or higher quantity and/or any additional software/ license/
hardware to complete the solution, the bidder may include them in the proposed
solution and specify under “ANY OTHER ITEMS”.

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 20 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN f sidbi

5.6.13.

5.6.14.

5.6.15.

5.6.16.

5.6.17.

5.6.18.

The Bank may during the period of contract:

a) Upgrade the location(s) from single CPE to dual CPE (Change Category of
location) for which separate order will be placed on the contracted rate. The
service provider has to delivery, install, configure CPEs in active/active mode,
distribute the transport media between the devices, integrate, commission,
monitor and carry out management.

b) Procure MPLS VPN links separately and/or Internet links, from different
service provider(s) at any of the locations. The bidder to coordinate with the
link service provider for installation, configuration and integration of the link.
Further, the bidder has to carry out complete management of the links.

¢) Subscribe to any of the cloud services, the scope includes configuration of the
CPE for local breakout to enable the location(s) to access the subscribed
services.

The service provider should ensure that all the supplied hardware and software
for the solution must not be End of Support / End of service and
spares/upgrades should be available. In case of any equipment goes End of life
from OEM, the service provider has to replace it without any extra cost to the
Bank to keep the solution working.

It shall be the responsibility of the selected service provider to provide
replacement for damaged equipment (or any of its components) in order to
minimize the time required to make such sites operational within the SLA, the
selected bidder should keep adequate number of spare equipment and
components at suitable places so that same may be provided as per the
timelines mentioned in the RfP. Bank will not provide any space at any of its
locations for storing the same.

The CPE provided at the locations should be new and service provider shall
provide and install software Updates/Patches/Versions during all the Stages for
all software components including operating systems (that of Network
Equipment’s), firmware, management software, security software, or any other
software, which would be part of the supplies.

The ownership, maintenance and upkeep of CPEs and links (supplied by service
provider) is the service provider responsibility. Bank will not be responsible for
any damage to the service provider equipment due to voltage fluctuations, surge,
earthing issues etc. The service provider has to arrange for necessary
insurance for all the equipment installed at Bank’s premises.

The bidders to note that supply of Internet links is not in the scope of
current RfP. Bank would procure Internet of required bandwidth with one
public IP locally at the locations. However, monitoring, configuration
management, troubleshooting etc of links is under the scope of the service
provider.

5.7.  Connectivity / Links

5.7.1.

Last Mile

1. Data Center and DR Site

a) The last mile to be provided at DC and DR should be on FIBER with

redundancy. The primary and backup should be extended from two different
PoPs and the backup link should be from different service provider.

b) The primary and backup should be in active/passive mode and switching in

case of failure of any link should be automatic (without manual intervention).
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2. Other Locations
a) The last mile at the following locations (ROs and HO) should be on WIRED

MEDIA only:
S.N. Location S.N. Location S.N. Location
1 | Ahmedabad 4 | Jaipur 7 | Lucknow
2 | Chandigarh 5 | New Delhi 8 | Mumbai
3 | Hyderabad 6 | Pune 9 | Chennai

b) The last mile at other locations can be WIRED/ WIRELESS. However,
bidders offering last mile on wired media will be given higher weightage.

¢) In case last mile on WIRELESS last mile:

(i) The maximum height of pole should not be MORE THAN 6M above the
roof top, which will be at the bidder’s cost.

(i) The frequency should be restricted / licensed frequency band / secured to
prevent intrusion / data loss / spoofing / sniffing and protection against
interference from other wireless devices. The bidder has to ensure that no
other Radio equipment causes interference and should not be able to trap
the wireless signals used for Banks network.

(iif) The bidder should ensure that each location is within a radius of 5
kilometers from any of their BTS/Repeater Towers and should have clear
line of sight.

(iv) Bidder should ensure all required wireless certificates or licenses from
competent and government authority should be available before deploying
such solutions in project. Any issues related to wireless licenses to be
taken care by the bidder. External antennas should have proper
lightening conductors. All clearances including WPC clearance, wherever
required, in respect to the pole/antenna  from any
Government/Local/Statutory bodies etc. like Municipal Corporations,
Airport authorities etc are the responsibility of the bidder.

3. In case of last mile on wired media (fiber/copper), no aerial pulling of cable is
permissible from bidders PoP to the location of the Bank. Only terrestrial digged
fiber is to be laid end-to-end.

4. The last mile at all locations should be scalable to support higher bandwidth
during the period of contract.

5. The hand-off at all locations should be on Ethernet which should be compatible to
be terminated directly on SD-WAN CPE equipment.

6. Selected bidder should provide connectivity with minimum number of “hop” for all
links.

7. The service provider should run industry standard QoS/CoS and Traffic
Engineering services in the MPLS backbone and the service provider should
configure QoS/CoS as per Bank's requirement in their network. The connectivity
should be capable of providing end to end Quality of Service (QoS) for critical
applications, video conferencing, VolP and other non critical applications. The
details of applications will be provided to shortlisted vendor.

8. All the POPs from where the MPLS bandwidth is provided to Bank should have
redundancy of equipments, links, power, backhaul connectivity etc.
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9. The link of bidder should be fully isolated from Internet traffic even if running on
the same core/backbone. It is desired that same PE Router does not run both
customer MPLS VPN traffic and Internet traffic. The MPLS-VPN network offered
to the Bank should not carry any internet routes. The bidder has to provide
network topology showing how internet traffic is segregated from proposed MPLS
cloud.

10. Any deviation with respect to feasibility report submitted such as wired to
wireless; increase in pole height, declared as non-feasible, etc., during
implementation of the project will not be accepted. The selected bidder
shall be penalized for the deviation.

11. The service provider should ensure that major security features against attacks
as mentioned below are implemented in their network:

a) Protection against all kinds of attacks including DOS attacks, SYN attacks,
smurf attacks etc.

b) Protection against all kinds of spoofing like VPN spoofing/IP spoofing etc.

12. The solution should provide end to end transparent data reachability, voice, video
etc. (no filter of traffic from SP).

13. Bidder must ensure that it will use products that are intrinsically safe and are
approved for use in these locations. It must adhere to Government of India safety
regulation and should use earthing for all its masts.

14.In order to deliver more links on wire media, the bidder can avalil third party
network infrastructure at last mile network. However, the ownership, SLA
maintenance, data security & confidentiality of the network links have to be
ensured by the bidder. The total responsibility of Liaising, commissioning,
maintaining the link including all the commercials involved should be taken care
by the bidder.

15. The MPLS VPN should support any to any connectivity and should be a closed
user group for Bank and should not have any physical and logical interference
with other customers of the Internet route/traffic.

16. A separate IPSEC VPN is to be created only for Bank network and in no way the
VPN should be shared with other customers sharing the MPLS backbone. Bank
MPLS Network must be accessible to Bank nodes only. Further, there should not
be any dependency on the service provider if Bank decides to implement other
VPN variants like GETVPN, DMVPN or any other such technology.

5.7.2. Bandwidth

1. The proposed bandwidth for SIDBI must be dedicated (1: 1) at each site and
on dedicated ports. The MPLS VPN links should be available in full duplex
mode (for e.g. - On a 512 Kbps circuit, 512 Kbps sending and 512 Kbps
receiving should be possible simultaneously), which must be demonstrated to
SIDBI as part of acceptance.

2. The selected bidder shall provide committed bandwidth at each location and
make it available continuously. Bidder should ensure that committed
bandwidth subscribed by Bank is always available for use. Bank may test the
load on the links on time to time. In case of bandwidth subscribed by the
branch is not available at any time, the duration of non-availability of
committed bandwidth will be treated as downtime of the link. LD on downtime
will be enforced accordingly.
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5.7.3. Bidders network should support access control list (ACL) Support, SNMP & v2
support Network Time Protocol Version 4 (NTPv4), Syslog, Ping, Trivial File
Transfer Protocol (TFTP), Secure Shell version 2 (SSHv2) and Internet Protocol
version 6 (IPv6) support.

5.7.4. Bidder has to replace/repair faulty/damaged equipment at the bidders own cost,
irrespective of the reason of fault/damage within the SLA time limit, during the
contract period. However, the “force majeure” clauses will apply. In any case, the
bidder will have to arrange for replacement of the faulty/defective equipment at
the earliest. External antennas should have proper lightning conductors,
wherever necessary.

5.7.5. The bidders are expected to do a site survey for feasibility and for positioning of
the terminating equipment. They should clearly inform about the equipment that
will be deployed with its physical, electrical and any other related information.

5.7.6. The service provider shall arrange required Right of way permission from Local
Corporation / Municipalities / authorized agency for road cutting, digging and
laying of fiber / copper. Bank would not pay any cost towards the same.

5.7.7. The service provider, without any additional cost to the Bank, adequate
protection for the pole/antenna like monkey protection cage / show shield /
others wherever necessary, to prevent disturbances to the alignment causing
communications failure.

5.7.8. Bidder should do all internal cabling till CPE for successful commissioning of the
required MPLS link without any additional cost to the Bank. Bidder should
provide all required cables for connecting to the CPE at no extra cost to the
Bank.

5.7.9. The network equipment shall support Packet Filtering, TCP spoofing, IPv4 &
IPv6 both, QoS on both inbound and outbound traffic and other industry standard
protocol.

5.7.10. The MTU (maximum transmission unit) size should be 1500 bytes.

5.7.11. Any other equipment which are not mentioned in this RfP but are required for
making the link operational on the network via wired/wireless shall be provided
and maintained (all throughout the service period) by the selected bidder at no
extra cost to the Bank and shall remain their property.

5.7.12. All the equipments supplied by the Service Provider to provide connectivity
should comply with the policies laid down by the Government of India,
Department of Telecommunications and should not have any spyware or
malware built into it and capable of tracking voice/video and data traffic from a
location outside the country.

5.7.13. The Bidder will be solely responsible for all liaisoning, regulatory and follow up
jobs with the external agencies e.g. DoT, WPC etc, for submitting
applications/papers seeking all necessary approvals to meet project
requirements/submission of payments etc., during project planning, execution,
and tenure of contract.

5.7.14. In case of termination of contract for single location or all the locations, the
bidder should dismantle and remove all the hardware deployed at the location,
including outdoor unit, antenna, CPE etc., at no additional cost to the Bank.

5.8. On-Site Network Operating Center

5.8.1. The service provider should deploy on-site resource and setup inhouse NOC for
management, configuration, troubleshooting, SLA monitoring/management, call
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management etc of SD-WAN devices and all transport media(s) (MPLS, Internet
links etc) of all the service providers terminating (or proposed to be terminated)
on the CPEs during the entire period of the contract. This includes additional
CPEs / links procured either from the bidder and/or alternative service provider
during the entire period of the contract.

5.8.2. In case the proposed SD-WAN solution by the bidder does not offer NMS
functionality, the bidder should provide NMS (hardware and software) tool and
configure the same to monitor and manage ALL the transport media terminated
on the CPE. This includes the transport media which the Bank proposes to
procure from alternative service providers (MPLS, Internet links, LTE etc during
the entire period of contract.

5.8.3. The tool should have capability to monitor / manage 300 links (MPLS/Internet
etc) during the period of contract.

5.8.4. All the reports as specified in the RfP should be able to be generated from the
NMS tool / SD-WAN analytics.

5.8.5. Bidder on-site resource will monitor the links and Bidder must have their own
Network Operation Centre for proactive monitoring the MPLS VPN links.

5.8.6. Bidder should submit reports like Uptime, Bandwidth utilization, Link error,
latency, etc. on daily / monthly basis and as per the Banks requirement. All the
locations are to be monitored as per SLA.

5.9. Technical Resource

5.9.1. The on-site engineer should carry out configuration / policy / AppQoS policy /
tuning as per Banks operational requirements.

5.9.2. The on-site engineer should create user defined application profiles, change
encryption method, change AppQoS policy, change NGFW policy, application
etc as and when required by the Bank.

5.9.3. The on-site engineers would be required to ensure that logs are pushed to C-
SOC for monitoring/analysis. Further, the engineer should coordinate and close
all the incidents raised by C-SOC team pertaining to SD-WAN and connectivity.

5.9.4. SIDBI is subject to various IS audits, the on-site engineers should ensure the
closure of observations pertaining to SD-WAN & connectivity. In case of
connectivity from other service providers, coordinate with them for closure.

5.9.5. The on-site engineer should coordinate with all the MPLS service providers and
local SIDBI officials / FMSupport during shifting / termination of office premises,
troubleshoorting etc. Contact branches/offices/end users for identifying the issue
and troubleshooting.

5.9.6. The on-site engineer should coordinate with banks DC and DR teams for
troubleshooting of connectivity issues.

5.9.7. Responsible for all technical issues concerning the network. Point of contact for
all network technical queries and fault resolution.

5.9.8. Shall have the primary responsibility for ensuring a smooth network functioning
without congestion, downtime etc.

5.9.9. Escalation and coordination with L3 and above engineers at the bidders NOC for
resolving issues pertaining to SD-WAN and MPLS. Coordination with alternative
service provider NOC for resolving issues pertaining to connectivity.
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5.9.10. Inventory Management

a) The on-site engineers should maintain complete inventory of SD-WAN CPE,
MPLS links, IP address schema, contact details, escalation matrix etc, of all
the locations. Further, they are required to maintain low level and high level
network diagram. The list has to be updated as and when changes happen
and reviwed periodically (at least once half yearly).

b) The detailed inventory should be submitted to Bank and it should be updated/
reviewed, as and when any changes happen to the network or periodically at
least once in half year.

5.9.11. Monitoring of links (including third party and Internet links procured locally and
addtions thereof) at all the locations/offices. Call logging, followup and esalation
for restoration of failed links with respective service providers.

5.9.12. SLA management of links from all service providers.
5.9.13. First level troubleshooting LAN & WAN connectivity issues at the locations.

5.9.14. In the event of failure of Internet link, the engineer has to intimate the designated
Official in the branch. The follow-up with Internet service provider would be
undertaken by the branch officials.

5.9.15. Any technical assisance required by other service provider(s) for MPLS / Internet
links etc has to be extended by the engineers.

5.9.16. Coordinate with field engineers at the locations during PM of CPE and links.

5.9.17. The engineers deployed has to submit daily, weekly, monthly reports covering all
the combinations as specified in Reports and analytic section of SD-WAN
technical specifications and also on the uptime/downtime of all the links
terminating on the CPEs at all the locations.

5.9.18. During DR operations the engineers should ensure that all the locations/offices
of the Bank access the DR site for carrying out operations. Any coordination
required with other service providers (MPLS, Internet etc) has to be carried out
by bidder’'s on-site engineers.

5.9.19. In case of disaster at bank’s data centre and if required by the Bank, the service
provider will move /provide L2 staff member(s) at alternate site to manage the
operations on temporary basis till the data centre at Mumbai is made
operational. However, SIDBI will bear expenditure on actual towards to & fro
journey of the key staff members of the service provider for the said purpose and
also make stay arrangement at bank’s guest house or similar other location for
them.

5.9.20. Bank may due to business requirement require shifting of the engineers from
one location to other permanently, which would be within or outside the current
location. The service provider has to arrange to provide / shift the resources to
the new location.

In case the shifting is within the current location (inter city), no additional cost
whatsoever would be paid. However, if the shifting is outside the current location,
cost as per the contracted rate would be paid.

5.10. Minimum Number of Resources

5.10.1. The minimum number of resource required, and service window would be as
follows:
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5.10.2.

5.10.3.

5.10.4.

5.10.5.
5.10.6.

5.10.7.

S. | Resource Days of Week & Shift No Remarks
N
1 L2 a) Days — Monday to Friday. 2 | Morning Shift: Two
b) Morning Shift: 9am to 5pm & > T Vomino ShfE O
. . orning Shift: One
2 L1 c) Evening Shift: 1pm to 9pm Evening Shift: One
3 Project | Days —Monday to Friday 1 | NA
Manager | Office Hours: 9:30am to 5:30pm

Bank may during the period of contract increase the number of engineers based
on the contracted rate.

All the resource to be deployed at SIDBI, Chennai Office. The bank NOC
would be setup at SIDBI, Chennai.

During Saturdays skeletal support to be provided i.e. at least 1 resource from
each level (excluding PM).

The resource would be granted leave on all National Holidays (4 numbers).

Bank reserves the right to change shift timings during the period of contract
based on its requirements.

In addition to providing services as per the above mentioned service window, the
bidder is required to provide services on Sundays /Holidays in case of urgent
requirement of the bank without any extra cost.

5.11. Skill-set / Qualification / Experience

5.11.1.

Minimum desired educational qualifications and the experience/ skill-set
possessed by resources would be as under:

S.N. Resource Qualifi- | Certifi- Experience and Skill Set
Details cation cation
a) THREE years post
gualification experience in
Eull time networking.
1 L1 graduate. CCNA | b) Should have sound
knowledge in routing,

switching, troubleshooting of
LAN / WAN, monitoring etc.

a) FIVE years post qualification
experience in networking.

b) Should have sound
knowledge of routing,

switching, trouble shooting of
networks etc.

Full time c) The engineer should also

2 L2 Graduate | CENP have experience of network
security services.

d) Should have good

communication skills.

e) The L2 resource proposed to
be deployed on-site should
be on the ROLES of the
bidder.
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S.N. Resource Qualifi- | Certifi- Experience and Skill Set
Details cation cation

a) FIVE years post qualification
experience in implementing
network projects.

b) Should have handled

Project Full time implementation of at least
3 PMP _ .
Manager Graduate two networking  projects
covering 50 or more
locations.

c) The resource should be on
the ROLES of the bidder.

5.11.2. The service provider has to train the resources (L1 and L2) deployed on-site on
complete SD-WAN operations, management and technology for at least one (1)
month before deploying them on-site.

5.12. Other Terms for Resource

Bidder may please note the following in connection with resource deployment.

5.12.1. A resource shall be considered absent if allowed leave of absence has already
been availed for the month and no standby resource has been arranged by the
service provider.

5.12.2. In addition to the service window indicated, depending on the bank’s
requirements the services may be occasionally required on bank holidays
/Sundays/ Gazetted Holidays and beyond the specified service window.
Provision must be built by the bidder to provide these occasional services
without any additional cost.

5.12.3. Bank will like to have prior discussion with the staff members, being posted for
the job by the service provider, to find out their suitability for the job and decide
to accept his/her services.

5.12.4. Necessary stand-by arrangement has to be made during absence of any regular
staff on account of leave or any other reason. Whenever required, standby
resources with similar profile should be arranged from separate pool i.e. the
standby resource should not be taken from the pool of resources already
deployed at SIDBI. The standby resource offered by the bidder should have
familiarity about the architecture deployed in the Bank.

5.12.5. Frequent change of staff will not be acceptable. In case of unavoidable
circumstances, change of staff must be done in consultation of SIDBI.

5.12.6. Service provider and all the deployed staff members will be required to sign the
declaration form as per bank’s IT security policy or any other similar guideline.

5.12.7. Staff members deployed by service provider will be subjected to the disciplines,
office decorum, etiquettes as applicable to any other staff member of the bank.

5.12.8. Deployed staff members have to make their own arrangement of:
1. Transportation (including in case of night shift or late sitting in the office).
2. Lunch/snacks/breakfast etc.

5.12.9. The shortlisted bidder shall submit complete details of Personnel to be deployed
at SIDBI. The bidder shall carryout due-diligence, background verification and
submit referral check including Police verification for all their personnel
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deployed at SIDBI. SIDBI reserves the right to accept/reject the proposed
personnel.

5.13. Replacement of Resource

5.13.1. In case of services of an existing staff are withdrawn / terminated by the service
provider, at least one month notice has to be given by the bidder to the bank.

5.13.2. The new resource should be deployed at least 15 days prior to reliving of the
existing resource to enable him/her to take-over /hand over of the desk.

5.13.3. Any short fall in notice period will be treated as absence by the respective staff
member.

5.14. Site Preparation and Installation

5.14.1. The service provider to perform site inspection to verify the appropriateness of
the sites before installation / commissioning of the network. Site preparation
includes checking the availability of rack space, UPS power, earthing etc and
submit detailed report.

5.14.2. In case RF connectivity if proposed and accepted by the Bank, the service
provider should provide detailed diagram along with weight, pole size, any civil
work to be carried out etc. The service provider to depute engineer to the site
to explain all the details to the landlord to seek permissions, if required.

5.14.3. All cabling should be neat and structured with PVC conduit / casing / flexi-pipe
with proper clamping. It is the responsibility of the service provider to lay the
cable till the location of the CPE in the premises and maintain.

5.14.4. The service provider to note that currently all locations/offices are connected
over MPLS VPN, hence the same cannot be disturbed till the new SD-WAN is
implemented and commissioned. Once new SD-WAN setup is ready and service
provider links are commissioned and locations are made live, the SD-WAN
service provider engineer to assist Bank staff / Facility Manager in removal of old
hardware from the rack and mount the new hardware (CPES).

5.14.5. During installation, if any damage is done to the Bank / 3rd party property during
execution of work or subsequently, the bidder has to replace/make good the
damaged property at its own cost and pay compensation, if any.

5.14.6. The service provider should take all care not to hamper the working of the
locations/offices. The service provider shall take prior permission of the officials
of the location/office before starting any work. The selected service provider shall
ensure that all employees scheduled to work on Bank’s premises are supplied
with identity cards or carry authorization letter duly signed by SIDBI officials. The
service provider shall abide by the security procedures laid down by the Bank.

5.14.7. The bank would not pay any additional cost whatsoever for aborted visits by the
engineer.

5.14.8. “Site Survey, “Installation Certificate” and “Acceptance report for successful
commissioning” must be maintained by the selected bidder for future references.
The formats would be finalized in consultation with the Bank. This shall be one-
time activity.

5.15. Up-gradation / Down-gradation

5.15.1. During the period of contract, Bank may upgrade / downgrade:

1. Category of location (Single CPE to Dual CPE or vice versa) and increase or
decrease the SD-WAN bandwidth subscription.
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2. Bandwidth of any location from the initial contracted value to higher/ lower
value.

5.15.2. The upgrade/ downgrade would be as per the contracted rate, for which Bank
would place separate order. In such case, up-gradation and down-gradation of
location Category / bandwidth should be effective as per schedule given in
“Special Terms and Conditions”.

5.15.3. The up-gradation of bandwidth for DC and DR implies for both the links i.e.
primary and backup.

5.15.4. During the period of up-gradation / down-gradation, the existing link uptime
should be ensured as per the contract.

5.16. Annexing of new location

5.16.1. As and when new office is proposed to be annexed by Bank, order would be
placed with the service provider as per the contracted rate for providing the CPE
and/or transport media / link. The service provider is required to deliver, install,
terminate the transport media and configure the device for reacheability to
DC/DR.

5.16.2. Service provider is required to implement and commission the link as per
schedule given in “Special Terms and Conditions.”

5.16.3. Internet transport media would be procured by the Bank.

5.17. Shifting of Locations

5.17.1. Bank at any time during the period of contract due to business requirements may
shift the:

1. Premises of any of its locations.

2. Co-locate DC and DR to third party service provider’s locations or alternate
location of the Bank.

5.17.2. Shifting of Premises (other than DC and DR)
1. SD-WAN

Order shall be placed as per contracted rate, the service provider to shift the
CPE (on the last working day or on a particular date as decided — mostly on
weekends) to the new location. The service provider has to depute engineer
for de-installing the CPE, shifting to the new location installation, termination
of transport media and commission the devices and operationalize the
connectivity.

2. MPLS Connectivity

a) The service provider would be intimated to carry out site-survey at the
new location for feasibility. The Bidder has to submit feasibility report as
per schedule given in “Special Terms and Conditions”. On receipt of
feasibility report and subject to availability of permission from landlord,
Bank shall place order with service provider as per the contracted rate
and Terms and conditions for shifting of link.

b) The service provider has to provision and configure the link at the new
location.

c) The service provider shall de-commission the old link and remove all the
equipment (including antenna installed on roof top) from the premises on
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the day of shifting to new premises. Non-removal of equipment / antenna
from old premises would attract LD.

d) In case the existing service provider is not feasible at the new location or
any permission issues (in case of RF), Bank will terminate the contract for
the link by issuing ONE month notice. Further, bank may shift the location
to alternate service provider. In such cases, the service provider has to
configure the CPE for access to controller / director / Analytic over
Internet.

5.17.3. Shifting of DC and / or DR

1. The service provider on receipt of notice/order (as per contracted rate) for co-
location has to implement parallel connectivity (link) and test the connectivity
at the collocated datacenter without disturbing the existing setup.

2. The CPEs at the location should be shifted on the last working day and to be
configured and made operational.

5.17.4. The support for the links and CPE, PM etc should be from new locations.

5.17.5. The shifting should be carried out as per schedule given in “Special Terms and
Conditions™.

5.17.6. No additional cost whatsoever would be paid to the bidder, other than what is
contracted towards shifting charges.

5.18. Preventive maintenance

5.18.1. The service provider has to carry out periodic preventive maintenance including
inspection, testing, satisfactory execution of all diagnostics, earthing testing, up-
dation / up-gradation of patches / firmware etc, in addition to normal
maintenance required.

5.18.2. The preventive maintenance at the locations should be carried out at least once
in half year.

5.18.3. The service provider has to prepare PM schedule and intimate the Bank. The
onsite resource deployed by the bidder at the Bank has to coordinate with the
field engineers during PM.

5.18.4. On completion of PM, the service provider has to submit the report.

5.19. Audit Observations and Compliance

5.19.1. Bank is subjected to various audits [internal / statutory / RBI /ISO etc.]. The
selected service provider must take same into consideration while delivering the
desired services. Further in the event of any observation by any of the audits
regarding security, access control to CPE, hardening, access control etc., the
same will be intimated to the service provider. The service provider engineer
deployed on-site will be required to undertake compliance of the same in
consultation with the Bank.

5.19.2. It shall be the responsibility of the Bidder to configure the solution as per the
requirement of the Bank / Industry best practices, fixing security vulnerabilities,
mitigation of various audit points, VAPT points and taking prompt action on the
advisories shared by the Bank at any point of time during the validity of the
contract period.

5.19.3. In case of any additional information pertaining to the security of the network or
deployed solution is required by the auditor, the bidder would be intimated to
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provide the necessary information. The bidder has to provide the information
within the time period communicated by the bank.

5.19.4. No additional cost whatsoever would be paid by the Bank.

5.20. Project Monitoring Committee

5.20.1. The service provider should deploy full time project manager at the Bank office in
Mumbai within FOUR weeks from the date of placing order.

5.20.2. The project manager should coordinate with various teams for solution
architecture design, study of existing architecture & applications and how they
are deployed and accessed, implementation, tuning and acceptance of SDWAN
AND MPLS solution at all the locations.

5.20.3. The design should include Low Level Diagram and High Level Diagram.

5.20.4. A Project Monitoring Committee (PMC) would be formed with representatives of
SIDBI and / or outsourcing partner and project manager of the selected Service
Provider.

5.20.5. The role and responsibility of the Committee would be to discuss the progress,
resolve all the issues during designing / implementation / Commissioning /
Acceptance etc.

5.20.6. The minimum period of service of project manager would be six months from the
date of order or till the acceptance of solution at all locations.

5.21. Review meetings

5.21.1. During Implementation

The PMC would meet on daily basis to review the progress of project till acceptance of
solution at all locations is completed.

5.21.2. Monthly Review
a) Monthly during first week of every month, throughout the period of contract.
b) Minutes to be submitted within 5 working days

¢) Discuss on the performance of the solution, including technical manpower
performance.

5.21.3. Annual Review

The Bank will also carry out annual review of the contract to ascertain the financial
stability of the bidder, addition of new customers etc in addition to the performance and
service reliability. The bidder is required to submit the audited balance sheet and CA
certificate, details of customers added during the year etc.

5.21.4. All review meetings will be held with SIDBI team. Currently, team is located at
BKC, Mumbai. However, Bank may during the period of contract may relocate
SIDBI team to any other location in India.

5.21.5. No additional cost whatsoever would be paid by Bank to the service provider for
attending the review meetings.

5.22. Training

5.22.1. Immediately after placing order, the service provider should provide training on
the SD-WAN technology (all components) to a batch of six. The training should
be for a period of at least 3 days and full time and should cover the technical and
security aspects of SD-WAN including core devices (controller, director,
analytics, NGFW etc.).
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5.22.2. The service provider should also arrange to provide certified OEM hands on
training for a batch of five. The training should be for a period of at least 5
working days.

5.22.3. The service provider to provide ANUALLY refresh training to batch of 5 offices
from Bank throughout the period of contract at no additional cost.

5.23. Alternative Service Provider(s)

5.23.1. At any point during the contract, the Bank may engage alternative service
provider (link) for redundancy / Backup at existing locations.

5.23.2. The Bank may also shift some of the locations to the other service provider if it
feels that performance of existing service provider network at any location is not
satisfactory and sufficient time is provided to service provider for rectification.

5.23.3. The service provider to integrate the new links in co-ordination with alternate
service provider. The selected bidder will be responsible for resolving all the
integration issues and ensure the links are terminated and made operational, in
coordination with Bank officials and new service provider.

5.23.4. The monitoring, SLA management of the alternate service provider link(s) is
under the scope of the bidder.

5.24. Responsibility of Bank

5.24.1. Make available site for installation with UPS power, rack space, earthing, internal
cabling (fiber / UTP) from MUX to CPE and patch chords/panels (fiber, UTP).

5.24.2. Provide details of contact person at the location/office who would be coordinating
with the service provider during installation/PM/troubleshooting etc.

5.24.3. Providing downtime for installation / preventive maintenance of equipment. The
vendor should communicate at least one week in advance, the proposed date for
preventive maintenance etc., based on which downtime would be obtained from
the locations/offices.

5.24.4. Providing necessary sitting space with telephone (landline), power facility to the
on-site engineers.

5.245. Provide access to DC, DR and locations after complying with security
requirements of the location.
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6.1.  Minimum Eligibility Criteria for First Service Provider

The bidder participating for managed SD-WAN services along with IP MPLS VPN
connectivity should satisfy the following minimum eligibility criteria:

S.N. Criteria

Proof to be Submitted

1 | The bidder should be a Company
Registered under Company act and should
be in business for at least FIVE (5) years as
on March 31, 2017.

Copy of registration certificate to be
submitted.

2 | The bidder should be a Telecom Service
Provider and should have a valid Indian
Government License to provide and
operate  MPLS-VPN  connectivity to

Attested copy of the appropriate
certificate / license to be submitted.

commissioning and maintenance of MPLS
VPN in scheduled commercial bank or
financial institution.

customers
3 | The Bidder should have at least five years' | a) Copies of the purchase order
experience in  supplying, installing, issued by the institutions OR

b) A certificate/ letter from the
Bank/ Financial Institutions.

4| The bidder must possess following
certification:

a) TL 9000 and
b) ISO 27001

Copies of the certificate to be
provided along with self-attestation
by the authorized signatory with
company seal.

5 | The Bidder should have delivered MPLS
VPN connectivity at least to 500 sites
across India, out of which at least 75 sites
should be of single customer during last
FIVE years from the date of current RfP.

a) Certification / Undertaking on
company's letter head with
details of customers to be
submitted.

b) The details of customer
should include:

Name of the company, Order
No. and date, No of locations,
no of links, Period of contract,
contact details of customer
(Name, mailed and phone no.)

6 | The Service Provider should have at least
50,000 Kilometers of underground OFC laid
across the country:

a) Of its OWN OR

b) Have the same on lease and the lease
not expiring during the period of service
sought for by the bank.

a) Certification / Undertaking on
company's letter head from the
bidder signed by the authorized
signatory with company seal.

b) Certification / Undertaking on
company's letter head from the
bidder with details duly signed
by authorized signatory with
Company seal indicating
availability of lease for the
period of 6 years from the date
of RfP.

7 | The bidder should be able to provide pre-
defined Traffic transport QoS Parameters
which provide throughput, latency, packet
loss, jitter commitments and application

Certification / Undertaking on
company’s letter head from the
bidder duly signed by authorized
signatory with Company seal.
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S.N. Criteria Proof to be Submitted
traffic prioritization.

8 | All the POPs from where the MPLS | Certification / Undertaking on
bandwidth shall be provided should have | company's letter head from the
redundancy of equipments, links, power, | bidder signed by the authorized
backhaul connectivity etc. signatory with company seal.

9 | The bidder should have dual stack (IPv4 | Certification / Undertaking on letter
and IPv6) network deployed. head from the bidder with details

duly signed by authorized signatory

with Company seal.

10 | The bidder should have deployed SD-WAN | Certification / Undertaking on letter
core components in their datacenter. head from the bidder with complete

details of the core SD-WAN
components deployed in their
datacenter, duly  signed by
authorized signatory with Company
seal.

11 | The bidder should be able to provide | Certification / Undertaking on letter
MANAGED SD-WAN services for a period | head from the bidder duly signed by
of 5 years and extended thereof for further | authorized signatory with Company
1 year or part thereof. seal.

12 | The SD-WAN services deployed by the | Certification / Undertaking on letter
bidder should support dual stack (IPv4 and | head from the bidder duly signed by
IPv6) from day one. authorized signatory with Company

seal.

13 | The bidder must have back to back support | Certification / Undertaking on letter
arrangement with the SD-WAN OEM | head of OEM with complete of
whose platform is proposed for providing | details arrangement duly signed by
services to the Bank. authorized signatory with Company

seal.

14 | The bidder should have a minimum | Supporting the fact the bidder
average annual turnover of at least Rs.200 | should furnish:

Crore over the last three (3) years i.e. FY a) Annual Reports
2015, 2016 and 2017. i

15 | The bidder should have positive Networth | Audited annual reports for FY2014-
during last two FYs (2015-16 and 2016-17). | 19, FY 2015-16 and FY2016-17 and

16 | The bidder should have cash profit (i.e., no | b) CA certificate
cash loss) in 2 years out of last 3 years (FY (i) For FY2014-15, FY 2015-16 and
2015, 2016, 2017). FY2016-17.

(i) The certificate should provide
the details of Networth, cash
profit and turnover for last
three years.

17 | The bidder should have their own Network | a) Certification / Undertaking on
Operating Center (NOC) existence in India company's letter head from the
for at least three years, with a centralized bidder duly signed by authorized
call logging facility to provide 24X7X365 signatory with Company seal.
customer support. b) The certificate / undertaking
The NOC should be managed by at least should also indicate the location
50 certified network engineers. of the NOC, address along with

PIN code.
c) Further, the bidder needs to
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S.N.

Criteria

Proof to be Submitted

certify that, they have at least 50
certified network  engineers
working in the NOC for 24X7
monitoring.

18

Bidder should have OWN/franchise service
support centers in all the Bank office
locations for providing on-site support for
SD-WAN and IP MPLS VPN connectivity.

The list of support centers
containing Office Address,
Telephone nos., contact person etc.
shall be submitted as per Annexure
-XVIIL.

19

The bidder should have a clear Disaster
Recovery and Business Continuity Plan in
place for support services

Complete details of DR/BCP plan to
be submitted, duly signed by
authorized signatory with Company
seal.

20

The bidder company should not be owned
or controlled by any Director, employee (or
relatives) of SIDBI.

Self-declaration to this effect on
company's letter head signed by
company’s authorized signatory with
Company seal.

21

The bidder should not have been black-
listed by any Public Financial Institutions,
Public Sector Bank, RBI or IBA or any other
Government agencies as on the last date of

tender submission.

Self-declaration to this effect on
company's letter head signed by
company’s authorized signatory as
per Annexure-VII.

6.2.

Note

6.2.1. Non-compliance of any of the criteria will entail rejection of the offer summarily.

6.2.2
6.2.3

6.2.4.

6.2.5.

The criterion mentioned above is mandatory.

Only those who fulfill all the eligibility criteria will qualify for further evaluation.

Photocopies of relevant documents / certificates duly attested by authorized

signatory and company seal affixed should be submitted as proof in support of the

claims made.

independently.

Bank with whom discussion can be done.

The Bank reserves the right to verify / evaluate the claims made by the Bidder

Reference Site Customer Name and Contact information to be provided to the
In case bidder is having NDA with the

customer’'s necessary approvals to be taken from them and details to be

submitted.
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7. Information to Bidders

The Bidders are expected to examine all instructions, forms, terms and specifications in the
bidding documents. Failure to furnish all information required by the bidding documents may
result in the rejection of its bid and will be at the bidder's own risk.

The Bidders are expected to examine all instructions, forms, terms and specifications in the
bidding documents. Failure to furnish all information required by the bidding documents may
result in the rejection of its bid and will be at the bidder's own risk.

7.1. Pre-bid Meeting

7.1.1. The Bank shall hold a pre-bid meeting on the date and time mentioned in ‘Critical
Information’ section above. Purpose of the meeting is to bring utmost clarity on
the scope of work and terms of the RFP being floated. The Bidders are expected
to use the platform to have all their queries answered. No query will be
entertained after the pre-bid meeting.

7.1.2. It would be the responsibility of the Bidders representatives (only one person per
bidder) to be present at the venue of the meeting.

7.1.3. Clarification sought by bidder should be made in writing (Letter/E-mail) and
submitted on or before the date as indicated in the Critical Information sheet.
Bank has discretion to consider any other queries raised by the bidder's
representative during the pre-bid meeting.

7.1.4. The text of the clarifications asked (without identifying the source of enquiry) and
the response given by the Bank, together with amendment / corrigendum to the
bidding document, if any, will be posted on the Bank (www.sidbi.in) website and
CPP Portal after the pre-bid meeting. It would be responsibility of the bidder to
check the websites before final submission of bids.

7.1.5. If SIDBI, in its absolute discretion, deems that the originator of the question will
gain an advantage by a response to a question, then SIDBI reserves the right to
communicate such response to all Respondents.

7.2. Amendment to the bidding document

7.2.1. Atany time prior to the date of submission of Bids, the Bank, for any reason, may
modify the Bidding Document, by amendment.

7.2.2. In order to allow prospective Bidders reasonable time in which to take the
amendment into account in preparing their Bids, the Bank, at its discretion, may
extend the deadline for the submission of Bids.

7.2.3. The amendment will be posted on Banks website (www.sidbi.in) and CPP portal
(http://eprocure.gov.in) only.

7.2.4. All Bidders must ensure that such clarifications/amendments have been
considered by them before submitting the bid. Bank will not have any
responsibility in case some omission is done by any bidder.

7.3. Language of Bid

The bid prepared by the Bidders as well as all correspondence and documents relating to
the Bid exchanged by the Bidder and the Bank and supporting documents and printed
literature shall be written in English.

7.4. Documents Comprising the Bid

The bid shall consist of Minimum Eligibility criteria, Technical bid and Commercial bid.
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7.5. Bid Currency

Bids should be quoted in Indian Rupee only.

7.6. Tender Form Cost

7.6.1. Non-refundable Bid Price of value as specified in “Critical Information Section” by
way of Banker's Cheque/ Demand Draft/ Pay Order drawn on a scheduled bank,
favouring ‘Small Industries Development Bank of India’, payable at Mumbai must
be submitted separately along with RFP response.

7.6.2. Service providers who had responded to Eol for Implementation of SD-WAN
(Tender No. 400/2018/1270/BYO/ITV Dated. 19.09.2017) are exempted from
submission of tender form cost.

7.7. Earnest Money Deposit (EMD)

7.7.1. All the responses must be accompanied by a refundable INTEREST FREE
security deposit of requisite value as specified in “Critical Information” Section
of RfP.

7.7.2. EMD should be in the form of:

a) Demand Draft / Banker's Cheque in favour of “Small Industries Development
Bank of India” payable at Mumbai OR

b) Bank guarantee (BG) from a Scheduled Commercial Bank valid for a period
of 6 months from the tender issue date and strictly in the format as
prescribed in Annexure -1X.

7.7.3. Any bid received without EMD in proper form and manner shall be considered
unresponsive and rejected.

7.7.4. Request for exemption from EMD (Security Deposit) will not be entertained.

7.75. The EMD amount / BG of all unsuccessful bidders would be refunded
immediately upon happening of any the following events:

a) Issue of Lol / purchase order to the successful bidder OR
b) The end of the bid validity period, including extended period (if any) OR
c) Receipt of the signed contract from the selected Bidder; whichever is earlier.

7.7.6.  Successful Bidder will be refunded the EMD amount / BG only after acceptance
of the solution by SIDBI and submission of Performance Bank Guarantee by the
bidder.

7.7.7. In case the process for shortlisting /acceptance of solution is delayed due any
reasons beyond the bank’s purview, successful bidder shall have the BG towards
EMD, validity extended for a period of three months till the solution is accepted by
the bank.

7.7.8. The bid security (EMD) may be forfeited:
a) If a Bidder withdraws its bids during the period of bid validity.

b) If a Bidder makes any statement or encloses any form which turns out to be
false/ incorrect at any time prior to signing of the contract.

c) In case of successful Bidder, if the Bidder fails to accept the LOI / Purchase
order or sign the contract or fails to furnish performance guarantee.

d) In all the above cases, the bidder would also be banned for a period of 3
years from subsequent bidding in any of the Bank's (SIDBI) tenders.
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7.8. Period of Validity of Bids

7.8.1. Prices and other terms offered by Bidders must be firm for an acceptance period
as mentioned in “Critical Information” Section from date of closure of this RfP.

7.8.2. In exceptional circumstances the Bank may solicit the Bidders consent to an
extension of the period of validity. The request and response thereto shall be
made in writing. The Bid security provided shall also be extended.

7.8.3. Bank, however, reserves the right to call for fresh quotes at any time during the
period, if considered necessary.

7.9. Deadline for submission of Bids

7.9.1. The bids must be received by the Bank at the specified address not later than the
date specified in “Critical Information” section.

7.9.2. In the event of the specified date for the submission of bids, being declared a
holiday for the Bank, the bids will be received up to the appointed time on the
next working day.

7.9.3. The Bank may, at its discretion, extend the deadline for submission of Bids by
amending the Bid Documents, in which case, all rights and obligations of the
Bank and Bidders previously subject to the deadline will thereafter be subject to
the deadline as extended.

7.10. Late Bids

Any bid received by the Bank after the deadline for submission of bids prescribed by the
Bank will be rejected and returned unopened to the bidder.

7.11. Modification And/ Or Withdrawal of Bids

7.11.1. The Bidder may modify or withdraw its bid after the bid’s submission, provided
that written notice of the modification including substitution or withdrawal of the
bids is received by the Bank, prior to the deadline prescribed for submission of
bids.

7.11.2. The Bidder modification or withdrawal notice shall be prepared, sealed, marked
and dispatched. A withdrawal notice may also be sent by Fax and followed by a
signed confirmation copy received by the Bank not later than the deadline for
submission of bids.

7.11.3. No bid may be modified or withdrawn after the deadline for submission of bids.

7.11.4. Bank has the right to reject any or all bids received without assigning any reason
whatsoever. Bank shall not be responsible for non-receipt / non-delivery of the
bid documents due to any reason whatsoever.

7.12. Conditional Bids

Conditional bids shall not be accepted on any ground and shall be rejected straightway. If
any clarification is required, the same should be obtained before submission of bids.

7.13. Contacting the Bank

7.13.1. Bidder shall NOT contact the Bank on any matter relating to its Bid, from the time
of opening of Bid to the time a communication in writing about its qualification or
otherwise received from the Bank.

7.13.2. Any effort by the Bidder to influence the Bank in its decisions on Bid evaluation,
Bid comparison may result in the rejection of the Bidder's Bid.
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7.14. Pre-Contract Integrity Pact

7.14.1. Central Vigilance Commission (CVC) vide circular no. 015/VGL/012/-276469
dated 25.02.2015 has directed adoption of Integrity pact in Public Sector Banks.

7.14.2. Pre-Contract Integrity Pact is an agreement between the prospective vendors /
bidders and the buyer committing the persons / officials of both the parties not to
exercise any corrupt influence on any aspect of the contract. Only those
vendors/bidders who have entered into such an integrity pact with the buyer
would be competent to participate in the bidding. In other Words, entering into
this pact would be a preliminary qualification. The integrity pact in respect of a
particular contract would be effective from the stage of invitation of bids till the

complete execution of the contract.

7.14.3. The bidder has to submit signed Pre-Contract Integrity Pact as per the format at
Annexure-X on non-judicial stamp paper of requisite value (to be borne by
the bidder) applicable at the place of its first execution along with the minimum
eligibility bid.

7.15. Documents to be submitted

7.15.1. Bidders are required to submit their responses non-window sealed envelops as
detailed below:

S.N Bid Contents Annexure
A. Envelop 1- MINIMUM ELIGIBILITY BID
1 | No. of Copies : One Hard Copy and one Soft Copy
Cover Label: “Minimum Eligibility - RfP for Implementation of

2 | Managed SD-WAN based IP MPLS VPN Connectivity at all Locations
of the Bank — Tender No. 400/2019/1344/BYO/ITV dated July 12, 2018“
Cover Contents:

(i) DD/ Pay Order / BG towards EMD. Annexure -IX
(i) DD/ Pay Order towards cost of tender form.
(i) Bid forwarding letter Annexure -
(iv) Minimum eligibility criteria Annexure -l
(v) Power of Attorney for authorized signatory Annexure -VI
3 (vi) Non-Blacklisting Annexure -VII
(vii) Bank Mandate Form Annexure -VIII
(viii) Pre-contract Integrity Pact Annexure -X
(ix) Statement of deviation Annexure -XVI
B. Envelop 2 - TECHNICAL BID

1 | No. of Copies: One Hard Copy and one Soft Copy

Cover Label: “Techncial Bid - RfP for Implementation of Managed
2 | SD-WAN based IP MPLS VPN Connectivity at all Locations of the
Bank — Tender No. 400/2019/1344/BYO/ITV dated July 12, 2018 *
Cover Contents:

(i) Technical Bid with all relevant Annexures and | Annexure - Il
proof.

(i) Undertaking of Authenticity Annexure -V
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S.N Bid Contents Annexure

(i) Undertaking for central minimum wages act and | Annexure -XI
labour laws

(iv) Undertaking letter for GST Law Annexure -XI|

(v) Details of customers for managed/captive SD- | Annexure -XlI
WAN services.

(vi) OEM experience — Number of customers Annexure -XIV
(vii) Experience of OEM in SD-WAN solution — number | Annexure XV
of Years.
(viii) Compliance Statement Annexure -XII
(ix) Masked Commercial Bid Annexure -IV
C. Envelop 3- COMMERCIAL BID

1 | No. of Copies: One Hard Copy

Cover Label: “Commercial Bid - RfP for Implementation of Managed
2 | SD-WAN based IP MPLS VPN Connectivity at all Locations of the
Bank — Tender No. 400/2019/1344/BYO/ITV dated July 12, 2018 *
Cover Contents:

(i.) Commercial Bid Annexure -V

7.15.2. All the three individual sealed envelopes should be kept in one large envelop
(outer cover) and superscribed “RfP for Implementation of Managed SD-WAN
and IP MPLS at all locations of the Bank”.

Eligibility Bid
Hard Copy
Minimum Eligibility Bid
Cover
\ Eligibility Bid
] Soft Copy
Technical Bid
i | Hard Copy
| Technical Bid
Outer Cover [é-—- Covar
: Technical Bid
Soft Copy
Commercial Bid { Commercial Bid
Cover o Hard Copy

7.16. Sealing and Marking

7.16.1. The Bid shall be typed; all pages numbered and shall be signed by the Bidder
representative on whose favour Power of Attorney is issued to bind the
Bidder to the Contract.

7.16.2. Relevant documents must be submitted as proof wherever necessary. Technical
specification sheets of all the items to be submitted.
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7.16.3. Faxed copies of any submission are not acceptable and will be rejected by the
Bank.

7.16.4. Responses should be concise and to the point. Submission of irrelevant
documents must be avoided. If the bids do not contain all the information required
or is incomplete, the proposal is liable to be rejected.

7.16.5. If the envelop(s) are not sealed and marked as indicated above, the Bank will
assume no responsibility for the Bid's misplacement or its premature opening.

7.16.6. The bidder to note that, under no circumstances the Commercial Bid should be
kept in Technical Bid Covers. The placement of Commercial Bid in Minimum
Eligibility / Technical Bid covers will make bid liable for rejection.

7.16.7. Each of the envelope(s) shall be addressed to the Bank at the address given
below:

The Deputy General Manager (Systems)
Small Industries Development Bank of India
MSME Development Center, 3rd Floor,
Information Technology Vertical [ITV],

Plot No.C-11, 'G' Block,

Bandra Kurla Complex, Bandra (East),
Mumbai 400 051

7.17. Hosting of RfP

7.17.1. The RfP is hosted on SIDBI website www.sidbi.in and also on Central Public
Procurement Portal (CPPP) eprocure.gov.in.

7.17.2. SIDBI reserves the right to change the dates mentioned above. All changes and
clarification, if any, related to RfP will be posted on www.sidbi.in and
eprocure.gov.in only.

7.17.3. Bidders must have close watch on the website and CPPP during the intervening
period before submitting response to RfP.

7.18. Erasures or Alterations

The offers containing erasures or alterations will not be considered until it is duly signed and
stamped by the authorized signatory. There should be no hand-written material, corrections
or alterations in the offer. Technical details must be completely filled in. Correct technical
information of the product being offered must be filled in. Filling up of the information using
terms such as “OK”, “accepted”, “noted”, “complied”, “as given in brochure / manual is not
acceptable. The Bank may treat such offers as not adhering to the tender guidelines and as
unacceptable.

7.19. Public Procurement Policy on Micro and Small Enterprises (MSESs)

7.19.1. SIDBI is governed by provisions of the Public Procurement Policy for Micro and
Small Enterprises (MSESs) as circulated by The Ministry of MSME, Gol.

7.19.2. These provisions shall be applicable to Micro and Small Enterprises (MSES)
registered with District Industries Centers or Khadi and Village Industries
Commission or Khadi and Village Industries Board or Coir Board or National
Small Industries Corporation or Directorate of Handicrafts and Handloom or any
other body specified by Ministry of Micro, Small and Medium Enterprises
(MSMEs).
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7.19.3. Such MSEs would be entitled for exemption from furnishing tender fee and
earnest money deposit (EMD). In case of any issue on the subject matter, the
MSE’s may approach the tender inviting authority to resolve their grievances.

7.19.4. Agencies/ Bidders desirous of availing exemptions/ preference under above
provisions should submit a copy of proof of Registration as MSEs/ and ownership
of the same by SC/ST along with the tender/RFP.

7.19.5. The bidder to note that, in the current RfP splitting of order is not applicable.

kkkkkkkkkkkkkkkkkkkkkk
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8. Evaluation Methodology

8.1. Opening of Bids by the Bank

8.1.1.

8.1.2.

8.1.3.

8.1.4.

On the scheduled date and time (refer Critical Information Section), bids will be
opened by the Bank Committee in presence of Bidder representatives. It is the
responsibility of the bidder's representative to be present at the time, on the date
and at the place specified in the tender document. The bidders’ representatives
who are present shall sign a document evidencing their attendance.

If any of the bidders or all bidders who have submitted the tender and are not
present during the specified date and time of opening it will be deemed that such
bidder is not interested to participate in the opening of the Bid/s and the bank at
its discretion will proceed further with opening of the technical bids in their
absence.

The Bidder name and presence or absence of requisite EMD and such other
details as the Bank, at its discretion may consider appropriate will be announced
at the time of opening of eligibility and technical bid. No bid shall be rejected at
the time of bid opening, except for late bids which shall be returned unopened to
the Bidder.

Bids that are not opened at Bid opening shall not be considered for further
evaluation, irrespective of the circumstances. Withdrawn bids will be returned
unopened to the Bidders.

8.2.  Preliminary Examinations

8.2.1.

8.2.2.

8.2.3.

8.2.4.

8.2.5.

8.2.6.

The Bank will examine the Bids to determine whether they are complete, the
documents have been properly signed, supporting papers/ documents attached
and the bids are generally in order.

The Bank may, at its sole discretion, waive any minor infirmity, nonconformity or
irregularity in a Bid which does not constitute a material deviation, provided such
a waiver does not prejudice or affect the relative ranking of any Bidder.

Prior to the detailed evaluation, the Bank will determine the substantial
responsiveness of each Bid to the Bidding document. For purposes of these
Clauses, a substantially responsive Bid is one, which conforms to all the terms
and conditions of the Bidding Document without material deviations. Deviations
from or objections or reservations to critical provisions, such as those concerning
Bid security, performance security, qualification criteria, insurance, Force Majeure
etc will be deemed to be a material deviation. The Bank's determination of a Bid's
responsiveness is to be based on the contents of the Bid itself, without recourse
to extrinsic evidence.

If a Bid is not substantially responsive, it will be rejected by the Bank and may not
subsequently be made responsive by the Bidder by correction of the
nonconformity.

Bids without EMD / Bid security in the proper form and manner will be considered
non-responsive and rejected.

The Bidder is expected to examine all instructions, forms, terms and specification
in the Bidding Document. Failure to furnish all information required by the Bidding
Document or to submit a Bid not substantially responsive to the Bidding
Document in every respect will be at the Bidder's risk and may result in the
rejection of its Bid.
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8.3. Clarification of bids

8.3.1. During evaluation of Bids, the Bank, at its discretion, may ask the Bidders for
clarifications of their Bids. The request for clarification and the response shall be
in writing (Courier/Fax/e-Mail), and no change in the price of substance of the Bid
shall be sought, offered or permitted.

8.3.2. Bidder to submit point by point compliance to the technical compliance and it
should be included in the Bid.

8.3.3.  Any deviations from the specifications should be clearly brought out in the bid.

8.3.4. Bidder to quote for entire package on a single responsibility basis for the goods
and services it proposes to supply under the contract.

8.4. Technical Evaluation

8.4.1. Pursuant to the evaluation of pre-qualification/ minimum eligibility criterion
mentioned above, bidders will be short-listed for technical evaluation. Technical
evaluation will be carried out only for the bidders who succeed the pre-
gualification criterion.

8.4.2. The Bank would also evaluate the Bids on technical and functional parameters
including possible visit to inspect live site(s) of the bidder, witness demos,
bidder’'s presentation, verify functionalities / response times, POC etc. However,
SIDBI will not pay/ reimburse any expenditure incurred by the vendor for
arranging the demonstration / POC/ Presentation.

8.4.3. SIDBI may seek specific clarifications from any or all the Bidder(s) at this stage.
All the clarifications received within the stipulated time shall be considered for
evaluation. In case satisfactory clarifications are not received from the bidders
within the stipulated time, the respective technical parameters would be treated
as non-compliant and decision to qualify the bidder shall be accordingly taken by
SIDBI.

8.4.4. Bank may waive off any minor infirmity or nonconformity or irregularity in a bid,
which does not constitute a material deviation, provided such a waiving, does not
prejudice or effect the relative ranking of any bidder.

8.4.5. Normalization

1. The Bank may go through a process of technical evaluation and normalization
of the bids to the extent possible and feasible to ensure that, shortlisted
bidders are more or less on the same technical ground. After the
normalization process, if the Bank feels that, any of the Bids needs to be
normalized and that such normalization has a bearing on the price bids; the
Bank may at its discretion ask all the technically shortlisted bidders to re-
submit the technical and/or commercial bids once again for scrutiny. The
resubmissions can be requested by the Bank in the following two manners:

a) Incremental bid submission in part of the requested clarification by the
Bank.

b) Revised submissions of the entire bid in the whole.

2. The shortlisted bidders agree that, they have no reservation or objection to
the normalization process and all the technically shortlisted bidders will, by
responding to this RFP, agree to participate in the normalization process and
extend their co-operation to the Bank during this process. The shortlisted
bidders, by submitting the response to this RFP, agree to the process and
conditions of the normalization process
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8.4.6. QCBS - Evaluation criteria proposed to be adopted will be Quality and Cost
Based System (QCBS) where Technical Bid Score will get a weightage of 75%
and Commercial Bid Score a weightage of 25%.

8.4.7. The technical bid will be analyzed and evaluated, based on which the Relative

Technical Score (RStech) shall be assigned to each bid on the basis of
parameters mentioned below.

8.4.8. Relative Technical Score (RStech) for each bidder will be calculated as follows
based on above parameters:

| RStech = T/ Thigh X100 |
Where:

RStech = Relative score obtained by the bidder

T Technical score obtained by bidder

THigh Highest Technical score secured among the
Bidders

8.4.9. Technical Bids receiving a RStech greater than or equal to a score of 75 (cut-off
marks) will be eligible for consideration in the subsequent round of commercial
evaluation.

8.4.10. If less than 3 bidders qualify as per above criteria (RStech >= 75), SIDBI reserves
the right to short list maximum top 3 bidders subject to RStech >= 70.

8.4.11. Technical bids would be evaluated based on the following parameters:

S. Parameter Weig- Documents to be Submitted

N. htage
No of customers to whom Managed / Captive SD-WAN services are
offered by the bidder as on date.

For every one customer | 25.00 | (i) Certificate / undertaking as per
1los points subject to a format given in Annexure -XIII to
maximum of 25 points be submitted and
(i) Copies of PO or certificate from
the customer.
No of customers where OEM has implemented proposed SD-WAN
solution.

> For every one customer | 15.00 | Certificate / undertaking on letter head
03 points subject to a of OEM with details of customers as
maximum of 15 points. per Annexure -XIV, duly signed by

authorized signatory and stamped to
be submitted.
No of Years of experience of OEM, on the proposed SD-WAN
solution to the Bank.

3 For every year of| 15.00 | Certificate / undertaking on letter head
experience 03 points of OEM as per Annexure -XV duly
subject to a maximum of signed by the authorized signatory.

15 points.

No of Bank locations in which the service provider can provide MPLS
VPN connectivity on wired media (Excluding Category ‘A’ and
4 | Category ‘C’ locations).

Total Weightage is 33| 33.00 | Annexure -XVII, duly filled to be
points for 63 locations. submitted.

Total No. of customers to whom complete managed MPLS VPN
services connecting at least 50 sites are provided during last three

5

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 46 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN j sidbi

S. Parameter Weig- Documents to be Submitted

N. htage
years.
For every one customer | 12.00 | Copies of PO / customer letter to be
03 points, subject to submitted. The no of sites should be
maximum of 12 points. clearly indicated.

6 Total Weightage 100.00

8.5. Commercial Evaluation

8.5.1. In this phase, the Commercial Bids of the Bidders, who are found technically
qualified in previous phase, will be taken for commercial evaluation.

8.5.2. The date for opening of commercial bids will be separately advised. The bidders
are required to depute their representative for the same.

8.5.3. Relative Technical Score (RStecn) of the technically qualified bidders would be
announced and the commercial bids of those bidders would be opened for
commercial evaluation.

8.5.4. The Relative Commercial Score (RScom) and Relative Score (RS) of the qualified
bidders would be calculated in the presence of the representative of the bidders
present during the meeting.

8.5.5. Relative Commercial Score (RScom) for each bidder would be calculated as

under:
| RScom = CLow /C X 100 |
Where:
RScon = Relative score for Commercial Bid of the vendor
C = Commercial bid value of the bidder under

consideration
CLow = Lowest commercial bid value out of all the eligible
commercial bids obtained.

8.6.  Final Shortlisting

8.6.1. Total Relative Score (RS) obtained by each eligible bidder will be calculated as
follows:

[ RS = RSten X 0.75 + RScom X 0.25 |

8.6.2. Based on the maximum relative score (RS) obtained, the Bidders [would be
declared H1, H2, H3 and so on.

8.6.3. Bank would shortlist the H1 bidder for award of contract.

8.7. Arithmetic errors correction

8.7.1. Arithmetic errors, if any, in the price breakup format will be rectified on the
following basis:

1. If there is discrepancy between the unit price and the total price, which is
obtained by multiplying the unit price with quantity, the unit price shall prevail
and the total price shall be corrected unless it is a lower figure.

2. If there is discrepancy in the unit price quoted in figures and words, the unit
price, in figures or in words, as the case may be, which corresponds to the
total bid price for the item shall be taken as correct.

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 47 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN f sidbi

3. If the vendor has not worked out the total bid price or the total bid price does
not correspond to the unit price quoted either in words or figures, the unit
price quoted in words shall be taken as correct.

4. If the unit price quoted by the bidder in figures and in words are equivalent but
the total bid price of the item has not been worked out correctly, the unit price
qguoted by the bidder shall be taken as correct

8.7.2. By submitting the proposal, the bidder agrees for arithmetic corrections as
specified in the RfP during commercial evaluation.

8.8. Award and Signing of Contract

8.8.1. Initially Bank will issue Lol / Purchase order to the successful bidder(s). The
selected bidder has to return the duplicate copy to the Bank within 7 working
days duly Accepted, Stamped and Signed by Authorized Signatory in token of
acceptance along with NDA.

8.8.2. The successful bidder(s) shall be required to enter into a contract/SLA with the
Bank, within 30 days of the award of the Lol / Purchase order.

*kkkkkkkkkkkkkk
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9. Service Level Agreement

9.1. SLA
S.N Parameter Specification
1 Working Days Six days a week (Monday to Saturday)
2 | Month Calendar month
3 SLA Measurement Period Monthly
Working Hours
Category A and B 9am to 9pm (12 hours)
Category C 24X7
4 Total working hours will be calculated as under:
(a) Category ‘A’ and ‘B’ locations: total number of working days in respective
month X 12
(b) Category ‘C’ locations: total number of days in respective month X 24
Uptime Calculation
4 [(Total no of Working Hours in month — downtime hours in month) / total number of
Working Hours in month] X100
SD-WAN Service Availability / Uptime.
Category ‘A’ 99.9%
S | Category ‘B’ 99.5%
Category ‘C’ 99.9%
Controller / Director / Analytics 99.9%
MPLS VPN Availability / uptime.
6 | category ‘A’ and ‘B’ 99.5%
Category ‘C’ 99.9%
7 Mean Time To Respond
Category ‘A’, ‘B’ and ‘C’ ‘ 15 Min
Latency for switch over to alternate link / CPE in case of failure of any link
8 | /CPE.
Category ‘A’, ‘B’ and ‘C’ ‘ <10ms
9 Link Level Latency (between two Site)
Category ‘A’, ‘B’ and ‘C’ ‘ <100ms
Jitter
10 Category ‘A’, ‘B’ and ‘C’ <10ms measured for a minimum of 1000
packets
Packet loss
11 | Category ‘A’, ‘B’ and ‘C’ Average end to _end packet_ loss should not
be more than 1 in 1,000 with IMIX packets
measured for a minimum of 1000 packets.
Helpdesk facility
12 |® 24X7
e Phone, Mail, Portal
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S.N Parameter Specification

Monitoring
Proactive
14 | Reporting

13

o All reports to monitor SLA parameters.

o Root Cause Analysis (RCA) for all performance and availability problems that
occur. Formal RCA to be delivered within 7 days of the problem occurrence,
including:

v' Explaining the root cause of issue

v Action taken to prevent re-occurrence, with project plan and timing for each
milestone of the correction effort.

9.2. Exclusions

9.2.1. Scheduled downtime mutually agreed, to be excluded from calculation of uptime.

9.2.2. Downtime due to force majeure. Cable cut due to road widening or any
development/restructuring will NOT be considered as force majeure.

9.2.3. Downtime due to power failure and power conditioning, UPS failure etc at site.
9.2.4. Downtime due to any device/appliance not managed by the bidder.

9.2.5. Any downtime, other than mentioned in item as above will be excluded for
calculation of uptime, if mutually agreed in writing by the bidder and SIDBI.

kkkkkkkkkkkkkkkkk
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10. Special Terms and Conditions

10.1. Contract Term

10.1.1.

The term of contract would be FIVE years starting from the date of acceptance of
service at DataCenter. The contract may be extended for additional period of 1
year or part thereof in single or multiple instance(s).

10.1.2. The acceptance of other locations would be carried out only after implementation
and acceptance of the solution at DC and DR.
10.2. Price
10.2.1. Prices quoted by the bidders should include GST, duties, levies, transportation

10.2.2.

10.2.3.

10.2.4.

10.2.5.
10.2.6.

costs, back to back support with OEM during warranty, insurance costs, training
etc., till the bid validity period.

Once a contract price is arrived at, the same must remain firm and must not be
subject to escalation during the performance of the contract due to fluctuation in
foreign currency, change in the duty/tax structure, changes in costs related to the
materials and labour or other components or for any other reason.

Bidder will be entirely responsible for all applicable present and future, duties,
levies, charges, license fees etc. in connection with delivery of goods at site
including incidental services and commissioning.

While any increase in the rates of applicable taxes or impact of new taxes
imposed by Gol, subsequent to the submission of commercial bid shall be borne
by SIDBI, any subsequent decrease in the rates of applicable taxes or impact of
new taxes shall be passed on to SIDBI in its favour. This will remain applicable
throughout the contract period.

No other cost whatsoever will be paid by SIDBI.

In case of requirement of intermediate bandwidth or SD-WAN subscription /
license rate the formulae adopted would be as follows:

a) Rate per Mb for intermediate service (M) = (Rate of higher service — Rate of
Lower service) / (Higher service — Lower service)

b) Rate for intermediate service = (Rate of Lower Service) + (M x N)
c) Where:

o ‘N’ is an integer value = (Intermediate service capacity — Lower service
capacity)

e Service implies bandwidth or SD-WAN subscription / license

illustrations

Case 1 (Bandwidth)

Finding cost of 3Mbps bandwidth.

Let: 2Mbps bandwidth cost = Rs. 50,000/-

4Mbps bandwidth cost = Rs. 80,000/-

Rate per Mb of bandwidth (M) = (80000 — 50000) / (4 — 2)
= 30,000/2 = Rs. 15,000/-

Rate for 3Mbps bandwidth = 50,000 + (15,000 x (3-2))
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= 50,000+15,000=Rs. 65,000/-

Case 2 (SD-WAN Subscription/license)

Finding cost of 40Mbps SD-WAN license / subscription.

Let 20Mbps SD-WAN license cost = Rs. 60,000/-

50Mbps SD-WAN license cost = Rs. 80,000/-
Rate per Mb of SD-WAN license cost (M) = (80,000 — 60,000) / (50-20)
=20,000/30 = Rs.666.67/-

Rate for 40Mbps bandwidth = 60,000 + [666.67 x (40-20)]
= 60,000+(666.67x20) =60,000/-+13,333.40/-
= Rs. 73,333.40/-

10.3. Terms of Payment

10.3.1. The Service Provider will be paid in quarterly equal installments (including
resource cost) after the end of the quarter. The quarter will mean calendar
guarter(s). However, for the first quarter, the payment shall be from the date of
commissioning of location (SD-WAN & MPLS) to the end of that quarter.

10.3.2. Payment for subsequent quarters will be made only after payment of previous
quarters.

10.3.3. Payment of first installment will be released only after submission of
Performance Bank Guarantee. In case of delay in commencing services,
payment will be made on pro-rata basis for the services delivered after deducting
applicable LD, if any.

10.3.4. Payment of any quarter will be made after deducting TDS/other taxes and
applicable LD, if any, pertaining to the previous quarter. The LD of any quarter
will be deducted in subsequent quarter and for the last quarter of the contract, LD
would be deducted prior to release of final payment.

10.3.5. In case of LD to be charged to bidder, bank will intimate the amount of LD and
bidder has to raise credit note/invoice. The amount payable would be net of debit
and credit note / invoice.

10.3.6. Shifting of Premises: Payment towards shifting of connectivity / CPE during
shifting of premises will be made only after operational at the new location,
acceptance by the Bank and submission of invoice along with commissioning
report.

10.3.7. Payment in case of Termination of contract — In case the contract is
terminated (for single or all locations) payment will be made on pro rata basis for
the period services have been delivered, after deducting applicable LD, TDS and
adjusting other pending charges, if any.

10.3.8. Payment towards relocation of resource to alternate location (Intracity):
payment will be made after reporting of the resource at the new center.

10.3.9. All payments will be released within FOUR (4) weeks of receiving the undisputed
invoice along with credit note/invoice, if applicable.

10.3.10. On receipt of payment advice from bank, bidder has to acknowledge the same
and submit payment receipt / confirmation.
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10.3.11. All the payments will be made by SIDBI, Mumbai electronically through RTGS/
NEFT. Hence, Bidder to submit Bank Mandate Form (as per Annexure —IX)
along with cancelled cheque in original with Minimum Eligibility bid.

10.3.12. Bidder will be required to furnish the applicable documentary proof as specified
above while claiming the appropriate payment.

10.3.13. The Bank shall have the right to withhold any payment due to the Bidder, in case
of delays or defaults on the part of the Bidder. Such withholding of payment shall
not amount to a default on the part of the Bank.

10.3.14. All Payments will be made to the Bidder in Indian Rupee only.

10.3.15. The Bidder must accept the payment terms proposed by the Bank. The financial
bid submitted by the Bidder must be in conformity with the payment terms
proposed by the Bank. Any deviation from the proposed payment terms would
not be accept.

10.4. Delivery and Installation Schedule

10.4.1. The Bidder should deliver and commission the services within SIX WEEKS
FROM THE DATE OF PURCHASE ORDER / LOI.

10.4.2. The Bank will consider the inability of the Bidder to deliver or install the services
within the specified time limit, as a breach of contract and would entail the
payment of Liquidation Damages on the part of the Bidder.

10.4.3. The Bank shall, without prejudice to its other remedies under the Contract, deduct
from the Contract Price, as liquidated damages, a sum as specified in Liquidity
Damages Section of this RfP.

10.5. Liquidity Damages

10.5.1. The liquidation damages represent an estimate of the loss or damage that the
Bank may have suffered due to delay in performance of the obligations (relating
to delivery, installation, operationalisation, implementation, training, acceptance,
warranty, maintenance etc. of the deliverables) by the Bidder. The details of LD
for various services are as under:

S.N. Liquidity Damage

Delay in Implementation and Commissioning of the services.

a) 1% of the order value (five years cost towards link and SD-WAN
services) for the location for every week’'s delay subject to

1 maximum of 10% of the order value (five years cost) for the
location.

b) In case delay exceeds 10 weeks bank has right to cancel the
complete order.

MPLS Link — Shortfall in achieving uptime.

a) 1% of monthly link charges for every 0.1% or part thereof shortfall in
uptime, subject to a maximum of 10% of the quarterly charges
towards the service for the location.

b) In case aggregation link is down, LD as specified above would be
calculated for all the locations, including aggregation points.

SD-WAN Services — shortfall in achieving SLA (availability/uptime)
3 a) 1% of monthly charges for every 0.1% or part thereof shortfall in
uptime, subject to a maximum of 10% of the quarterly charges
towards the service for the location.
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S.N. Liquidity Damage

b) Since, location would be isolated, when SD-WAN services are
down. LD towards “MPLS link” would also be applicable.

Resources
a) Each on-site resource is eligible for a maximum of one day leave
per month.

b) Any absence beyond the prescribed leave of absence shall attract
LD as under in case NO substitute is arranged by the bidder:

Resource Allowed leave of LD beyond leave of
absence per Month absence
L1 01 day

No payment will be paid for

L2 01 day the number of days absent.

4 Project Manager | 01 day

c) In case the resource is absent for five working days in a month and
no equivalent substitute is arranged, additional LD (over and
above LD at point “b”) as given under would be charged:

S.N Resource Additional LD per Day
1|L1 Rs.500/-
2|12 Rs.1,000/-
3|L3 Rs.1,000/-

The above LD would be deducted while making any payments to
the bidder.

Up-gradation / Down-gradation of Bandwidth and / or SD-WAN
services.

1. Up-gradation

a) The bidder should upgrade the bandwidth and / or SD-WAN
services for the location within FOUR WEEKS from the date of
purchase order.

b) In the event of non up-gradation, bank shall impose LD @1% of

the up-gradation order cost for the service per week or part
5 thereof delay, subject to a maximum of 10% of the up-gradation
cost of the service.

2. Down-gradation

a) The bidder should downgrade the bandwidth / SD-WAN
subscription for the location within TWO WEEKS from the date
of intimation.

b) In the event of non down-gradation, Bank shall release
payments on the downgraded capacity only after scheduled
downgraded period.

Packet Loss/drop

6 In case packet loss/drop is greater than the committed parameter (refer
SLA) for more than 30minutes for the location, Bank shall impose LD at
the rate of 0.5% of monthly link charges for every hour or part thereof.

Latency

Z

If latency is more than 100ms continuously for more than 30minutes,
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10.5.2.

10.5.3.

S.N. Liquidity Damage

0.5% of monthly link charges for every hour or part thereof (excluding
the first 30 minutes).

Latency will be measured between Bank’s location and Data Centre /
DR Site. The monthly latency report shall be provided by the bidder on
an average basis for each individual site.

8 If jitter is more than 10ms continuously for more than 30minutes, 0.5%

Jitter

of monthly link charges for every hour or part thereof (excluding the first
30 minutes).

Say if Jitter of link is more than 30 ms for 2 hrs in a calendar month then penalty
calculation would be as under:
{(220 min — 30 min) / 60 min} * 0.5% of monthly rental

In case service provider fails to achieve compliance level of services successively
in two months in a quarter or any three months in a financial year, SIDBI will
reserve the right to re-look at the contract and redefine Service level agreement
and LD clauses to safeguard its interest. However, the change in SLA and
penalties would be as per mutual agreement of both the parties i.e. Bank and
Service provider.

Levy of LD is without prejudice to other rights and remedies available under this
agreement.

10.6. Termination

10.6.1. The various clause for termination are as under:

S.N.

Details for Termination

Termination for non-performance (not meeting SLA)

Bank may, without prejudice to any other remedy for breach of contract, by giving
written notice of 30 days to the bidder, terminate the contract in whole or part
(single link/location and/or contract):

a)

b)

c)

d)

The bank’s decision in this regard will be final. Bank will not bear any
compensation for these exits as they are due to non-performance of service
provider.

If the bidder fails to deliver any or all of the services within the period(s)
specified in the contract or within any extension thereof granted by the Bank
pursuant to conditions of contract OR

The Selected bidder breaches its obligations under the scope document or
the subsequent agreement and if the breach is not cured within 30 days from
the date of notice OR

Serious discrepancy in the quality of service expected during the
implementation, rollout and subsequent maintenance process.

The Selected bidder (i) has a winding up order made against it; or (ii) has a
receiver appointed over all or substantial assets; or (iii) is or becomes unable
to pay its debts as they become due; or (iv) enters into any arrangement or
composition with or for the benefit of its creditors; or (v) passes a resolution
for its voluntary winding up or dissolution or if it is dissolved.

2

Termination for insolvency

Bank may at any time terminate the Contract by giving written notice of 30 days
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S.N.

Details for Termination

to the bidder, if the bidder becomes bankrupt or otherwise insolvent. In this event
termination will be without compensation to the bidder, provided that such
termination will not prejudice or affect any right of action or remedy, which has
occurred or will accrue thereafter to the Bank.

Termination for the convenience of bank

The bank may, at any point during the currency of this contract may terminate
the contract by giving 30 days advance notice to the bidders without
assigning whatsoever reason. In this event, termination will be without
compensation to the Bidder, provided that such termination will not prejudice
or affect any right of action or remedy, which has accrued or will accrue
thereafter to the Bank.

Termination due to Operational Requirement by the Bank

a) During the period of contract Bank may terminate connectivity / SD-WAN
services (single / multiple / entire contract) at any of the location(s) due to
operational requirements (closure, merger etc.) by giving 30 days’ notice.

b) Shifting of Premises: In case bidder connectivity is non-feasible at alternate
location during shifting of premises (bank location / DC / DR), Bank would
surrender the respective link by giving 30 days’ notice.

However, the bidder has to provide SD-WAN services and management
services for the Internet link / link procured from alternate service provider.

10.6.2.

10.6.3.

10.6.4.

10.6.5.

10.6.6.

The Selected bidder shall have right to terminate only in the event of winding up
of the Bank.

In the event of termination of the Contract due to any cause whatsoever, [whether
consequent to the stipulated term of the Contract or otherwise], BANK shall be
entitted to impose any such obligations and conditions and issue any
clarifications as may be necessary to ensure an efficient transition and effective
business continuity of the Service(s) which the selected Vendor shall be obliged
to comply with and take all available steps to minimize loss resulting from that
termination/breach, and further allow the next successor Vendor to take over the
obligations of the erstwhile Vendor in relation to the execution/continued
execution of the scope of the Contract.

In the event that the termination of the Contract is due to the expiry of the term of
the Contract and the Contract is not further extended by BANK, the Vendor
herein shall be obliged to provide all such assistance to the next successor
Bidder or any other person as may be required and as BANK may specify
including training, where the successor(s) is a representative/personnel of BANK
to enable the successor to adequately provide the Service(s) hereunder, even
where such assistance is required to be rendered for a reasonable period that
may extend beyond the term/earlier termination hereof.

The termination hereof shall not affect any accrued right or liability of either Party
nor affect the operation of the provisions of the Contract that are expressly or by
implication intended to come into or continue in force on or after such termination.

BANK reserves the right to recover any dues payable by the selected bidder from
any amount outstanding to the credit of the selected bidder, including the pending
bills and/or invoking the Bank guarantee under this contract
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10.6.7. The Bank shall make such prorated payment for services rendered by the
selected bidder and accepted by the Bank at the sole discretion of the Bank in
the event of clause of termination, provided that the selected bidder is in
compliance with its obligations till such date. However, no payment for “costs
incurred, or irrevocably committed to, up to the effective date of such termination”
will be applicable to selected Bidder. There shall be no termination compensation
payable to the selected bidder.

10.6.8. Termination shall not absolve the liability of the Bank to make payments of
undisputed amounts to the selected bidder for services rendered till the effective
date of termination. Termination shall be without prejudice to any other rights or
remedies a party may be entitled to hereunder or at law and shall not affect any
accrued rights or liabilities or either party nor the coming into force or continuation
in force of any provision Selected Bidder hereof which is expressly intended to
come into force or continue in force on or after such termination.

10.6.9. Nothing herein shall restrict the right of BANK to invoke the Performance Bank
Guarantee and other guarantees, securities furnished, enforce the Letter of
Indemnity and pursue such other rights and/or remedies that may be available to
BANK under law or otherwise.

10.6.10. The termination hereof shall not affect any accrued right or liability of either Party
nor affect the operation of the provisions of the Contract that are expressly or by
implication intended to come into or continue in force on or after such termination.

10.7. Extension of Contract

The bank reserves the right to extend the contract for additional period of 1 year or part
thereof in single or multiple instance(s) beyond the contractual period of five years under the
same terms and conditions.

10.8. Re-Negotiation

The Bank will reserve a right to re-negotiate the price and terms of the entire contract during
the end of third year with the Selected Bidder at more favorable terms in case such terms
are offered in the industry at that time for projects of similar and comparable size, scope and
quality. The revised price and terms will be applicable from fourth year till the end of
contract, including extension period, if any.

kkkkkkkkkkkkkkkkkkkkkkkkkkkk
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11. General Terms and Conditions

11.1. Definitions

In this Contract, the following terms shall be interpreted as indicated:

11.1.1. “The Bank”, “SIDBI" , “Purchaser”, “Buyer” means Small Industries Development
Bank of India (SIDBI);

11.1.2. “B/bidder”, “Vendor”, “VENDOR?”", “Supplier”, “Service Provider”, “Seller” means
the respondent to the RFP document.

11.1.3. “RFP”, “Tender”, “RfP”, “Bid document’ means the ‘Request for Proposal
document.

11.1.4. “Bid” may be referred to as ‘Offer’.

11.1.5. “Alternative Service Provider’” means other than the shortlisted service provider,
which the bank may introduce at any time during the period of contract.

11.1.6. “The Contract” means the agreement entered into between the Bank,
represented by its Head Office / MSME Development Centre / Regional Offices
and the Supplier, as recorded in the Contract Form signed by the parties,
including all attachments and appendices thereto and all documents incorporated
by reference therein;

11.1.7. “The Contract Price” means the price payable to the Supplier under the Contract
for the full and proper performance of its contractual obligations;

11.1.8. “The Goods” means all of the equipment, machinery, software, and/or other
materials which the Supplier is required to supply to the Bank under the Contract;

11.1.9. “The Services” means those services ancillary to the supply of the Goods, such
as transportation and insurance, and any other incidental services, such as
installation, commissioning, provision of technical assistance, training,
maintenance contract and other such obligations of the Supplier covered under
the Purchase Contract;

11.1.10. “The Project Site” means DC, Mumbai, DR Site — Chennai and all other locations
of Small Industries Development Bank of India.

11.2. Use of Contract Documents and Information

11.2.1. The Supplier shall not, without the Bank’s prior written consent, disclose the
Contract, or any provision thereof, or any specification, plan, drawing, pattern,
sample or information furnished by or on behalf of the Bank in connection
therewith, to any person other than a person employed by the Supplier in the
performance of the Contract. Disclosure to any such employed person shall be
made in confidence and shall extend only as far as may be necessary for
purposes of such performance.

11.2.2. The Supplier will treat as confidential all data and information about the Bank,
obtained in the execution of his responsibilities, in strict confidence and will not
reveal such information to any other party without the prior written approval of the
Bank.

11.3. Subcontracts

11.3.1. As per scope of the RFP, the subcontracting is explicitly prohibited. However, if
the Bidder later considers subcontracting for certain reasons, the, Bidder has to
obtain written permission from the Bank before contracting any work to
subcontractors. Bank at its own discretion may permit or deny the same. The
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bidder should then provide subcontracting details to the Bank and if required,
Bank may evaluate the same.

11.3.2. In case if subcontracting is later permitted at any time, the contracting vendor is
responsible for all the services provided to the Bank regardless of which entity is
conducting the operations. The contracting vendor is also responsible for
ensuring that the sub-contractor comply with all security requirements of the
contract and Bank can obtain independent audit report for the same.

11.4. Acceptance

11.4.1. The acceptance / performance test will be performed after completion of
installation and commissioning of all the services at respective location. Complete
hardware and Software as specified in the tender must have been supplied &
installed properly by the Bidder prior to acceptance of the same.

11.4.2. The acceptance test will be conducted by the Bank, their consultant or other such
person nominated by the Bank at its option. The Bidder will be responsible for
setting up and running the acceptance test without any extra cost to the Bank.

11.4.3. The Installation will be deemed as incomplete if any component of the hardware /
software / links are not delivered or are delivered but not installed and / or not
operational or not acceptable to the Bank after acceptance testing/ examination.
In such an event, the supply and installation will be termed as incomplete and
system(s) will not be accepted and the warranty period will not commence. The
installation will be accepted only after complete commissioning of hardware.

11.4.4. In the event of hardware /software / links failing to pass the acceptance test, a
period not exceeding one week will be given to rectify the defects and clear the
acceptance test, failing which the Bank reserves the right to get the
corresponding component replaced by the Bidder at no extra cost to the Bank or
to cancel the order and recall all the payments made to the bidder by the bank
along with interest.

11.4.5. Successful conduct and conclusion of the acceptance tests for the installed
components shall also be the sole responsibility and at the cost of the Bidder.
During acceptance testing the bidder has to demonstrate all the features of the
respective hardware items.

11.4.6. The Bank 's right to inspect, test and, where necessary, reject the Goods after the
Goods’ arrival at destination shall in no way be limited or waived by reason of the
Goods having previously been inspected, tested and passed by the Bank or its
representative prior to the shipment of the goods.

11.4.7. Acceptance test criteria for all the hardware items and services is given below:

S.N Details
Physical Delivery

1 IThe bidder has to deliver and install the hardware/software/links mentioned
in the PO at respective locations.
Configuration/ Installation and Commissioning
(i) The bidder shall install, configure, commission the links and SD-WAN
5 services at respective locations as per the SowW mentioned in RfP.

(ii) On completion of task, the bidder should submit Installation certificate
duly signed by SIDBI officer and bidder engineer.
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S.N Details
Acceptance Certificate.

(i) After successful working of the solution for a period of ONE (1) week|
from the date of signing the installation certificate, Bank will carry out
acceptance testing.

3 (i) During acceptance testing bidder to demonstrate and submit report on
various parameters pertaining to SLA such as BW, latency, packet loss
, auto failover, SD-WAN features etc. and submit details for updation of|
inventory

(iif) The acceptance would location wise for the solution (i.e. both link and
SD-WAN service together).

11.5. Governing language

11.5.1. The Contract shall be written in English. All correspondence and other documents
pertaining to the Contract, which are exchanged by the parties, shall be written in
English.

11.5.2. The technical documentation involving detailed instruction for operation and
maintenance, users'

11.5.3. Manual etc. is to be delivered with every unit of the equipment supplied. The
language of the documentation should be English.

11.6. Applicable laws

The Contract shall be interpreted in accordance with the laws prevalent in India.

11.7. Compliance with all applicable laws

The Bidder shall undertake to observe, adhere to, abide by, comply with and notify the Bank
about all laws in force or as are or as made applicable in future, pertaining to or applicable to
them, their business, their employees or their obligations towards them and all purposes of
this Tender and shall indemnify, keep indemnified, hold harmless, defend and protect the
Bank and its employees/ officers/ staff/ personnel/ representatives/ agents from any failure
or omission on its part to do so and against all claims or demands of liability and all
consequences that may occur or arise for any default or failure on its part to conform or
comply with the above and all other statutory obligations arising therefrom.

11.8. Compliance in obtaining approvals/ permissions/ licenses

The Bidder shall promptly and timely obtain all such consents, permissions, approvals,
licenses, etc., as may be necessary or required for any of the purposes of this project or for
the conduct of their own business under any applicable Law, Government
Regulation/Guidelines and shall keep the same valid and in force during the term of the
project, and in the event of any failure or omission to do so, shall indemnify, keep
indemnified, hold harmless, defend, protect and fully compensate the Bank and its
employees/ officers/ staff/ personnel/ representatives/agents from and against all claims or
demands of liability and all consequences that may occur or arise for any default or failure
on its part to conform or comply with the above and all other statutory obligations arising
therefrom and the Bank will give notice of any such claim or demand of liability within
reasonable time to the bidder.

11.9. Performance security

11.9.1. The successful bidder(s) shall provide Performance Security in the form of an
unconditional Bank Guarantee (BG) from a scheduled commercial Bank for an
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amount equivalent to 10% of contract value (five year cost) and valid for period
of contract + three months (invocation /claim period) from the date of
acceptance of the services. The above guarantee shall be submitted by the
bidder within 21 days from the start date of the contract.

11.9.2. The Performance Security will be discharged by the Bank and returned to the
bidder within 90 days after claim period, following the date of completion of the
Service provider's performance and other obligation under the Contract.

11.9.3. In case of extension of the contract the bidder will be required to submit the
Performance Bank Guarantee equivalent to 10% of the new order value for the
total extension period with additional 3 months towards invocation period.

11.10. Forfeiture of performance security

The Bank shall be at liberty to set off/adjust the proceeds of the performance guarantee
towards the loss, if any, sustained due to the supplier’s failure to complete its obligations
under the contract. This is without prejudice to the Bank’s right to proceed against the
Supplier in the event of the security being not enough to fully cover the loss/damage.

11.11. Insurance

11.11.1. The Bidder is responsible for acquiring insurance for all components, equipment
and software. The goods supplied under the Contract shall be fully insured.

11.11.2. The insurance shall cover “All Risks” (fire, burglary, natural calamities such as
Earth quake, floods, power fluctuations etc.) till the end of contract period. If the
vendor fails to obtain insurance cover and any loss or damage occur, the vendor
will have to replace the items with new ones without any cost to the Bank.

11.11.3. Where the Supplier is required under the Contract to transport the Goods to a
specified place of destination within India, transport to such place of destination in
India, including insurance and storage, as shall be specified in the Contract, shall
be arranged by the Supplier

11.11.4. Should any loss or damage occur, the Bidder shall
a) Initiate and pursue claim till settlement, and

b) Promptly make arrangements for replacement of any damaged item/s
irrespective of settlement of claim by the underwriters.

11.12. Change / Modification in Delivery Locations

11.12.1. Bank reserves the right to change/modify locations for supply of the items. In the
event of any change/modification in the locations where the hardware items are
to be delivered, the bidder in such cases shall deliver, install and commission at
the modified locations at no extra cost to the Bank.

11.12.2. However, if the hardware items are already delivered, and if the modifications in
locations are made after delivery, the bidder shall carry out installation and
commissioning at the modified locations. The Bank in such cases shall bear the
shifting charges/arrange shifting and the bidder shall shift the material to the
alternate locations at mutually agreed price if bank request. The Warranty/AMC
should be applicable to the altered locations also. Refer to scope of work for
other details.

11.13. Right to Alter Quantities

The bank reserves the right to:

1. Alter the requirement (increase / decrease) specified in the RfP.
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2. Delete one or more items from scope of work specified in the RfP.

11.14. No Commitment to Accept Lowest or Any Offer

11.14.1. The Bank reserves the right to accept or reject any proposal, and to annul the
RFP process and reject all proposals at any time, without thereby incurring any
liability to the affected bidder or bidders or any obligation to inform the affected
bidder or bidders of the grounds for its action.

11.14.2. The Bank makes no commitments, express or implied, that this process will result
in a business transaction with anyone.

11.14.3. The Bank will not be obliged to meet and have discussions with any bidder and/
or to entertain any representations in this regard.

11.14.4. This RFP document does not constitute an offer by Bank. The bidder's response
to this RFP may result into selection of bidder(s) after completion of selection
process as detailed in this RFP document.

11.15. Taken / Brought over of Company

Subsequent to the order being placed with SIDBI, in the event of bidder or the concerned
OEM being taken/ brought over by another company, all the obligations and execution of
responsibilities under the agreement with SIDBI should be passed on for compliance by the
new company in the negotiation for their transfer.

11.16. No Employer — Employee Relationship

The selected bidder or any of its holding / subsidiary / joint-venture / affiliate / group / client
companies or any of their employees / officers / staff / personnel / representatives / agents
shall not, under any circumstances, be deemed to have any employer-employee relationship
with the Bank or any of its employees / officers / staff / representatives / personnel / agents.

11.17. Business Continuity

The bidder agrees for the following continuity arrangements to ensure the business
continuity of the Bank:

1. Inthe event of this agreement comes to end on account of termination or by the expiry of
the term/renewed term of the agreement or otherwise, the bidder shall render all
reasonable assistance and help to the Bank and to any new service provider engaged by
the Bank, for the smooth switch over and continuity of the services.

2. In the event of failure of the bidder to render the service, without prejudice to any other
right the Bank shall have as per this agreement, the bank at its sole discretion may make
alternate arrangements for getting the services from any other source. And if the bank
gives a prior notice to the service provider before availaing such service from any other
alternative source, the service provider shall be liable to reimburse the expenses, if any
incurred by the bank in availing such services from the alternative source.

11.18. Patent Rights

11.18.1. In the event of any claim asserted by a third party of infringement of copyright,
patent, trademark, industrial design rights, etc. arising from the use of the Goods
or any part thereof in India or abroad, the Supplier shall act expeditiously to
extinguish such claim. If the Supplier fails to comply and the Bank is required to
pay compensation to a third party resulting from such infringement, the Supplier
shall be responsible for the compensation including all expenses, court costs and
lawyer fees. The Bank will give notice to the Supplier of such claim, if it is made,
without delay.
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11.18.2. The Bank will give notice to the supplier of any such claim without delay, provide
reasonable assistance to the Supplier in disposing of the claim, and shall at no
time admit to any liability for or express any intent to settle the claim.

11.19. Corrupt and fraudulent practice

As per Central Vigilance Commission (CVC) directives, it is required that Bidders / Suppliers
/ Contractors observe the highest standard of ethics during the execution of this RfP and
subsequent contract(s). In this context, the bidders to note the following:

11.19.1. “Corrupt Practice” means the offering, giving, receiving or soliciting of anything
of value to influence the action of an official in the procurement process or in
contract execution.

11.19.2. “Fraudulent Practice” means a misrepresentation of facts in order to influence a
procurement process or the execution of contract to the detriment of the Bank
and includes collusive practice among bidders (prior to or after bid submission)
designed to establish bid prices at artificial non- competitive levels and to deprive
the Bank of the benefits of free and open competition.

11.19.3. “Coercive practice” means impairing or harming or threatening to impair or
harm, directly or indirectly, any person or property to influence anyperson’s
participation or action in the Bidding Process;

11.19.4. “Undesirable practice” means (i) establishing contact with any person
connected with or employed or engaged by the Bank with the objective of
canvassing, lobbying or in any manner influencing or attempting to influence the
Bidding Process; or (ii) having a Conflict of Interest; and

11.19.5. “Restrictive practice” means forming a cartel or arriving at any understanding
or arrangement among Bidders with the objective of restricting or manipulating a
full and fair competition in the Bidding Process

11.19.6. The Bank reserves the right to declare a bidder ineligible for a period of three
years to be awarded a contract, if at any time it determines that the bidder has
engaged in corrupt or fraudulent practices in competing for or in executing the
contract.

11.20. Waiver

No failure or delay on the part of either party relating to the exercise of any right power
privilege or remedy provided under this RFP or subsequent agreement with the other party
shall operate as a waiver of such right power privilege or remedy or as a waiver of any
preceding or succeeding breach by the other party nor shall any single or partial exercise of
any right power privilege or remedy preclude any other or further exercise of such or any
other right power privilege or remedy provided in this RFP all of which are several and
cumulative and are not exclusive of each other or of any other rights or remedies otherwise
available to either party at law or in equity.

11.21. Violation of terms

The Bank clarifies that the Bank shall be entitled to an injunction, restraining order, right for
recovery, specific performance or such other equitable relief as a court of competent
jurisdiction may deem necessary or appropriate to restrain the Bidder from committing any
violation or enforce the performance of the covenants, obligations and representations
contained in this RFP. These injunctive remedies are cumulative and are in addition to any
other rights and remedies the Bank may have at law or in equity, including without limitation
a right for recovery of any amounts and related costs and a right for damages.
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11.22. Non-Disclosure Agreement

11.22.1. During the contract period, the Personnel of service provider will have access to
confidential information of the Bank such as IP addresses, device configuration,
network architecture, etc. The service provider or its Personnel shall not disclose
at any point of time to any other person/third party the information so received
and use the same degree of care to maintain the confidentiality of the information
as if the information is their own. Also the service provider may use the
information only for serving the Bank’s interest and restrict disclosure of
information solely to those employees of service provider having a need to know
such information in order to accomplish the purpose stated above, advise each
such employee, before he or she receives access to information, of the obligation
of service provider under this agreement and require such employees to maintain
these obligations.

11.22.2. In case the selected vendor acts is extending similar services to multiple
customers, vendor shall take care to build strong safeguards so that there is no
co-mingling of information, documents, records and assets related to services
within the ambit of this RfP and subsequent purchase order.

11.22.3. The shortlisted bidder shall submit a non-disclosure agreement as per Annexure
-XIX on non-judicial stamp paper of appropriate value.

11.22.4. Violation of NDA will lead to legal action against the vendors for breach of trust,
forfeiture of PBG and blacklisting.

11.23. Confidentiality

11.23.1. The VENDOR acknowledges that all material and information which has and will
come into its possession or knowledge in connection with this agreement or the
performance thereof, whether consisting of confidential and proprietary data or
not, whose disclosure to or use by third parties may be damaging or cause loss to
Bank will all times be held by it in strictest confidence and it shall not make use
thereof other than for the performance of this agreement and to release it only to
employees requiring such information, and not to release or disclose it to any
other party. The VENDOR agrees to take appropriate action with respect to its
employees to ensure that the obligations of non-use and non-disclosure of
confidential information under this agreement are fully satisfied. In the event of
any loss to the Bank in divulging the information by the employees of the
VENDOR, the Bank shall be indemnified. The VENDOR agrees to maintain the
confidentiality of the Banks information after the termination of the agreement
also.

11.23.2. The VENDOR / Bank will treat as confidential all data and information about the
VENDOR /Bank / Contract, obtained in the execution of this tender including any
business, technical or financial information, in strict confidence and will not reveal
such information to any other party.

11.23.3. The selected bidder must undertake that they shall hold in trust any Information
received by them under the Contract/Service Level Agreement, and the strictest
of confidence shall be maintained in respect of such Information. The bidder has
also to agree:

11.23.4. To maintain and use the Information only for the purposes of the
Contract/Agreement and only as permitted by BANK;

11.23.5. To only make copies as specifically authorized by the prior written consent of
Bank and with the same confidential or proprietary notices as may be printed or
displayed on the original;
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11.23.6. To restrict access and disclosure of Information to such of their employees,
agents, strictly on a “need to know” basis, to maintain confidentiality of the
Information disclosed to them in accordance with this Clause, and

11.23.7. To treat all Information as Confidential Information.

11.23.8. Conflict of interest: The Vendor shall disclose to BANK in writing, all actual and
potential conflicts of interest that exist, arise or may arise (either for the Vendor or
the Bidders team) in the course of performing the Service(s) as soon as practical
after it becomes aware of that conflict.

11.23.9. The successful Bidder is required to execute a Non-Disclosure Agreement
(Annexure -XIX).

11.24. IPR Infringement

As part of this project, bidder / service provider will deliver different software, if the use of
any such software by / for SIDBI, infringes the intellectual property rights of any third person,
Service provider shall be primarily liable to indemnify SIDBI to the extent of direct damages
against all claims, demands, costs, charges, expenses, award, compensations etc. arising
out of the proceedings initiated by third party for such infringement, subject to the condition
that the claim relates to Software provided/used by Bidder/Service provider under this
project.

11.25. Limitation of liability

Save and except the liability under Section of ‘IPR Infringement’ and/or indemnity provision
(Clause 11.25 and / or clause 11.33), in no event shall either party be liable with respect to
its obligations for indirect, consequential, exemplary, punitive, special, or incidental
damages, including, but not limited to, loss of data / programs or lost profits, loss of goodwill,
work stoppage, computer failure, loss of work product or any and all other commercial
damages or losses whether directly or indirectly caused, even if such party has been
advised of the possibility of such damages. The aggregate liability of the Service Provider,
arising at any time under this Agreement shall not exceed the total contract value.

11.26. Privacy and Security Safeguards

11.26.1. SIDBI has the sole ownership of and the right to use, all data that may be in
possession of the Successful bidder/Service provider or its representative in the
course of performing the services under the agreement/contract that may be
entered into. All documents, report, information, data etc. collected and prepared
by bidder in connection with the scope of work submitted to SIDBI will be property
of the Bank. The bidder shall not be entitled either directly or indirectly to make
use of the documents, reports given by SIDBI for carrying out of any services with
any third parties. Successful Bidder shall not without the prior written consent of
SIDBI be entitled to publish studies or descriptive article with or without
illustrations or data in respect of or in connection with the performance of
services".

11.26.2. The bidder shall not publish or disclose in anyh manner, without the Banks prior
written consent, the details of any security safeguards designed, developed or
implemented by the bidder under this contract or existing at any Bank location.
The bidder shall develop preocedures and impleemntation plans to ensure that IT
resources leaving the control of the bank (removed for repair, replaced or
upgraded) are cleared of all Bank data and software. The bidder shall also
ensure that all subcontractors (if permitted in contract) who are involved in
providing such security safeguards or part of it shall not publish or disclose in any
manner, without the Banks prior written consent, the details of any security
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safeguards designed, developed or implemented by the bidder under this
contract or existing at any Bank location.

11.27. Rights to Visit

11.27.1. All records of the Bidder with respect to any matters covered by this Tender
document/ subsequent order shall be made available to SIDBI or its designees at
any time during normal business hours, as often as SIDBI deems necessary, to
audit, examine, and make excerpts or transcripts of all relevant data.

11.27.2. SIDBI, including its regulatory authorities like RBI etc., reserves the right to verify,
through their officials or such other persons as SIDBI may authorise, the progress
of the project at the development /customization site of the Bidder or where the
services are being rendered by the bidder.

11.27.3. The Bank and its authorized representatives, including regulator like Reserve
Bank of India (RBI) shall have the right to visit any of the Bidder's premises with
prior notice to ensure that data provided by the Bank is not misused. The Bidder
will have to cooperate with the authorized representative/s of the Bank and will
have to provide all information/ documents required by the Bank.

11.28. Audit

The vendor shall allow the Bank, its authorised personnel, its auditors (internal and external),
authorised personnel from RBI / other regulatory & statutory authorities, and grant
unrestricted right to inspect and audit its books and accounts, to provide copies of any audit
or review reports and findings made on the service provider, directly related to the services.
In case any of the services are further outsourced/assigned/ subcontracted to other vendors,
it will be the responsibility of the vendor to ensure that the authorities / officials as mentioned
above are allowed access to all the related places, for inspection and verification.

11.29. Grievances Redressal Mechanism

Bank has a grievances redressal mechanism for its customers and designated grievances
redressal officers. The bank would use the same mechanism to address the grievances, if
any, of the customers related to the services being rendered within the ambit of this RfP.

11.30. Compliance with Statutory and Regulatory Provisions

It shall be the sole responsibility of the vendor to comply with all statutory and regulatory
provisions while delivering the services mentioned in this RFP, during the course of the
contract.

11.31. Right of Publicity

Any publicity by the Bidder in which the name of SIDBI is to be used should be done only
with the explicit written permission of SIDBI.

11.32. Conflict of interest

The service provider shall disclose to the Bank in writing, all actual and potential conflicts of
interest that exists, arises or may arise in the course of performing the obligation(s) as soon
as it becomes aware of that conflict.

11.33. Indemnity

11.33.1. The Bidder/ successful bidder shall indemnify the Bank, and shall always keep
indemnified and hold the Bank, its employees, personnel, officers, directors,
harmless from and against any and all losses, liabilities, claims, actions, costs
and expenses (including attorneys' fees) relating to, resulting directly or indirectly
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from or in any way arising out of any claim, suit or proceeding brought against the
Bank as a result of:

1. Bank’s authorized / bona fide use of the Deliverables and /or the Services
provided by Bidder under this RfP document; and/or

2. An act or omission of the Bidder, employees, agents, sub contractors in the
performance of the obligations of the Bidder under this RfP document; and/or

3. Claims made by employees or subcontractors or subcontractors’ employees,
who are deployed by the Bidder, against the Bank; and/or

4. Breach of any of the term of this RfP document and/or of the agreement to be
entered subsequent this RfP or breach of any representation or false
representation or inaccurate statement or assurance or covenant or warranty
by the successful Bidder under this RfP document and/or of the agreement to
be entered subsequent this RfP; and/or

5. Any or all Deliverables or Services infringing any patent, trademarks,
copyrights or such other Intellectual Property Rights; and/or

6. Breach of confidentiality obligations of the Bidder contained in this RfP
document; and/or

7. Negligence, fraudulence activities or gross misconduct attributable to the
bidder or its employees or sub-contractors; and/or

8. The use of unlicensed and illegal Software and/or allied components by the
successful Bidder

11.33.2. The Bidder will have to at its own cost and expenses defend or settle any claim
against the Bank that the Deliverables and Services delivered or provided under
this RfP document infringe a patent, utility model, industrial design, copyright,
trade secret, mask work or trade mark in the country where the Deliverables and
Services are used, sold or received, provided the Bank:

1. Notifies the Bidder in writing; and
2. Cooperate with the bidder in the defense and settlement of the claims.

11.33.3. The Bidder shall not be liable for defects or non-conformance resulting from:

1. Software, hardware, interfacing not approved by Bidder; or

2. Unauthorized modification of Software or any individual product supplied
under this RfP document, or Bank’s failure to comply with any mutually
agreed environmental specifications.

3. Use of a Deliverable in an application or environment for which it was not
designed or not contemplated under this Agreement;

4. Modification of a deliverable by anyone other than the bidder where the
unmodified version of the deliverable would not be infringing.

5. Any loss of profits, revenue, contracts, or anticipated savings.

6. Any consequential or indirect loss or damage however caused, provided that
the claims against customers, users and service providers of the Bank would
be considered as a “direct” claim.

11.33.4. The bidder shall indemnify the Bank and be liable for any loss or damage
suffered by the Bank due to malfunctioning of the system as supplied and
installed by them. The total liability of the selected bidder shall not exceed the
total cost of the order value.

11.33.5. Indemnity would be limited to court; tribunal or arbitrator awarded damages and
shall exclude indirect, consequential and incidental damages. However indemnity
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would cover damages, loss or liabilities suffered by the Bank arising out of claims
made by its customers and/or regulatory authorities.

11.33.6. The selected bidder is required to furnish a separate Deed of Indemnity (Format
whereof to be supplied by the Bank) in Banks favor in this respect before or at the
time of execution of the Service Level Agreement.

11.34. Statutory & Regulatory Compliance

11.34.1. The bidder should ensure all statutory and regulatory compliance towards:

1. ESIC & EPFO - All bidders have to ensure that the resources deployed at
SIDBI sites are compliant as per the guidelines of ESIC & EPFO. Please note
that these are Government bodies, compliance to which is Mandatory.

2. Minimum Wages Act — The bidder also has to ensure that they are
compliant to the Minimum Wages Act for deployment of on-site resources.
The bidder should follow all payout norms as per the MWA in all the states.

11.34.2. Any other Act/Statutory and regulatory compliances as applicable.

11.34.3. The service provider shall at all times guarantee payment of wages not less than
that prescribed under the Minimum Wages Act or any notifications passed
thereunder and comply with the applicable labour laws in force and give an
undertaking to that effect. It shall be the responsibility of the agency to ensure all
labour law compliances with respect to the manpower deployed by it and shall
keep the Bank indemnified against all claims, if any, arising from such manpower
deployed by it or by any third parties or any authorities etc, arising out of the
contract awarded in respect of the present tender.

11.34.4. The service provider shall be solely responsible for the redressal of grievances if
any of its staff deployed in the Bank. The Bank shall, in no way, be responsible
for settlement of such issues whatsoever.

11.34.5. The Bank shall not be responsible for any financial loss or any injury to any of the
staff deployed by service provider in the course of their performing the
functions/duties, or for payment towards any compensation.

11.35. GST Law

The bidder has to submit an Undertaking as per Annexure —XII, mentioning its compliance
with all applicable GST Laws including GST Acts, Rules, Regulations, Procedures, Circulars
& Instructions thereunder applicable in India from time to time and to ensure that such
compliance is done.

11.36. Taxes and Duties

The bidder shall be entirely responsible for all applicable taxes, duties, levies, charges,
license fees, road permits, etc. in connection with delivery of products/services at site
including incidental services and commissioning. Providing clarifications / particulars /
documents etc. to the appropriate tax authorities for assessment of tax, compliance with
labour and other laws, etc. will be the responsibility of the vendor at his cost.

11.37. Tax deduction at Source

Wherever the laws and regulations require deduction of such taxes at the source of
payment, the Bank shall effect such deductions from the payment due to the Vendor. The
remittance of amounts so deducted and issuance of certificate for such deductions shall be
made by the Bank as per the laws and regulations in force. Nothing in the Contract shall
relieve the Vendor from his responsibility to pay any tax that may be levied in India on
income and profits made by the Vendor in respect of this contract”.
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11.38. Non-Assignment

Neither the subject matter of the contract nor any right arising out of the contract shall be
transferred, assigned or delegated to any third party by Vendor without prior written consent
of the Bank

11.39. Signing of contract

11.39.1. The selected bidder has to sign a contract with the Bank as per the terms and
conditions of the RFP on a non-judicial stamp-paper of appropriate value. This
initial contract will be called as the Master Service Agreement (MSA) which will
act as the comprehensive contract document between the Bank and the service
provider for all purpose/conditions related to the RFP. The MSA will be the
permanent reference & the contract document (with subsequent modifications, if
any). The modifications to the MSA during the period of contract will be mutually
agreed and will be accommodated in the form of addendum/schedules to the
MSA since procedural aspects, services etc. will be continuously evolving.

11.39.2. The agreement shall include all terms and conditions, specifications of RfP and
also the Bill of Material and price as agreed finally after Bid evaluation and
negotiation. The agreement shall be executed in English language in one original,
the Bank receiving the duly signed original and selected service provider
receiving the photocopy. The contract agreement shall be valid till all the
contractual obligations are fulfilled.

11.39.3. On behalf of the Bank, MSA will be signed by the Officials of IT Vertical at
Mumbai.

11.40. Force majeure

11.40.1. If the performance as specified in this order is prevented, restricted, delayed or
interfered by reason of Fire, explosion, cyclone, floods, War, revolution, acts of
public enemies, blockage or embargo, Any law, order, proclamation, ordinance,
demand or requirements of any Government or authority or representative of any
such Government including restrict trade practices or regulations, Strikes,
shutdowns or labour disputes which are not instigated for the purpose of avoiding
obligations herein, or Any other circumstances beyond the control of the party
affected, then notwithstanding anything here before contained, the party affected
shall be excused from its performance to the extent such performance relates to
prevention, restriction, delay or interference and provided the party so affected
uses its best efforts to remove such cause of non-performance and when
removed the party shall continue performance with utmost dispatch.

11.40.2. If a Force Majeure situation arises, the Bidder shall promptly notify the Bank in
writing of such condition, the cause thereof and the change that is necessitated
due to the conditions. Until and unless otherwise directed by the Bank in writing,
the Bidder shall continue to perform its obligations under the Contract as far s is
reasonably practical, and shall seek all reasonable alternative means for
performance not prevented by the Force Majeure event

11.41. Resolution of Disputes

11.41.1. It will be the Bank’s endeavor to resolve amicably any disputes or differences that
may arise between the Bank and the Bidder from misconstruing the meaning and
operation of the Tender and the breach that may result.

11.41.2. In case of Dispute or difference arising between the Bank and a Supplier relating
to any matter arising out of or connected with this agreement, such disputes or
difference shall be settled in accordance with the Arbitration and Conciliation Act,

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 69 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN f sidbi

1996. The Arbitrators shall be chosen by mutual discussion between the Bank
and the Supplier OR in case of disagreement each party may appoint an
arbitrator and such arbitrators may appoint an Umpire before entering on the
reference. The decision of the Umpire shall be final.

11.41.3. The Bidder shall continue work under the Contract during the arbitration
proceedings unless otherwise directed in writing by the Bank or unless the matter
is such that the work cannot possibly be continued until the decision of the
Arbitrator or the umpire, as the case may be, is obtained.

11.41.4. Arbitration proceedings shall be held at Mumbai, India, and the language of the
arbitration proceedings and that of all documents and communications between
the parties shall be English;

11.41.5. Notwithstanding anything contained above, in case of dispute, claim & legal
action arising out of the contract, the parties shall be subject to the jurisdiction of
courts at Mumbai, India only.

11.41.6. Any notice given by one party to the other pursuant to this Contract shall be sent
to the other party in writing or by fax and confirmed in writing to the other party’s
specified address. The same has to be acknowledged by the receiver in writing.

11.41.7. A notice shall be effective when delivered or on the notice’s effective date,
whichever is later.

11.41.8. For the purpose of all notices, the following shall be the current address:

The Deputy General Manager (Systems)
Small Industries Development Bank of India
MSME Development Center, 3rd Floor,
Information Technology Vertical [ITV],

Plot No.C-11, 'G' Block, Bandra Kurla Complex
Bandra (East), Mumbai 400 051

11.42. No third party rights

No provision of the RfP the agreement that may be entered into is intended to, or shall,
confer any rights on a third party beneficiary or other rights or remedies upon any person
other than the parties hereto; nor impose any obligations on the part of the parties to the
agreement towards any third parties.

11.43. Representations and Warranties

In order to induce SIDBI to enter into the Contract/Agreement, the Vendor/Bidder hereby
represents and warrants as of the date hereof, which representations and warranties shall
survive the term and termination hereof, the following:

That the Bidder is a company which has the requisite qualifications, skills, experience and
expertise in providing Information and Communication Technology (ICT) and other
Service(s) contemplated hereunder to third parties, the technical know-how and the financial
where with all, the power and the authority to enter into the Contract / Agreement and
provide the Service(s)/Systems sought by SIDBI.

That the Vendor/ Bidder is not involved in any major litigation, potential, threatened and
existing, that may have an impact of affecting or compromising the performance and delivery
of Service(s) /Systems under the Contract/Agreement/RfP.

That the representations made by the Vendor/ Bidder in its bid are and shall continue to
remain true and fulfil all the requirements as are necessary for executing the duties,
obligations and responsibilities as laid down in the proposed Contract/Agreement and the
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Bid Documents and unless SIDBI in writing specifies to the contrary, the Vendor/Bidder shall
be bound by all the terms of the bid.

That the Vendor/ Bidder has the professional skills, personnel and resources/authorizations
that are necessary for providing all such services as are necessary to perform its obligations
under the bid and the proposed Contract/Agreement.

That the Vendor/Bidder shall ensure that all assets including but not limited to software’s,
licenses, databases, documents, etc. developed, procured, deployed and created during the
term of the Bid/Contract/Agreement are duly maintained and suitably updated, upgraded,
replaced with regard to contemporary and statutory requirements.

That the Vendor/ Bidder shall use such assets of SIDBI may permit for the sole purpose of
execution of its obligations under the terms of the bid, Tender or the Contract/Agreement.
The Bidder shall however, have no claim to any right, title, lien or other interest in any such
property, and any possession of property for any duration whatsoever shall not create any
right in equity or otherwise, merely by fact of such use or possession during or after the term
hereof.

That the Vendor/Bidder shall procure all the necessary permissions and adequate approvals
and licenses for use of various software and any copyrighted process/product free from all
claims, titles, interests and liens thereon and shall keep SIDBI, its directors, officers,
employees, representatives, consultants and agents indemnified in relation thereto.

That all the representations and warranties as have been made by the Vendor/Bidder with
respect to its bid and Contract / Agreement, are true and correct, and shall continue to
remain true and correct through the term of the Contract.

That the execution of the Service(s) herein is and shall be in accordance and in compliance
with all applicable laws as amended from time to time and the regulatory framework
governing the same.

That there are — (a) no legal proceedings pending or threatened against Vendor/ Bidder or
its team which adversely affect/may affect performance under this Contract/Agreement; and
(b) no inquiries or investigations have been threatened, commenced or pending against the
Vendor/ Bidder or its team members by any statutory or regulatory or investigative agencies.

That the Bidder has the corporate power to execute, deliver and perform the terms and
provisions of the Bid/Contract/Agreement and has taken all necessary corporate action to
authorize the execution, delivery and performance by it of the bid/Contract/Agreement.

That all conditions precedent under the Bid/Contract/Agreement has been complied.

That neither the execution and delivery by the Vendor/Bidder of the Bid/Contract/Agreement
nor the Vendor's/ Bidder's compliance with or performance of the terms and provisions of the
Bid/Contract/Agreement

(i) will contravene any provision of any applicable law or any order, writ, injunction or
decree of any court or governmental authority binding on the Vendor/ Bidder

(ii) will conflict or be inconsistent with or result in any breach of any or the terms,
covenants, conditions or provisions of, or constitute a default under any agreement,
contract or instrument to which the Vendor/ Bidder is a party or by which it or any of
its property or assets is bound or to which it may be subject or

(i) will violate any provision of the Memorandum and Articles of Association of the
Vendor/ Bidder.

That the Vendor/ Bidder certifies that all registrations, recordings, filings and notarizations of
the Contract/Agreement and all payments of any tax or duty, including without limitation
stamp duty, registration charges or similar amounts which are required to be effected or
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made by the Vendor/Bidder which is necessary to ensure the legality, validity, enforceability
or admissibility in evidence of the Contract/Agreement have been made.

That the Vendor/ Bidder confirms that there has not and shall not occur any execution,
amendment or modification of any agreement/contract without the prior written consent of
SIDBI, which may directly or indirectly have a bearing on the Contract/Agreement or
Service(s).

*kkkkkkkkkkkkkkkkk
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12. Annexures

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 73 of 142




Request for Proposal for Implementation of SD-

@
WAN based MPLS VPN f sidbi

12.1. Annexure —I: Bid Forwarding Letter
(To be submitted on Bidder’s letter head)

Date:
The Deputy General Manager (Systems)
Small Industries Development Bank of India,
3rd Floor, MSME Development Centre,
Plot No. C-11, G Block
Bandra Kurla Complex (BKC), Bandra (E)
Mumbai - 400 051

Dear Sir,

Implementation of SD-WAN based MPLS VPN

We, the undersigned, offer to submit our bid in response and accordance with your tender
No. 400/2019/1344/BYQ/ITV dated June 12, 2018. Having examined the tender document
including all Annexures carefully, we are hereby submitting our proposal along with all the
requisite EMD and other documents as desired by the Bank.

We understand that:

1. We agree to abide by all the terms and conditions as mentioned herein the tender
document.

2. We undertake to provide Services for the solution supplied as per the above referred
RFP, during the period of contract.

3. The Bank is not bound to accept the lowest or any bid received and may reject all or
any bid without assigning any reason thereof.

4. If our Bid for this RFP/tender is accepted, we undertake to enter into and execute at
our cost, when called upon by the Bank to do so, a contract in the prescribed form.
Unless and until a formal contract is prepared and executed, this bid together with
your written acceptance thereof shall constitute a binding contract between us.

5. We agree that, the rates quoted by us would serve as a rate contract for future up-
gradations / down-gradations of services. The rates would also be applicable for
annexing of any new location/office.

6. If our bid is accepted, we are to be jointly and severally responsible for the due
performance of the contract.

We remain,

Yours sincerely,

Date Signature of Authorized Signatory
Place Name of the Authorized Signatory
Designation
Phone & E-mail:
Name of the Organization
Seal ...
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12.2. Annexure —lI: Minimum Eligibility Criteria

12.2.1. Details of Bidder

Description

Documents to be
Submitted

Bidders Response

S.
N
1

Name of the bidder
company

Year of establishment

Ownership of Company.

Registration number and
date of registration.

Copy of Registration
Certificate.

Registered Office
Address.

GST Number

Copy of GST
Registration certificate

PAN No.

Copy of PAN number.

Promoter / Director Details

Name

Designation
(Promoter / Director)

Mobile No.

Mail Id

Address of bidder Office at

Mumbai with contact numbers

Address

ol o

Land Line No.

(@]

Fax No.

o

Mail Id.

10

Address of bidder Office at

Chennai with contact numbers

Address

ol @

Land Line No.

(@]

Fax No.

Mail Id.

11

Contact Details of Bidders authorized Representative

(on whose behalf Power of Attorney issued)

Name

o| @

Designation

(@]

Mobile No.

Mail id
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12.2.2. Financials

Amount in Lakhs

S.N. Parameter — / Annual Turnover Cash Profit Networth
FY|
1 2014-15
2 2015-16
3 2016-17

Audited annual reports for FY2014-15, FY 2015-16 and FY2016-17 submitted
(if available). (Yes / No).

CA certificate for FY2014-15, FY 2015-16 and FY2016-17 submitted. (Yes / No).

12.2.3. Eligibility Criteria

S.N. Criteria Bidders Response Proof to be Submitted
1 | The bidder should be a Copy of registration
Company Registered under certificate to be
Company act and should be in submitted.
business for at least FIVE (5)
years as on March 31, 2017.

2 | The bidder should be a Attested copy of the
Telecom Service Provider and appropriate certificate /
should have a valid Indian license to be submitted.
Government License to
provide and operate MPLS-

VPN connectivity to customers

3 | The Bidder should have at a) Copies of the
least five years' experience in purchase order
supplying, installing, issued by the
commissioning and institutions OR
Tt 0) A cenfcte et
financial institution fr_om _the Bank/

' Financial
Institutions.

4 | The bidder must possess Copies of the certificate
following certification: to be provided along
¢) TL 9000 and Vr\qth silf—gttejta}tlon by
d) 1SO 27001 the authorized signatory

with company seal.

5| The Bidder should have a) Certification /
delivered MPLS VPN Undertaking on
connectivity at least to 500 company's letter
sites across India, out of which head with details of
at least 75 sites should be of customers to be
single customer during last submitted.

FIVE years from the date of b) The _details _of
' customer _should
include:
Name of the
company, Order No.
and date, No of
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S.N. Criteria Bidders Response Proof to be Submitted
locations, no of
links, Period of
contract, contact
details of customer
(Name, mailed and
phone no.)

6 | The Service Provider should a) Certification /
have at least 50,000 Undertaking on
Kilometers of underground company's letter
OFC laid across the country: head from the
(i) Ofits OWN OR bidder_signeq by the

authorized signatory
(i) Have the same on lease with company seal.
and the lease not expiring
during the period of b) Certification /
service sought for by the Undertaking on
bank. company's letter
head from the
bidder with details
duly signed by
authorized signatory
with Company seal
indicating
availability of lease
for the period of 6
years from the date
of RiP.

7 | The bidder should be able to Certification /
provide pre-defined Traffic Undertaking on
transport QoS Parameters company’'s letter head
which  provide throughput, from the bidder duly
latency, packet loss, jitter signed by authorized
commitments and application signatory with Company
traffic prioritization. seal.

8 | All the POPs from where the Certification /
MPLS bandwidth shall be Undertaking on
provided should have company's letter head
redundancy of equipments, from the bidder signed
links, power, backhaul by the authorized
connectivity etc. signatory with company

seal.

9 | The bidder should have dual Certification /
stack (IPv4 and IPv6) network Undertaking on letter
deployed. head from the bidder

with details duly signed
by authorized signatory
with Company seal.

10 | The bidder should have Certification /
deployed SD-WAN core Undertaking on letter
components in their head from the bidder
datacenter. with complete details of

the core SD-WAN
components deployed
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S.N. Criteria Bidders Response Proof to be Submitted
in their datacenter, duly
signed by authorized
signatory with Company
seal.

11 | The bidder should be able to Certification /
provide MANAGED SD-WAN Undertaking on letter
services for a period of 5 years head from the bidder
and extended thereof for duly signed by
further 1 year or part thereof. authorized signatory

with Company seal.

12 | The SD-WAN services Certification /
deployed by the bidder should Undertaking on letter
support dual stack (IPv4 and head from the bidder
IPv6) from day one. duly signed by

authorized signatory
with Company seal.

13 | The bidder must have back to Certification /
back support arrangement Undertaking on letter
with the SD-WAN OEM whose head of OEM with
plattorm is proposed for complete of details
providing services to the Bank. arrangement duly

signed by authorized
signatory with Company
seal.

14 | The bidder should have a Supporting the fact the
minimum  average annual bidder should furnish:
turnover of at least Rs.200 a) Annual Reports
Crore over the last three (3) -
years i.e. FY 2015, 2016 and Audited annual reports
2017. for FY2014-15, FY

15[ The bidder should have 2015-16 and FY2016-
positive Networth during last 17 and
two FYs (2015-16 and 2016- b) CA certificate
17). .

16 | The bidder should have cash (i) For FY2014-15, FY
profit (i.e., no cash loss) in 2 2015-16 and
years out of last 3 years (FY FY2016-17.

2015, 2016, 2017). (i) The certificate
should provide the
details of
Networth, cash
profit and turnover
for last  three
years.

17 | The bidder should have their a) Certification /
own Network Operating Undertaking on
Center (NOC) existence in company's letter
India for at least three years, head from the
with a centralized call logging bidder duly signed
facility to provide 24X7X365 by authorized
customer support. signatory with
The NOC should be managed Company seal.

&Y F. 400/2019/1344/BYO/ITV Dated June 12, 2018

Page 78 of 142




Request for Proposal for Implementation of SD-
WAN based MPLS VPN

/. sidbi

S.N. Criteria Bidders Response Proof to be Submitted
gﬁgﬁ; ‘Ieeee:zt 50 certified network b) The cgrtificate /
' undertaking should
also indicate the
location of the NOC,
address along with
PIN code.

c) Further, the bidder
needs to certify that,
they have at least
50 certified network
engineers working
in the NOC for 24X7
monitoring.

18 | Bidder should have The list of support
OWN/franchise service centers containing
support centers in all the Bank Office Address,
office locations for providing Telephone nos., contact
on-site support for SD-WAN person etc. shall be
and IP MPLS VPN submitted as per
connectivity. Annexure -XVIII.

19 | The bidder should have a Complete details of
clear Disaster Recovery and DR/BCP plan to be
Business Continuity Plan in submitted, duly signed
place for support services by authorized signatory

with Company seal.

20 | The bidder company should Self-declaration to this
not be owned or controlled by effect on company's
any Director, employee (or letter head signed by
relatives) of SIDBI. company's authorized

signatory with Company

seal.

21 | The bidder should not have Self-declaration to this
been black-listed by any effect on company's
Public Financial Institutions, letter head signed by
Public Sector Bank, RBI or company's authorized
IBA or any other Government signatory as per
agencies as on the last date of Annexure-VII.
tender submission.

| certify that the above mentioned information and the relevant annexure and

enclosures are true and correct

Date

Place

Signature of Authorized Signatory ...

Name of the Authorized Signatory ...

Designation ...

Name of the Organization ...

Seal ...
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1. Bidder response should be complete with all relevant documents attached.
2. Documentary proof, sealed and signed by authorized signhatory, must be submitted

3. Details of clients and relevant contact details are mandatory. Bidders may take
necessary approval of the clients in advance before submission of related
information. SIDBI will not make any separate request for submission of such
information.

Note

4, SIDBI will contact the bidder referenced customer for verifications of facts, the
bidder to ensure that the customer is intimated. Further in case SIDBI feels to visit
the site, the bidder to take necessary approvals for the same. SIDBI will not make
any separate request to the bidder’s customers.

5. Proposal of the bidders are liable to be rejected in case of incomplete information
or non-submission of documentary proof.
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12.3. Annexure -lllI: Technical Bid

12.3.1. TECHNICAL REQUIREMENTS

S.N.

Specification

Bidder Response

Deviations,
if any

SD -WAN

Transport Independent Overlay Network

Each edge device must dynamically establish
fully meshed encrypted overlay paths to every
other edge device, across multiple different
WAN services: L3VPN MPLS, Internet and
Cellular Data connectivity (3G/4G), LTE etc.

The solution must support dynamic optimal
direct site-to-site remote routing (spoke- to-
spoke model) and/or any-to-any

The overlay paths established amongst the
edge devices must support:

(i) Transport of unicast, multicast, and
broadcast traffic

(i) The ability to run routing protocols: OSPF
v2 and v3, BGP; for IPv4 and IPv6

The design shall be such that only the WAN IP
addresses of the edge devices at each branch
locations need to be known for establishing
the overlay network.

The locations must be able to access Office
365 over local Internet directly (local breakout)
without going through the centralized Internet
Gateway of Bank at DC and DR.

However, in case of failure of local Internet,
the failover should be configured to access
Office 365 over centralized Internet Gateway
at Banks DC and DR.

During the period of contract bank may add
additional local Internet links at the locations
and the bidder has to configure for backup to
existing local Internet link for Office 365. No
additional cost whatsoever would be paid.

Dynamic Load Sharing of Traffic Based on B

usiness and/or applicat

ion policies

Edge devices must be able to load balance
traffic across multiple WAN paths based on
load balancing algorithms efficiently using all
available WAN bandwidth.

Edge devices must be able to identify and
classify applications, including application
encrypted traffic. Identification and
classification of at least the following classes
of application types must be supported by the
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S.N. Specification Bidder Response Deviations,
if any
solution:
a) ERP
b) 0365 full suite
c) VolP
d) H.323 & SIP

e) Web based applications

f) Web traffic

g) Databases

h) Client server based

i) DMS

i) AV and O/w and client patching solutions
k) Security solutions etc

c. | The solution must be able to dynamically
control data packet forwarding decisions by
looking at application type, performance,
policies, and path status.

d. | The solution must be able to monitor the
network performance - jitter, packet loss,
bandwidth and delay and make decisions to
forward critical applications over the best
performing path based on the defined
application policy.

e. | The solution must respond to measured
performance changes (degradation) in
addition to link and node state changes
(up/down) and adjust application forwarding
accordingly.

f. | The solution must be able to prioritize real
time traffic over other traffic.

g. | The solution must have application awareness
with capability of deep packet inspection of
traffic in order to identify and monitor
applications’ performance to determine what
traffic is running across the network in order to
tune the network for business critical services,
resolve network problems and to help ensure
that critical applications are properly prioritized
across the network.

3 | Security and Encryption

a. | All remote site traffic must be encrypted when
transported over WAN transport links: MPLS,
LTE, Internet and 3G/4G network protecting
Data Confidentiality and Integrity.

b. | The encryption must be done as per IPsec
standards using AES with 128bit keys or
higher coupled with Internet Key Exchange
Version 2 (IKEv2) or higher.

c. | The use of encryption should not limit the
performance or availability of remote site
applications and should be transparent to end
users.

d. | The proposed SD-WAN solution should have
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S.N.

Specification

Bidder Response

Deviations,
if any

stateful security features (L3/L4 filtering, Zone-
Protection for network, DoS Protection) for
network isolation in the CPE along with SD-
WAN features.

The solution should have Next Generation
Firewall features (L7 Application level
filtering, URL-filtering, SSL
Inspection/decryption etc). All the features
should be able to be enabled on the same
CPE device without addition of any other
separate hardware.

The logs of devices should be able to be
integrated with C-SOC (setup by Bank) for co-
relation and analysis.

Centralized Management, Monitoring and Co

nfiguration of WAN.

The Centralized management solution
extended by the Service Provider must
provide a single, unified platform for network
service provisioning, monitoring and
assurance, change and compliance
management etc.

The centralized management solution must
have web-based GUI.

The solution must support zero-touch
provisioning/plug-n-play for new branches,
which entails on-site branch personnel having
to make physical (i.e., cabling) changes only
and administrators not having to make
configuration changes to bring new branches
online.

The solution must provide guided workflows
for deployment and management of SD-WAN
infrastructure.

The solution must support end-to-end real-
time flow visualization for the application paths
for identifying issues and taking corrective
actions.

All network-wide configurations shall be from
the centralized management appliance.

All application forwarding policies shall be
configured from the centralized management
appliance.

The centralized management solution shall
have NMS capabilities and must support
network wide device and network visibility for
all the devices in the scope of the solution.
The NMS should be configured to monitor all
the links terminated on the devices
irrespective of the type of link (MPLS,
broadband, LTE, Internet etc).

The solution must be able to collect and
aggregate traffic statistics for all WAN paths.
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S.N. Specification

Bidder Response

Deviations,
if any

Traffic statistics include path utilization,
application specific utilization and path
performance.

j- | The solution must support device health
monitoring for all the devices within the
solution scope.

k. | The solution must store historical traffic and
performance information for at least one year
to assist with trouble analysis, traffic
forecasting and SLA compliance

I. | The solution must support email based alarm
to notify the administrators when any
device/link fault or network performance
degradation happens

5 | Reports & Analytics

a. | Real & historical time series log event
reporting

Traffic usage/protocol anomaly detection

Ad-hoc and scheduled reports

Predefined and custom report templates

®o0|T

Report export formats: csv, pdf, xls, email
notification. Should also have provision to
integrate with SMS gateway.

f. | Traffic reports per site: availability, bandwidth
usage per access circuit, bandwidth usage per
application, latency, packet loss, QoS per
access circuit etc.

g. | Firewall reports: top rules, zones, source,
destination by IP/domain name/geo location,
ports, protocols, session duration, QOS,
DDoS, NAT events, pool utilization and Flood
detection

h. | Application reports: Top Applications
usages, Top URLs, Top Bandwidth
Consuming Applications, Top Sources, Top
Destinations, Site based Application usage
analysis report, Top sites, Top Sites over
time, Site  availability over time, Total
Availability etc.

6 User Interface

a. | The solution should provide detailed
dashboard & reports on network performance
parameters like utilization, packet loss, jitter,
latency, availability etc., and security of all the
transport media terminated (including media
proposed to be terminated during the period of
contract) on the CPE. The dashboard should
support at least 10 concurrent users of the
bank, including service provider engineers

b. | Dashboard views for SD-WAN, security, CPE
functionality etc.
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S.N. Specification

Bidder Response

Deviations,
if any

c. | Visualization using charts, real-time views,
maps, grids

d. | Drilldown support to analyze data instantly for
a given time range, detect trends and
anomalies

e. | HTTP/HTTPS Web-based interface

6 | Any other hardware / software required to
complete the solution / achieve functionality to
be provided by the bidder, without any
additional cost to the bank.

7 | During the contract period, Bank may add/
delete/ replace more number of applications,
security policies etc. Accordingly, the selected
service provider shall carry out necessary
configuration changes (if required) in their
network, as advised by the Bank from time to
time at no extra cost to the Bank

8 | SD WAN CPE

a. | All the hardware supplied should be appliance
based, RACK mountable and should be from
the same OEM and must be supplied with all
related accessories, power cables, mounting
kit etc.

b. | The bank would terminate multiple transport
media viz., MPLS VPN links (from multiple
service providers), Internet link (broadband,
4G etc), LTE etc on the CPE(s).

c. | All the software and licenses required to meet
the tender specifications must be provided
from day-one.

d. | SD-WAN subscription/license would be based
on the current bandwidth terminating on the
devices and not on the CPE capacity. As and
when Bank upgrades the bandwidth, the SD-
WAN subscriptions/license would also be
upgraded as per the contracted rate

e.| The CPE(s) should have inbuilt NEXT
GENERATION FIREWALL SECURITY
FEATURES from day ONE (1).

f. | In case of failover of any transport media or
CPE, the connectivity should be automatically
established with the alternate transport media
or CPE without any delay/latency. Resolution
of transport media and CPE should be as per
SLA.

g. | Bank should be able to aggregate / use
bandwidth from all the transport media
terminating on single CPE or multiple CPEs at
the location.

h. | Wherever Internet is terminated locally on the
CPE, the bidder to configure for local breakout
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S.N. Specification

Bidder Response

Deviations,
if any

to access Microsoft Office 365 or any other
cloud services which Bank would subscribe
during the period of contract.

i. | The local Internet link also needs to be
configured as backup to the MPLS link at the
location to access Bank's DC and DR in the
event of failure of MPLS link(s). The shifting
should be established automatically without
any delay/latency.

j- | The locations should also be configured to
access centralized Internet DC and DR for
browsing etc.

k. | All the hardware specifications and quantity to
be supplied are minimum tender requirement
only. If the bidder's proposed solution requires
additional/ higher specifications and/or higher
quantity and/or any additional software/
license/ hardware to complete the solution, the
bidder may include them in the proposed
solution and specify under “ANY OTHER
ITEMS”.

I.| The Bank may during the period of
contract:

(i) Upgrade the location(s) from single CPE to
dual CPE (Change Category of location)
for which separate order will be placed on
the contracted rate. The service provider
has to delivery, install, configure CPEs in
active/active, distribute the transport media

between the devices, integrate,
commission, monitor and carry out
management.

(i) Procure MPLS VPN links separately
and/or Internet links, from different service
provider(s) at any of the locations. The
bidder to coordinate with the link service
provider for installation, configuration and
integration of the link. Further, the bidder
has to carry out complete management of
the links.

(iif) Subscribe to any of the cloud services, the
scope includes configuration of the CPE
for local breakout to enable the location(s)
to access the subscribed services

m. | The service provider should ensure that all the
supplied hardware and software for the
solution must not be End of Support / End of
service and spares/upgrades should be
available. In case of any equipment goes End
of life from OEM, the service provider has to
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S.N. Specification

Bidder Response

Deviations,
if any

replace it without any extra cost to the Bank to
keep the solution working.

n. | It shall be the responsibility of the selected
service provider to provide replacement for
damaged equipment (or any of its
components) in order to minimize the time
required to make such sites operational within
the SLA, the selected bidder should keep
adequate number of spare equipment and
components at suitable places so that same
may be provided as per the timelines
mentioned in the RIP.

Bank will not provide any space at any of its
locations for storing the same.

0. | The CPE provided at the locations should be
new and service provider shall provide and
install software  Updates/Patches/Versions
during all the Stages for all software
components including operating systems (that
of Network Equipment’s), firmware,
management software, security software, or
any other software, which would be part of the
supplies.

p. | The ownership, maintenance and upkeep of
CPEs and links (supplied by service provider)
is the service provider responsibility. Bank will
not be responsible for any damage to the
service provider equipment due to voltage
fluctuations, surge, earthing issues etc. The
service provider has to arrange for
necessary insurance for all the equipment
installed at Bank’s premises.

B. | MPLS VPN CONNECTIVITY

1 Data Center and DR Site

a. | The last mile to be provided at DC and DR
should be on FIBER with redundancy. The
primary and backup should be extended from
two different PoPs and the backup link should
be from different service provider

b. | The primary and backup should be in
active/passive mode and switching in case of
failure of any link should be automatic (without
manual intervention).

2 Other Locations

a. | The last mile to be provided at following ROs
and HO should be on WIRED media.

(i) Ahmadabad

(i) Chandigarh

(i) Jaipur

(iv) New Delhi (Videocon Tower)

(v) Lucknow

(vi) Mumbai (MSME Development Center)
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S.N.

Specification

Bidder Response

Deviations,
if any

(vii) Hyderabad
(viii)Pune and
(ix) Chennai

In case last mile is on wireless:

(i) The maximum height of pole should not be
MORE THAN 6M above the roof top,
which will be at the bidder’s cost.

(i) The frequency should be restricted /
licensed frequency band / secured to
prevent intrusion / data loss / spoofing /
sniffing and protection against interference
from other wireless devices. The bidder
has to ensure that no other Radio
equipment causes interference and should
not be able to trap the wireless signals
used for Banks network.

(iif) The bidder should ensure that each
location is within a radius of 5 kilometers
from any of their BTS/Repeater Towers
and should have clear line of sight.

Bidder should ensure all required wireless
certificates or licenses from competent and
government authority should be available
before deploying such solutions in project. Any
issues related to wireless licenses to be taken
care by the bidder. External antennas should
have proper lightening conductors. All
clearances including  WPC clearance,
wherever required, in respect to the
pole/antenna from any
Government/Local/Statutory bodies etc. like
Municipal Corporations, Airport authorities etc
are the responsibility of the bidder.

In case of last mile on fiber / copper, no aerial
pulling of cable is permissible from bidders
PoP to the location of the Bank. Only
terrestrial digged fiber is to be laid end-to-end.

The last mile at all locations should be
scalable to support higher bandwidth during
the period of contract.

The hand-off at all locations should be on
Ethernet which should be compatible to be
terminated directy on SD-WAN CPE
equipment.

Selected bidder should provide connectivity
with minimum number of “hop” for all links.

The service provider should run industry
standard QoS/CoS and Traffic Engineering
services in the MPLS backbone and the
service provider should configure QoS/CoS as
per Bank's requirement in their network. The
connectivity should be capable of providing
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S.N.

Specification

Bidder Response

Deviations,
if any

end to end Quality of Service (QoS) for critical
applications, video conferencing, VolP and
other non critical applications. The details of
applications will be provided to shortlisted
vendor.

All the POPs from where the MPLS bandwidth
is provided to Bank should have redundancy
of equipments, links, power, backhaul
connectivity etc.

The link of bidder should be fully isolated from
Internet traffic even if running on the same
core/backbone. It is desired that same PE
Router does not run both customer MPLS
VPN traffic and Internet traffic. The MPLS-
VPN network offered to the Bank should not
carry any internet routes. The bidder has to
provide network topology showing how
internet traffic is segregated from proposed
MPLS cloud.

10

Any deviation with respect to feasibility report
submitted such as wired to wireless; increase
in pole height, declared as non-feasible, etc.,
during implementation of the project will not be
accepted. The selected bidder shall be
penalized for the deviation.

11

The service provider should ensure that major
security features against attacks as mentioned
below are implemented in their network:

a) Protection against all kinds of attacks
including DOS attacks, SYN attacks,
smurf attacks etc.

b) Protection against all kinds of spoofing like
VPN spoofing/IP spoofing etc.

12

The solution should provide end to end
transparent data reachability, voice, video etc.
(no filter of traffic from SP).

13

Bidder must ensure that it will use products
that are intrinsically safe and are approved for
use in these locations. It must adhere to
Government of India safety regulation and
should use earthing for all its masts.

14

In order to deliver more links on wire media,
the bidder can avail third party network
infrastructure at last mile network. However,
the ownership, SLA maintenance, data
security & confidentiality of the network links
have to be ensured by the bidder. The total
responsibility of Liaising, commissioning,
maintaining the link including all the
commercials involved should be taken care by
the bidder.

15

The MPLS VPN should support any to any
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Bidder Response

Deviations,
if any

connectivity and should be a closed user
group for Bank and should not have any
physical and logical interference with other
customers of the Internet route/traffic.

16 | A separate IPSEC VPN is to be created only
for Bank network and in no way the VPN
should be shared with other customers
sharing the MPLS backbone. Bank MPLS
Network must be accessible to Bank nodes
only. Further, there should not be any
dependency on the service provider if Bank
decides to implement other VPN variants like
GETVPN, DMVPN or any other such
technology.

17 | The proposed bandwidth for SIDBI must be
dedicated (1: 1) at each site and on dedicated
ports. The MPLS VPN links should be
available in full duplex mode (for e.g. - On a
512 Kbps circuit, 512 Kbps sending and 512
Kbps receiving should be  possible
simultaneously), which must be demonstrated
to SIDBI as part of acceptance.

18 | The selected bidder shall provide committed
bandwidth at each location and make it
available continuously. Bidder should ensure
that committed bandwidth subscribed by Bank
is always available for use. Bank may test the
load on the links on time to time. In case of
bandwidth subscribed by the branch is not
available at any time, the duration of non-
availability of committed bandwidth will be
treated as downtime of the link. LD on
downtime will be enforced accordingly.

19 | Bidders network should support access control
list (ACL) Support, SNMP & v2 support
Network Time Protocol Version 4 (NTPv4),
Syslog, Ping, Trivial File Transfer Protocol
(TFTP), Secure Shell version 2 (SSHv2) and
Internet Protocol version 6 (IPv6) support.

20 | Bidder has to replace/repair faulty/damaged
equipment at the bidders own cost,
irrespective of the reason of fault/damage
within the SLA time limit, during the contract
period. However, the “force majeure” clauses
will apply. In any case, the bidder will have to
arrange for replacement of the faulty/defective
equipment at the earliest. External antennas
should have proper lightning conductors,
wherever necessary

21 | The bidders are expected to do a site survey
for feasibility and for positioning of the
terminating equipment. They should clearly
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inform about the equipment that will be
deployed with its physical, electrical and any
other related information.

22 | Bidder should do all internal cabling till CPE
for successful commissioning of the required
MPLS link without any additional cost to the
Bank. Bidder should provide all required
cables for connecting to the CPE at no extra
cost to the Bank.

23 | The network equipment shall support Packet
Filtering, TCP spoofing, IPv4 & IPv6 both,
QoS on both inbound and outbound traffic and
other industry standard protocol.

24 | The MTU (maximum transmission unit) size
should be 1500 bytes.

25 | Any other equipment which are not mentioned
in this RfP but are required for making the link
operational on the network via wired/wireless
shall be provided and maintained (all
throughout the service period) by the selected
bidder at no extra cost to the Bank and shall
remain their property.

26 | All the equipments supplied by the Service
Provider to provide connectivity should comply
with the policies laid down by the Government
of India, Department of Telecommunications
and should not have any spyware or malware
built into it and capable of tracking voice/video
and data traffic from a location outside the
country.

27 | The Bidder will be solely responsible for all
liaisoning, regulatory and follow up jobs with
the external agencies e.g. DoT, WPC etc, for
submitting applications/papers seeking all
necessary approvals to meet project
requirements/submission of payments etc.,
during project planning, execution, and tenure
of contract.

28 |In case of termination of contract for single
location or all the locations, the bidder should
dismantle and remove all the hardware
deployed at the location, including outdoor
unit, antenna, CPE etc., at no additional cost
to the Bank.

C. Resource

1 | The service provider should deploy on-site L2
resource for management, configuration,
troubleshooting, SLA monitoring/management,
call management etc of SD-WAN devices and
all transport media(s) (MPLS, Internet links
etc) of all the service providers terminating (or
proposed to be terminated) on the CPEs
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during the entire period of the contract. This
includes additional CPEs / links procured
either from the bidder and/or alternate service
provider during the entire period of the
contract.

2 | The on-site engineer should carry out
configuration / policy / AppQoS policy / tuning
as per Banks operational requirements.

3 | The on-site engineer should create user
defined application profiles, change encryption
method etc as and when required by the Bank.

4 | The on-site engineers would be required to
ensure that logs are pushed to C-SOC for
monitoring/analysis. Further, the engineer
should coordinate and close all the incidents
raised by C-SOC team pertaining to SD-WAN
and connectivity.

5 SIDBI is subject to various IS audits, the on-
site engineers should ensure the closure of
observations pertaining to SD-WAN &
connectivity. In case of connectivtiy from other
service providers, coordinate with them for
closure.

6 | The on-site engineer should coordinate with all
the MPLS service providers and local SIDBI
officials / FMSupport during shifting /
termination of office premises,
troubleshoorting etc.

7 Contact  branches/offices/end users to
understand the problem while identifying fault.

8 | Responsible for all technical issues
concerning the network. Point of contact for all
technical queries and fault resolution.

9 | Shall have the primary responsibility for
ensuring a smooth network functioning without
congestion, downtime etc.

10 | Escalation and coordination with L3 and above
engineers at the bidders NOC for resolving
issues pertaining to SD-WAN and MPLS.
Coordination with alternative service provider
NOC for resolving issues pertaining to
connectivity.

11 | Inventory Management

(i) The on-site engineers should maintain
complete inventory of SD-WAN CPE,
MPLS links, IP address schema, contact
details, escalation matrix etc, of all the
locations. Further, they are required to
maintain low level and high level network
diagram. The list has to be updated as and
when changes happen and reviwed
periodically (at least once half yearly).
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(i) The detailed inventory should be submitted
to Bank and it should be updated/
reviewed, as and when any changes
happen to the network or periodically at
least once in half year.

12 | Monitoring of links (including third party and
Internet links procured locally) at all the
locations/offices. Call logging, followup and
esalation for restoration of failed links with
respective service providers.

13 | SLA management of links from all service
providers.

14 | First level troubleshooting LAN & WAN
connectivity issues at the locations.

15 | In the event of failure of Internet link, the
engineer has to intimate the designated
Official in the branch. The follow-up with
Internet service provider would be undertaken
by the branch officials

16 | L3 and above support for SD-WAN and MPLS
VPN should be extended from service
providers Datacenter / NOC.

17 | Onsite L2 engineer to coordinate with L3 and
above resources for resolving issues
pertaining to SD-WAN and MPLS.

18 | Any technical assisance required by other
service provider(s) for MPLS / Internet links
etc has to be extended by the engineers.

19 | Coordinate with field engineers at the
locations during PM of CPE and links.

20 | The engineers deployed has to submit daily,
weekly, monthly reports covering all the
combinations as specified in Reports and
analytic section of SD-WAN technical
specifications and also on the
uptime/downtime of all the links terminating on
the CPEs at all the locations.

21 | During DR operations the engineers should
ensure that all the locations/offices of the Bank
access the DR site for carrying out operations.
Any coordination required with other service
providers (MPLS, Internet etc) has to be
carried out by bidder's on-site engineers.

22 | In case of disaster at bank’s data centre and if
required by the Bank, the service provider will
move /provide L2 staff member(s) at alternate
site to manage the operations on temporary
basis till the data centre at Mumbai is made
operational.

23 | However, SIDBI will bear expenditure on
actual towards to & fro journey of the key staff
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members of the service provider for the said
purpose and also make stay arrangement at
bank’s guest house or similar other location for
them.

24 | Bank may due to business requirement
require shifting of the engineers from one
location to other, which would be within or
outside the current location. The service
provider has to arrange to provide / shift the
resources at new locations as per ontime
contracted rate.

25 | The bidder should deploy L1 and L2 resource
at SIDBI, Mumbai Office.

26 | The bidder should be able to deploy resource
as per skill set/qualification/experience
mentioned in clause 5.11 of RfP.

27 | The bidder should train the resource for a
period of one month on complete SD WAN
operations, management and technlogy before
deploying them on-site.

28 | A resource shall be considered absent if
allowed leave of absence has already been
availed for the month and no standby resource
has been arranged by the service provider.

29 | In addition to the service window indicated,
depending on the bank’s requirements the
services may be occasionally required on
bank holidays /Sundays/ Gazetted Holidays
and beyond the specified service window.
Provision must be built by the bidder to
provide these occasional services without any
additional cost.

30 | Bank will like to have prior discussion with the
staff members, being posted for the job by the
service provider, to find out their suitability for
the job and decide to accept his/her services.

31 | Necessary stand-by arrangement has to be
made during absence of any regular staff on
account of leave or any other reason.
Whenever required, standby resources with
similar profile should be arranged from
separate pool i.e. the standby resource should
not be taken from the pool of resources
already deployed at SIDBI. The standby
resouce offered by the bidder should have
familiarity about the architecture deployed in

the Bank.
32 | Frequent change of staff will not be
acceptable. In case of unavoidable

circumstances, change of staff must be done
in consultation of SIDBI.

33 | Service provider and all the deployed staff
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members will be required to sign the
declaration form as per bank's IT security
policy or any other similar guideline.

34 | Staff members deployed by service provider
will be subjected to the disciplines, office
decorum, etiquettes as applicable to any other
staff member of the bank.

35 | Deployed staff members have to make their

own arrangement of:

1. Transportation (including in case of night
shift or late sitting in the office).

2. Lunch/snacks/breakfast etc.

36 | The bidder shall submit complete details of
Personnel to be deployed at SIDBI. The bidder
shall carryout due-diligence, background
verification and submit referral check
including Police verification for all their
personnel deployed at SIDBI. SIDBI reserves
the right to accept/reject the proposed
personnel.

37 |In case of services of an existing staff are
withdrawn / terminated by the service provider,
at least one month notice has to be given by
the bidder to the bank.

38 | The new resource should be deployed at least
15 days prior to reliving of the existing
resource to enable him/her to take-over /hand
over of the desk.

39 | Any short fall in notice period will be treated as
absence by the respective staff member

D SITE PREPARATION AND INSTALLATION

1 | The service provider to perform site inspection
to verify the appropriateness of the sites
before installation / commissioning of the
network. Site preparation includes checking
the availability of rack space, UPS power,
earthing etc and submit detailed report.

2 |In case RF connectivity is proposed and
accepted by the Bank, the service provider
should provide detailed diagram along with
weight, pole size, any civil work to be carried
out etc. The service provider to depute
engineer to the site to explain all the
details to the landlord to seek permissions,
if required.

3 | All cabling should be neat and structured with
PVC conduit / casing / flexi-pipe with proper
clamping. It is the responsibility of the service
provider to lay the cable till the location of the
CPE in the premises and maintain

4 | The service provider to note that currently all
locations/offices are connected over MPLS
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VPN, hence the same cannot be disturbed till
the new SD-WAN is implemented and
commissioned. Once new SD-WAN setup is
ready and service provider links are
commissioned and locations are made live,
the SD-WAN service provider engineer to
assist Bank staff / Facility Manager in removal
of old hardware from the rack and mount the
new hardware (CPES).

5 | During installation, if any damage is done to
the Bank / 3rd party property during execution
of work or subsequently, the bidder has to
replace/make good the damaged property at
its own cost and pay compensation, if any.

6 | The service provider shall arrange required
Right of way permission from Local
Corporation / Municipalities / authorized
agency for road cutting, digging and laying of
fiber / copper. Bank would not pay any cost
towards the same.

7 | The service provider should take all care not
to hamper the working of the locations/offices.
The service provider shall take prior
permission of the officials of the location/office
before starting any work. The selected service
provider shall ensure that all employees
scheduled to work on Bank's premises are
supplied with identity cards or carry
authorization letter duly signed by SIDBI
officials. The service provider shall abide by
the security procedures laid down by the
Bank.

8 | The service provider, without any additional
cost to the Bank, adequate protection for the
pole/antenna like monkey protection cage /
snow shield / others wherever necessary, to
prevent disturbances to the alignment causing
communications failure.

9 “Site  Survey, ‘“Installation Certificate” and
“Acceptance report for successful
commissioning” must be maintained by the
selected bidder for future references. The
formats would be finalized in consultation with
the Bank. This shall be one time activity.

E UPGRADATION AND DOWNGRADATION

1 | During the period of contract, Bank may
upgrade / downgrade:

a) Category of location (Single CPE to Dual
CPE or vice versa or increase / decrease
SD-WAN license/ subscription.

b) Bandwidth of any location from the initial
contracted value to higher/lower value.
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2 | The upgrade/ downgrade would be as per the
contracted rate, for which Bank would place
separate order. In such case, up-gradation
and down-gradation of location Category /
bandwidth should be effective as per schedule
given in “Special Terms and Conditions”.

3 | The up-gradation of bandwidth for DC and DR
implies for both the links i.e. primary and
backup.

4 | During the period of up-gradation / down-
gradation, the existing link uptime should be
ensured as per the contract

F ANNEXING OF NEW LOCTATIONS

1 | As and when new office is proposed to be
annexed by Bank, order would be placed with
the service provider as per the contracted rate
for providing the CPE and/or transport media /
link. The service provider is required to deliver,
install, terminate the transport media and
configure the device for reacheability to
DC/DR.

2 | Service provider is required to implement and
commission the link as per schedule given in
“Special Terms and Conditions.”

G Shifting of Premises

1 Locations other than DC and DR

a. | SD-WAN: - Order shall be placed as per
contracted rate, the service provider to shift
the CPE (on the last working day or on a
particular date as decided mostly on
weekends) to the new location. The service
provider has to depute engineer for de-
installing the CPE, shifting to the new location
installation, termination of transport media and
commission the devices and operationalize
the connectivity.

b. | MPLS Connectivity - The service provider
would be intimated to carry out site-survey at
the new location for feasibility. The service
provider has to submit feasibility report as per
schedule given in “Special Terms and
Conditions”. On receipt of feasibility report and
subject to availability of permission from
landlord, Bank shall place order with service
provider as per the contracted rate and Terms
and conditions for shifting of link.

c. | The service provider has to provision the link
and configure at the new location as per
schedule given in “Special Terms and
Conditions”.

d. | The service provider shall de-commission the
old link and remove all the equipment
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(including antenna installed on roof top) from
the premises on the day of shifting to new
premises. Non-removal of equipment /
antenna from old premises would attract LD.

e. | In case the existing service provider is not
feasible at the new location or any permission
issues (in case of RF), Bank will terminate the
contract for the link by issuing ONE month
notice. Further, bank may shift the location to
alternate service provider. In such cases, the
service provider has to configure the CPE for
access to controller / director / Analytic over
Internet.

2 | Shifting of DC and / or DR

a. | The service provider on receipt of notice/order
(as per contracted rate) for co-location has to
implement parallel connectivity (link) and test
the connectivity at the collocated datacenter
without disturbing the existing setup.

b. | The CPEs at the location should be shifted on
the last working day and to be configured and
made operational.

3 | The support for the links and CPE, PM etc
should be from new locations.

4 | The shifting should be carried out as per
schedule given in “Special Terms and
Conditions™.

No additional cost whatsoever would be paid
to the bidder, other than what is contracted
towards shifting charges

5 | The service provider has to carry out periodic
preventive maintenance including inspection,
testing, satisfactory execution of all
diagnostics, earthing testing, up-dation / up-
gradation of patches / firmware etc, in addition
to normal maintenance required.

H. PREVENTIVE MAINTENENCE

1 | The preventive maintenance at the locations
should be carried out at least once in half
year.

2 | The service provider has to prepare PM
schedule and intimate the Bank. The onsite
resource deployed by the bidder at the Bank
has to coordinate with the field engineers
during PM.

3 | On completion of PM, the service provider has
to submit the report

l. AUDIT OBSREVATIONS AND COMPLIANCE

1 | Bank is subjected to various audits [internal /
statutory / RBI /ISO etc.]. The selected service
provider must take same into consideration
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while delivering the desired services. Further
in the event of any observation by any of the
audits regarding security, access control to
CPE, hardening, access control etc., the same
will be intimated to the service provider. The
service provider engineer deployed on-site will
be required to undertake compliance of the
same in consultation with the Bank.

2 | It shall be the responsibility of the Bidder to
configure the solution as per the requirement
of the Bank / Industry best practices, fixing
security vulnerabilities, mitigation of various
audit points, VAPT points and taking prompt
action on the advisories shared by the Bank at
any point of time during the validity of the
contract period.

3 | In case of any additional information pertaining
to the security of the network or deployed
solution is required by the auditor, the bidder
would be intimated to provide the necessary
information. The bidder has to provide the
information  within  the  time period
communicated by the bank.

No additional cost whatsoever would be
paid by the Bank

J. PROJECT MONITORING COMMITTEE

1 | The service provider should deploy full time
project manager at the Bank office in Mumbai
within one week from the date of placing
order.

2 | The project manager should coordinate with
various teams for solution architecture design,
implementation and acceptance at all the
locations.

The design should include Low Level Diagram
and High Level Diagram.

3 | A Project Monitoring Committee (PMC) would
be formed with representatives of SIDBI and /
or outsourcing partner and project manager of
the selected Service Provider.

4 | The role and responsibility of the Committee
would be to discuss the progress, resolve all
the issues during designing / implementation /
Commissioning / Acceptance etc

5 | The minimum period of service of project
manager would be ONE YEAR

K. REVIEW MEETINGS

1 | During Implementation- The PMC would
meet on daily basis to review the progress of
project till acceptance of solution at all
locations is completed.

2 | Monthly Review
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(i) Monthly during first week of every month,
throughout the period of contract.

(i) Minutes to be submitted within 5 working
days

(iif) Discuss on the performance of the
solution, including technical manpower
performance.

3 | Annual Review

(i) The Bank will also carry out annual review
of the contract yearly to ascertain the
financial stability of the bidder,
performance of the solution, addition of
new customers etc.

(i) The bidder is required to submit the
audited balance sheet and CA certificate,
details of customers added during the year
etc.

4 | All review meetings will be held with SIDBI
team. Currently, team is located at BKC,
Mumbai. However, Bank may during the
period of contract may relocate SIDBI team to
any other location in India.

5 | No additional cost whatsoever would be paid
by Bank to the service provider for attending
the review meetings.

L. TRAININGS

1 | Immediately after placing order, the service
provider should provide training on the SD-
WAN technology (all components) to a batch
of six. The training should be for a period of at
least 3 days and full time and should cover the
technical and security aspects of SD-WAN
including core devices (controller, director,
analytics, NGFW etc).

2 | The service provider should also arrange to
provide certified OEM hands on training for a
batch of five. The training should be for a
period of at least 5 working days.

3 | The service provider to provide ANUALLY
refresh training on SD-WAN to batch of 5
offices from Bank throughout the period of
contract at no additional cost.

M. | ALTERNATIVE SERVICE PROVIDER

1 | At any point during the contract, the Bank may
engage alternative service provider (link) for
redundancy / Backup at existing locations.

2 | The Bank may also shift some of the locations
to the other service provider if it feels that
performance of existing service provider
network at any location is not satisfactory and
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sufficient time is provided to service provider
for rectification.

3 | The service provider to integrate the new links

in co-ordination with alternate service provider.
The selected bidder will be responsible for
resolving all the integration issues and ensure
the links are terminated and made operational,
in coordination with Bank officials and new
service provider.

4 | The monitoring, SLA management, incident
management etc of the alternate service
provider link(s) is under the scope of the
bidder.

N. DETAILS OF SD WAN SOLUTION

1 | Bidder to specify the complete details of SD-
WAN solution implemented at its datacenter
and proposed to the Bank.

2 | Bidder to provide complete details of BCP
implemented for SD-WAN at its datacenter.

12.3.2. SERVICE LEVEL AGREEMENT

S.N Parameter Specification Bidder Response
Working Days Six days a week (Monday

1

to Saturday)

2 | Month Calendar month
SLA Measurement | Monthly

3 .

Period

Working Hours

Category A and B 9am to 9pm (12 hours)
Category C 24X7

4 Total working hours will be calculated as under:

(c) Category ‘A’ and ‘B’ locations: total number of
days in respective month X 12

(d) Category ‘C’ locations: total number of days in
respective month X 24

Uptime Calculation

4 [(Total no of Working Hours in month — downtime
hours in month) / total humber of Working Hours in
month] X100
SD-WAN Service Availability / Uptime.

Category ‘A’ 99.9%

5 Category ‘B’ 99.5%
Category ‘C’ 99.9%
Controller / Director /| 99.9%
Analytics
MPLS VPN Availability / uptime.

6 | Category ‘A’ and ‘B’ 99.5%
Category ‘C’ 99.9%

7 Mean Time To Respond
Category ‘A’, ‘B’and‘C’ | 15 Min
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Specification

Bidder Response

Latency for switch over to alternate link / CPE in
case of failure of any link /CPE.

Category ‘A’, ‘B’ and ‘'C’

| <10ms

Link Level Latency (between two Site)

Category ‘A’, ‘B’ and ‘'C’

| <100ms

10

Jitter

Category ‘A’, ‘B’ and ‘'C’

<10ms measured for a
minimum of 1000 packets

11

Packet loss

Category ‘A’, ‘B’ and ‘C’

Average end to end packet
loss should not be more
than 1 in 1,000 with IMIX
packets measured for a
minimum of 1000 packets.

12

Helpdesk facility

o 24X7
e Phone, Mail, Portal

13

Monitoring

Proactive

14

Reporting

o All reports to monitor SLA parameters.

e Root Cause Analysis (RCA) for all performance
and availability problems that occur. Formal RCA to
be delivered within 7 days of the problem
occurrence, including:

v' Explaining the root cause of issue

v' Action taken to prevent re-occurrence, with
project plan and timing for each milestone of
the correction effort.

12.3.3.

Technical Parameters (for weightages)

[Refer Section for weightages]

S.N.

Parameter

Documents to be Submitted

Bidder Response

No of customers to
whom  Managed /
Captive SD-WAN
services are offered by
the bidder as on date.

(i) Certificate / undertaking
as per format given in
Annexure -XllII to be
submitted.

(i) Copies of PO or certificate
from the customer.

No of customers where
OEM has implemented
proposed SD-WAN
solution.

Certificate / undertaking on
letter head of OEM with
details of customers as per
Annexure - XIV, duly signed
by authorised signatory and
stamped to be submitted.

No of Years of
experience of OEM, on
the proposed SD-WAN
solution to the Bank.

Certificate / undertaking from
the OEM as per Annexure -
XV on their letter head duly
signed by the authorised
signatory.

No of Bank locations in

Annexure -XVII, duly filled to

T .
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which  the  service
provider can provide
MPLS VPN
connectivity on wired
media (Excluding DC
and DR).

be submitted.

Total No. of customers
to whom complete
managed MPLS VPN
services connecting at
least 50 sites are
provided during last
three years.

Details of customers as per
Annexure -XVIII along with
certified copies of PO /
customer letter to be
submitted.

12.3.4. Architecture

Complete proposed architecture for SD-WAN and Connectivity diagram to be
submitted by the bidder.

| certify that the above mentioned information and the relevant annexure and
enclosures are true and correct

Date

Place

Signature of Authorised Signatory ...
Name of the Authorised Signatory ...
Designation ...

Phone & E-mail:

Name of the Organisation ...

Seal ...
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12.4.

Annexure —IV: Commercial Bid

1. Table-1: Managed SD-WAN Services

Commercial bid

S.N. Description Qty. Unit Cost per Annum Total Cost Per Total Cost for
Cost GST Total Annum Five Years
A B C D=B +C E=DXA F=EX5
A. CPE Hardware
1 | CPE Hardware supporting 50Mbps 75
2 | CPE Hardware supporting 100Mbps 06
3 | CPE Hardware supporting 1Gbps 04
4 | Total Cost - A
B. | SD-WAN License (with NGFW features)
1|10 Mbps 76
2 | 20 Mbps 03
3 | 50 Mbps 02
4 | 250 Mbps for CPE in HA at DC and | 02
DR
5 | Total Cost - B
C. TOTAL SD WAN SERVICES COST (A + B)
2. Table -2: MPLS VPN Bandwidth
S.N. Description Qty. Unit Cost per Annum Total Cost Per Total Cost for
Cost GST Total Annum Five Years
A B C D=B +C E=DXA F=EX5
1| 2Mbps 44
2 | 3Mbps 14
3 | 4Mbps 05
4 | 6Mbps 05
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S.N. Description Qty. Unit Cost per Annum Total Cost Per Total Cost for
Cost GST Total Annum Five Years
A B C D=B + C E=DXA F=EX5
5 | 8Mbps 01
6 | 16Mbps 01
7 | 40Mbps 01
8 | 50Mbps 01
9 | 250Mbps (Backhaul) — DataCenter & | 02
DR Site. **
10 TOTAL MPLS VPN COST
Note:
(i) The above cost quoted in Table-2 for various bandwidths by the bidder would serve as rate contract valid throughout the period of
contract.
(i) ** Backhaul bandwidth implies for both primary and backup links at DC and DR i.e. active should be 250Mbps and backup also
250Mbps.

3. Table -3: Resource Cost

A. L1 and L2 Resource

S.N. Description Qty. Unit Cost per Annum Total Cost Per Total Cost for
Cost GST Total Annum Five Years
A B C D=B +C E=DXA F=EX5
1 | L1 Engineer 02
2 | L2 Engineer 02
3 TOTAL L1 AND L2 RESOURCE COST

3T . 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 105 of 142




Request for Proposal for Implementation of SD-
WAN based MPLS VPN

y 4

»
[ -

o/

_sidbi

B. Project Manager

S.N. Description Qty. Cost for SIX months
Cost GST Total
A B C D=B+ C

1 | Project Manager 01

4. Table -4: Optional Cost (valid throughout period of contract)

S.N. Description Qty. Unit Cost per Annum Total Cost Per Total Cost for
Cost GST Total Annum Five Years
A B C D=B + C E=DXA F=EX5
A. SD WAN license (with NGFW features
1 | 100Mbps 01
2 | 500Mbps for CPE in HA at DC /DR 01
3 | 1Gbps for CPE in HA at DC / DR 01
6 Total -A
B. MPLS VPN Bandwidth
1| 100Mbps 01
2 | 500Mbps for DC / DR —active / passive 01
links
3 | 1Gbps for DC / DR — active / passive 01
links
4 Total - B
C. OTHERS (one time)
1 | Shifting of location charges (per| 01
location) — intracity.
2 | Shifting of DC / DR charges 01
3 | Relocation of Resources to alternate 01
location (intracity) — per resource.
4 Total -C
D TOTAL OPTIONAL COST (Total-A + Total-B + Total-C)
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5. Table -5: Any Other Cost

$$

S.N. Description Qty. Unit Cost per Annum Total Cost | Total Cost for Five
Cost GST Total Per Annum Years
A B C D=B +C E=DXA F=EX5
1 01
2 01
3 01
4 TOTAL ANYOTHER COST
$$ Note:

(i) Bidder to give complete details in the description.

(i) The masked commercial bid submitted by the bidder as part of technical bid should contain the description details for any other cost
items.

6. Table-6: Summary of Cost

S.N.

Description

Cost for Five Years(Rs.)

Total Cost of Managed SD-WAN Services as per Table -1

Total Cost of MPLS VPN bandwidth as per Table -2

Total L1 and L2 resource cost as per Table-3(A)

Total PM resource cost as per Table-3(B)

Total Optional cost as per Table-4

Total any other items cost as per Table -5

N o g B W N P

TCO(SN1+2+3+4+5+6)

Date

Place

Signature of Authorised Signatory ...

Name of the Authorised Signatory ...

Designation .......
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NOTE

The prices must be entered strictly as per the tabular format illustrated below. No separate price structure should be detailed. No
separate format will be accepted.

2. Masked commercial bids must be submitted with technical bid. If bidder has quoted for Any Other Item, the details of same should
be clearly indicated in the masked commercial bid.

3. All the rates must be quoted in INR. The cost should be inclusive of all taxes.

4. TCO purpose total cost in Table-6 would be taken.

5. Conditional commercial bids would be rejected

6. The prices must be entered strictly as per the tabular format illustrated below. No separate price structure should be detailed. No

separate format will be accepted.

In case of requirement of an intermediate bandwidth of SD-WAN license/subscription, the formula specified in Section 10.2
of the RfP would be followed for arriving at the cost.

Project Manager charges would be paid 100% on completion of acceptance of all the locations. In case the project is extended
beyond six months no additional cost would be paid.
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12.5. Annexure —-V: Undertaking of Authenticity

[To be signed by authority not lowers than the Company Secretary of the Bidder]

Ref: Date:

To

The General Manager [Systems]

Small Industries Development Bank of India
MSME Development Center, 3" Floor
Information Services Department

Plot No.C-11, G Block

Bandra Kurla Complex

Bandra [East]

Mumbai 400 051

Dear Sir,

Sub: Undertaking of Authenticity for
RfP No. 400/2019/1344/BYO/ITV_dated June 12, 2018

With reference to the SD-WAN equipment quoted to you vide our quotation No.:
dated in response to your tender no.
400/2019/1344/BYO/ITV dated June 12, 2018, we hereby undertake that all the
components / parts / assembly / software used in firewall/other hardware items shall be
original/ new from respective OEMs of the products and that no refurbished / duplicate /
second hand components / parts / assembly / software are being used or shall be used.

We also undertake that in respect of licensed operating system if asked for by you in the
purchase order, the same shall be supplied along with the authorized license certificate and
also that it shall be sourced from the authorized source.

Should you require, we hereby undertake to produce the certificate from our OEM supplier in
support of above undertaking at the time of delivery/installation. It will be our responsibility to
produce such letters from our OEM suppliers at the time of delivery or within a reasonable
time.

In case of default and we are unable to comply with above at the time of delivery or during
installation for the IT hardware / software already billed, we agree to take back the same, if
already supplied and return the money if any paid to us by you in this regard.

We (Vendor name) also take full responsibility of both parts & service SLA as per the
content even if there is any defect by our authorized service centre / reseller / Sl etc.

Authorised Signatory
Name
Designation
Place
Date
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12.6. Annexure —VI. Power of Attorney

(To be executed on non-judicial stamp paper of requisite value based on place of execution)

BY THIS POWER OF ATTORNEY executed on , 2018, We

, @ Company incorporated under the Companies Act, 1956, having its

Registered Office at (hereinafter referred to as “the Company”)

doth hereby nominate, constitute and appoint <Name>, <Employee no.>, < Designation>
of the Company, as its duly constituted Attorney, in the name and on behalf of the Company
to do and execute any or all of the following acts, deeds, matters and things, namely :-
= Execute and submit on behalf of the Company a Proposal and other papers /
documents with ‘Small Industries Development Bank of India’ (“SIDBI”) relating to
‘Request for proposal No 400/2019/1344/BYO/ITV dated June 12, 2018 for
Implementation of SD-WAN based MPLS VPN and to attend meetings and hold

discussions on behalf of the Company with SIDBI in this regard.

THE COMPANY DOTH hereby agree to ratify and confirm all whatsoever the attorney
shall lawfully do or cause to be done under or by virtue of these presents including anything
done after revocation hereof but prior to actual or express notice thereof being received by

the person or persons for the time being dealing with the attorney hereunder.

IN WITNESS WHEREOF, has caused these presents to be

executed by on the day, month and year mentioned

hereinabove.

For and on behalf of the Board of Directors of

| Accept

(Signature)

(Name Title and Address of the Attorney)
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12.7. Annexure —VII: Non-Blacklisting

To

The General Manager [Systems]

Small Industries Development Bank of India
MSME Development Center, 3" Floor
Information Technology Vertical

Plot No.C-11, G Block

Bandra Kurla Complex

Bandra [East]

Mumbai 400 051

Dear Sir,

Non-Blacklisting

Place:

Date:

We (bidder name), hereby undertake that:

1. We are not blacklisted by Public Financial Institutions, Public Sector Bank, RBI or

IBA or any other Government agencies during the last three years.

2. We also undertake that, we are not involved in any legal case that may affect the

solvency / existence of our firm or in any other way that may affect capability to

provide / continue the services to bank.

Authorized Signatories

Name:

Designation:

Company Seal:

Yours faithfully,

&Y F. 400/2019/1344/BYO/ITV Dated June 12, 2018
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12.8. Annexure -VIll: Bank Mandate Form
(g 9fdat # gwga fa4ar @ /To be submitted in Duplicate)

1| 3emerdT /fashdr / smqfdad &1 17 Name of

Borrower / vendor / supplier:

2 | 3URHdT / fashar / 3qfd &d 1 91/ Address

of the Borrower / vendor / supplier:
IR/City $-Ael 3133 /E-mail id
fsTerIS Pin Code HAraTger H./Mobile:No.

HEET FHe & TY GITY H./Phone No. with STD code

3 | TR @rdr ¥&AT / Permanent Account Number

4 | TATHS YsiiaoT/HIT JATUTIS/ MSE Registration / CA Certificate
(afe ameg it applicable)

5. d& @ &1 RASOT/ Particulars of Bank account:

TR 1 AT Beneficiary Name
& & AT / Bank Name TG T =AT
Branch Name
TET &l T / Branch Place f:":gr e Branch
ity

OIS /PIN Code QITET %< Branch Code ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
THIMSANIR F/.MICR No.
QT T TTET / Account type E./ dlef/Current e 2 )

Saving Cash Credit
@rar ¥ /.Account No.
(St dFgF A FfFa #/as appearing in the Cheque
book)

Please attach a cancelled cheque of your bank for ensuring accuracy of the bank name, branch
name & code and Account Number

IFSC CODE | For RTGS transfer | | For NEFT transfer |

6. | hereby declare that the particulars given above are correct and complete. If any transaction is
delayed or not effected for reasons of incomplete or incorrect information, | shall not hold SIDBI / IDBI
Bank responsible. | also undertake to advise any change in the particulars of my account to facilitate
updation of records for purpose of credit of amount through RBI RTGS/NEFT.

TUT/Place

feATh/Date  : IIET/ITTOR d gEdTaRehdl o gEdTaR
Signature of the party / Authorized Signatory

YO TR ST § 7 0 T 10 faawor g 3ifere & 3rar e &1
Certified that particulars furnished above are correct as per our records.
de $r ggYBank's stamp
(% & Ifehd 3TTARIY & g&dTeT / Signature of the Authorized Official from the Banks)

f&ieh/Date :
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12.9. Annexure —IX: EMD/ Bid Security Form
(Sample Format - TO BE EXECUTED ON A NON-JUDICIAL STAMPED PAPER)

To: SMALL INDUSTRIES DEVELOPMENT BANK OF INDIA

WHEREAS ............... . (Name of Vendor) (hereinafter
called the ‘the Vendor”) has undertaken in pursuance of Request for Proposal (RFP) No.
400/2019/1344/BYO/ITV dated June 12, 2018 for implementation of SD-WAN based
MPLS VPN (Herein after called the ‘the RFP”) to you.

AND WHEREAS, it has been stipulated by you in the said RFP that the Vendor shall furnish
you with a Bank Guarantee from a commercial Bank for the sum specified therein, as
security for compliance with the Vendor's performance obligations in accordance with the
RFP.

AND WHEREAS we ---------------- Bank having its registered office at ----- and inter alia a
branch office situate at ------- have agreed to give a performance guarantee in lieu of EMD of
R (Rupees ------------------ only) on behalf of the Vendor.

We ----mmmmmmemeeee- Bank further undertake not to revoke and make ineffective the guarantee
during it's currency except with the previous consent of the buyer in writing.

We ------ Bank do hereby unconditionally and irrevocably undertake to pay to SIDBI without
any demur or protest, merely on demand from SIDBI, an amount not exceeding Rs. ----------
(--------- only).by reason of any breach of the terms of the RFP dated ---- by vendor. We
hereby agree that the decision of the SIDBI regarding breach of the terms of the RFP shall
be final, conclusive and binding

WE do hereby guarantee and undertake to pay forthwith on demand to SIDBI a sum not
exceeding ".............../-. (RUPEES ....covviiriiiiiiiiiieie e, only) (amount of the Guarantee
in words and figures) and we undertake to pay you upon your first written demand declaring
the Vendor to be in default under the RFP and without cavil or argument, any sum or sums
within the limit of “............... . (Rupees ........... ciiieieneneene.oOnly) (Amount of
guarantee) as aforesaid, Wrthout your needing to prove or to show grounds or reasons for
your demand or the sum specified therein.

Our obligation to make payment under this Guarantee shall be a primary, independent and
absolute obligation and we shall not be entitled to delay or withhold payment for any reason.
Our obligations hereunder shall not be affected by any act, omission, matter or thing which
but for this provision might operate to release or otherwise exonerate us from our obligations
hereunder in whole or in part, including and whether or not known to us or you:

1. Any time or waiver granted to the vendor;

2. The taking, variation, compromise, renewal or release of or refusal or neglect to
perfect or enforce any rights, remedies or securities against the vendor;

3. Any Variation of or amendment to the RFP or any other document or security so that
references to the Contract in this Guarantee shall include each such Variation and
amendment;

4. any unenforceability, invalidity or frustration of any obligation of the VENDOR or any
other person under the RFP or any other document or security waiver by you of any
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of the terms provisions conditions obligations UNDER RFP or any failure to make
demand upon or take action against the VENDOR,;

5. any other fact, circumstance, provision of statute or rule of law which might, were our
liability to be secondary rather than primary, entitle us to be released in whole or in
part from our undertaking; and;

any change in constitution of the vendor;

any petition for the winding up of the VENDOR has been admitted and a liquidator or
provisional liquidator has been appointed or an order of bankruptcy or an order for
the winding up or dissolution of the vendor has been made by a Court of competent
jurisdiction;
The written demand referred to in paragraph above shall be deemed to be sufficiently served
on us if you deliver to us at the address as set out in paragraph 3.

This guarantee is valid until the ............ day of ............. And a claim in writing is required
to be presented to us within three months from i.e. on or before ----all your rights will be
forfeited, and we shall be relieved of and discharged from all our liabilittes mentioned
hereinabove.

Signature and Seal of Guarantors (Vendor’'s Bank)
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12.10. Annexure —X: Pre-Contract Integrity Pact

(Bidders to submit on non-judicial stamp paper of requisite value duly signed by
Chief Executive Office)

1 General

This pre-bid-pre-contract Agreement (hereinafter called the Integrity Pact) is made at

place_ on ---- day of the month of ----- , 2018 between Small Industries
Development Bank of India, having its Head Office at 15, Ashok Marg, Lucknow — 226001
and inter alia, its Corporate Office at MSME Development Centre, C-11, G-Block, Bandra-
Kurla Complex, Bandra(E), Mumbai 400051 (hereinafter called the “BUYER"/SIDBI, which
expression shall mean and include, unless the context otherwise requires, its successors
and assigns) of the First Part and M/s ------------------- represented by Shri ---------------- , Chief
Executive Officer (hereinafter called the “BIDDER/Seller” which expression shall mean and
include, unless the context otherwise requires, his successors and permitted assigns) of the
Second Part.

WHEREAS the BUYER proposes to the BIDDER/Seller is willing to offer/has
offered the services and

WHEREAS the BIDDER is a private company/ public company/ Government
undertaking/partnership/ registered export agency, constituted in accordance with the
relevant law in the matter and the BUYER is a corporation set up under an Act of Parliament.

NOW, THEREFORE,

To avoid all forms of corruption by following a system that is fair, transparent and free from
any influence /prejudiced dealing prior to, during and subsequent to the currency of the
contract to be entered into with a view to :-

o Enabling the BUYER to obtain the desired said stores/equipment/services at a
competitive price in conformity with the defined specifications by avoiding the high
cost and the distortionary impact of corruption on public procurement and

o Enabling BIDDERSs to abstain from bribing or indulging in any corrupt practice in
order to secure the contract by providing assurance to them that their competitors will
also abstain from bribing and other corrupt practices and the BUYER will commit to
prevent corruption in any form by its officials by following transparent procedures.

The parties hereto hereby agree to enter into this integrity Pact and agree as follows:
2 Commitments of the BUYER

2.1 The BUYER undertakes that no official of the BUYER, connected directly or indirectly
with the contract, will demand, take a promise for or accept, directly or through
intermediaries, any bribe, consideration, gift, reward, favour or any material or
immaterial benefit or any other advantage from the BIDDER, either for themselves or for
any person, organization or third party related to the contract in exchange for an
advantage in the bidding process, bid evaluation, contracting or implementation process
related to the contract.

2.2 The BUYER will during the pre-contract stage, treat all BIDDERSs alike, and will provide
to all BIDDERs the same information and will not provide any such information to any
particular BIDDER which could afford an advantage to that particular BIDDER in
comparison to other BIDDERS.
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2.3 All the officials of the BUYER will report to the appropriate Government office any
attempted or completed breaches of the above commitments as well as any substantial
suspicion of such a breach.

2.4 In case any such preceding misconduct on the part of such official(s) is reported by the
BIDDER to the BUYER with full and verifiable facts and the same is prima facia found to
be correct by the BUYER, necessary disciplinary proceedings, or any other action as
deemed fit, including criminal proceedings may be initiated by the BUYER and during
such a period shall be debarred from further dealings related to the contract process. In
such a case while an enquiry is being conducted by the BUYER the proceedings under
the contract would not be stalled.

3 Commitments of BIDDERS

The BIDDER commits itself to take all measures necessary to prevent corrupt practices,
unfair means and illegal activities during any stage of its bid or during any pre-contract or
post-contact stage in order to secure the contract or in furtherance to secure it and in
particular commit itself to the following : -

3.1 The BIDDER will not offer, directly or through intermediaries, any bribe, qgift,
consideration, reward, favour, any material or immaterial benefit or other advantage,
commission, fees, brokerage or inducement to any officials of the BUYER, connected
directly or indirectly with bidding process, or to any person, organization or third party
related to the contract in exchange for any advantage in the bidding, evaluation,
contracting and implementation of the contract.

3.2 The BIDDER further undertakes that it has not given, offered or promised to give,
directly or indirectly any bribe , gift, consideration, reward, favour, any material or
immaterial benefit or other advantage, commission, fees, brokerage or inducement to
any official of the BUYER or otherwise in procuring the Contract or forbearing to do or
having done any act in relation to the obtaining or execution of the contract or any
other contract with the Government for showing or forbearing to show favour or
disfavor to any person in relation to the contract or any other contract with the
Government.

3.3 BIDDERs shall disclose the name and address of agents and representatives and
Indian BIDDERSs shall disclose their foreign principals or associates.

3.4 BIDDERs shall disclose the payments to be made by them to agents/brokers or any
other intermediary, in connection with this bid/contract.

3.5 The BIDDER further confirms and declares to the BUYER that the BIDDER is the
original manufacture/integrator/authorized government sponsored export entity of the
defence stores and has not engaged any individual or firm or company whether Indian
or foreign to intercede, facilitate or any way to recommend to the BUYER or any of its
functionaries, whether officially or unofficially to the award of the contract to the
BIDDER, or has any amount been paid, promised or intended to be paid to any such
individual, firm or company in respect of any such intercession, facilitation or
recommendation.

3.6 The BIDDER, either while presenting the bid or during pre-contract negotiations or
before signing the contract, shall disclose any payments he has made, is committed to
or intends to make to officials of the BUYER or their family members, agents, brokers
or any other intermediaries in connection with contract and the details of services
agree upon for such payments.

3.7 The BIDDER will not collude with other parties interested in the contract to impair the
transparency, fairness and progress of the bidding process, bid evaluation, contracting
and implementation of the contract.
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3.8 The BIDDER will not accept any advantage in exchange for any corrupt practice, unfair
means and illegal activities.

3.9 The BIDDER shall not use improperly, for purposes of competition or personal gain or
pass on the others, any information provided by the BUYER as part of the business
relationship, regarding plans, technical proposals and business details, including
information contained in any electronic data carrier. The BIDDER also undertakes to
exercise due and adequate care lest any such information is divulged.

3.10 The BIDDER commits to refrain from giving any complaint directly or through any other
manner without supporting it with full and verifiable facts.

3.11 The BIDDER shall not instigate or cause to instigate any third person to commit any of
the actions mentioned above.

3.12 if the BIDDER or any employee of the BIDDER or any person acting on behalf of the
BIDDER, either directly or indirectly, is a relative to any of the officers of the BUYER or
alternatively, if any relative of the officer of the BUYER has financial interest/stake in
the BIDDER's firm , the same shall be disclosed by the BIDDER at the time of filling of
tender.

The term ‘relative’ for this purpose would be as defined in Section 2 (77) of the
Companies Act, 2013.

3.13 The BIDDER shall not lend to or borrow any money from or enter into any monetary
dealings or transactions, directly or indirectly, with any employee of the BUYER.

4  Previous Transqgression

4.1 The BIDDER declares that no previous transgression occurred in the last three years
immediately before signing of this integrity Pact, with any other company in any
country in respect of any corrupt practices envisaged hereunder or with any Public
Sector Enterprise in India or any Government Department in India that could justify
BIDDER's exclusion from the tender process.

4.2 The BIDDER agrees that if it makes incorrect statement on this subject, BIDDER can
be disqualified from the tender process or the contract, if already awarded, can be
terminated for such reason.

5 Earnest Money (Security Deposit)

5.1  While submitting commercial bid, the BIDDER shall deposit an amount Rs.20,50,000/-
as Earnest Money/Security Deposit, with the BUYER through any of the following
instrument.

(i) Bank Draft or a Pay Order in favour of Small Industries Bank of India, Payable at
Mumbai.

(i) A confirmed guarantee by an Indian Nationalized Bank, promising payment of the
guaranteed sum to the BUYER immediately on demand without any demur
whatsoever and without seeking any reasons whatsoever. The demand for
payment by the BUYER shall be treated as conclusive proof of payment.

5.2 Earnest Money/Security Deposit shall be valid till the date of bid validity as mentioned
in the RfP.

5.3 In case of the successful BIDDER a clause would also be incorporated in the Article
pertaining to Performance Bond in the Purchase Contract that the provision of
Sanctions for Violation shall be applicable for forfeiture of Performance Bond in case of
a decision by the BUYER to forfeit the same without assigning any reason for imposing
sanction for violation of this Pact.
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5.4 No interest shall be payable by the BUYER to the BIDDER on Earnest Money/Security
Deposit for the period of its currency.

6 Sanctions for Violations

6.1 Any breach of the aforesaid provision by the BIDDER or any one employed by it or
acting on its behalf (whether with or without the knowledge of the BIDDER) shall entitle
the BUYER to take all or any one of the following actions, wherever required:-

1. To immediately call off the pre-contract negations without assigning any reason or
giving any compensation to the BIDDER. However, the proceedings with other
BIDDER(s) would continue

2. The Earnest Money Deposit (in pre-contract stage) and /or Security
Deposit/Performance Bond) (after the contract is signed) shall stand forfeited either
fully or partially, as decided by the BUYER and the BUYER shall not be required to
assign any reason therefore.

3. To immediately cancel the contract, if already signed, without giving any
compensation to the BIDDER

4. To recover all sums already paid by the BUYER, and in case of Indian BIDDER
with interest thereon at 2% higher than the prevailing Prime Lending Rate of State
Bank of India, while in case of a bidder from a country other than India with interest
thereon at 2% higher than LIBOR. If any outstanding payment is due to the bidder
from the buyer in connection with any other contract for any other stores, such
outstanding payment could also be utilized to recover the aforesaid sum and
interest.

5. To encash the advance bank guarantee and performance bond/warranty bond, if
furnished by the BIDDER, in order to recover the payments, already made by the
BUYER alongwith interest.

6. To cancel all or any other Contracts with the BIDDER, the BIDDER shall be liable
to pay compensation for any loss or damage to the BUYER resulting from such
cancellation/rescission and the BUYER shall be entitled to deduct the amount so
payable from the money(s) due to the BIDDER

7. To debar the BIDDER from patrticipating in future bidding processes of the buyer or
its associates or subsidiaries for minimum period of five years, which may be
further extended at the discretion of the BUYER.

8. To recover all sums paid in violation of this Pact by BIDDER(s) to any middleman
or agent or broker with a view to securing the contract.

9. In cases where irrevocable Letters of Credit have been received in respect of any
contract signed by the BUYER with BIDER, the same shall not be opened.

10. Forfeiture of Performance Bond in case of decision by the BUYER to forfeit the
same without assigning any reason for imposing sanction for violation of this Pact.

6.2 The BUYER will be entitled to take all or any of the actions mentioned at para 6.1(i) to
(x) of this Pact also on the commission by the BIDDER or any one employed by it or
acting on its behalf (whether with or without the knowledge of the BIDDER), of an
offence as defied in Chapter IX of the Indian Penal code, 1860 or Prevention of
Corruption Act, 1988 or any other statute enacted for prevention of corruption.

6.3 The decision of the BUYER to the effect that a breach of the provision of this Pact has
been committed by the BIDDER shall be final and conclusive on the BIDDER.
However, the BIDDER can approach the independent Monitor(s) appointed for the
purposes of this Pact.
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7 Fall Clause

The BIDDER undertakes that it has not supplied/is not supplying similar products /systems
or subsystems at a price lower than that offered in the present bid in respect of any other
Ministry/Department of the Government of India or PSU and if it is found at any stage that
similar product/systems or sub systems was supplied by the BIDDER to any other
Ministry/Department of the Government of India or a PSU at a lower price, then that very
price, with due allowance for elapsed time, will be applicable to the present case and the
difference in the cost would be refunded by the BIDDER to the BUYER, if the contract has
already been concluded.

8 Independent Monitors

8.1 The bank has appointed Independent Monitors (hereinafter referred to as Monitors) for
this Pact in consultation with the Central Vigilance Commission. Details given in
Critical Information section of RfP.

8.2 The task of the Monitors shall be to review independently and objectively, whether and
to what extent the parties comply with the obligations under this Pact.

8.3 The Monitors shall not be subject to instruction by the representatives of the parties
and perform their functions neutrally and independently.

8.4 Both the parties accept that the Monitors have the right to access all the documents
relating to the project/procurement, including minutes of meetings.

8.5 As soon as the Monitor notices or has reason to believe, a violation of the Pact, he will
so inform the Authority designated by the BUYER

8.6 The BIDDER(s) accepts that the Monitor has the right to access without restriction to
all Project documentation of the BUYER including that provided by the BIDDER. The
BIDDER will also grant the Monitor, upon his request and demonstration of a valid
interest, unrestricted and unconditional access to his project documents. The same is
applicable to Subcontractors. The Monitor shall be under contractual obligation to
treat the information and documents of the BIDDER/Subcontractor(s) with
confidentiality

8.7 The BUYER will provide to the Monitor sufficient information about all meetings among
the parties related to the Project provided such meetings could have an impact on the
contractual relations between the parties. The parties will offer to the Monitor the
option to participate in such meetings

8.8 The Monitor will submit a written report to the designed Authority of the BUYER within
8 to 10 weeks from the date of reference or intimation to him by the BUYER/BIDDER
and should the occasion arise, submit proposals for correcting problematic situations.

9 Facilitation of Investigation

In case of any allegation of violation of any provision of this Pact or payment of commission,
the BUYER or its agencies shall be entitled to examine all the documents including the
Books of Accounts of the BIDDER and the BIDDER shall provide necessary information and
documents in English and shall extend all possible help for the purpose of such examination.

10 Law and Place of Jurisdiction

This Pact is subject to Indian Law. The place of performance and jurisdiction is the seat of
the BUYER.

11 Other Legal Actions

The action stipulated in this integrity Pact are without prejudice to any other legal action that
may follow in accordance with the provisions of the extant law in force relating to any civil or
criminal proceedings.
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12 Validity

12.1 The validity of this Integrity Pact shall be from date of its signing and extend upto 5
years or the complete execution of the contract to the satisfaction of both the BUYER
and the BIDDER/Seller, including warranty period, whichever is later. In case BIDDER
is unsuccessful, this integrity Pact shall expire after six months from the date of the

signing of the contract.

12.2 Should one or several provisions of the Pact turn out to be invalid, the remainder of
this Pact shall remain valid. In this case, the parties will strive to come to an

agreement to their original intentions.

13 The parties hereby sign this integrity Pact, at

on

BUYER

Name of the Officer

BIDDER

CHIEF EXECUTIVE OFFICER

Witness

Designation

SIDBI

Witness

1 1
2 2
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12.11. Annexure - XI: Undertaking for Central Minimum Wages Act & Labour Laws
(To be submitted on Bidder’s letter head, duly signed by authorized signatory)

To

The Deputy General Manager [Systems]
Small Industries Development Bank of India
MSME Development Center, 3" Floor
Information Technology Vertical

Plot No.C-11, G Block

Bandra Kurla Complex

Bandra [East]

Mumbai 400 051

Dear Sir,
Further to our proposal dated ........................... .o......., IN response to the Request for
Proposal (Bank’s tender No. ...................cccevevvennenn.n ... hereinafter referred to as “RFP”)

issued by Bank, we hereby covenant, warrant and confirm as follows:

1. We hereby agree to comply with all the terms and conditions / stipulations as
contained in the RFP and the related addendums and other documents including the

changes made to the original tender documents if any, issued by the Bank.

2. We ensure that the payment towards services is in consonance with the Central
Minimum Wages Act & Labour Laws. We would comply with Governments rules and
regulations like minimum wages act, Provident fund and ESIC facility standard for the

employees / resources deployed by us on-site for the said project.

3. Proof of compliance and labour license are attached with herewith.

Authorized Signatories

Name:

Designation:

Company Seal:
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12.12. Annexure -XII: Undertaking Letter for GST Law

To

The Deputy General Manager [Systems]
Small Industries Development Bank of India
MSME Development Center, 3" Floor
Information Technology Vertical

Plot No.C-11, G Block

Bandra Kurla Complex

Bandra [East]

Mumbai 400 051

Dear Sir,

GST Law
Further to our proposal dated ...................................., in response to the Request for
Proposal (Bank's tender NO. ................covecvevvneeenenn... . hereinafter referred to as “RFP)

issued by Bank, we hereby covenant, warrant and confirm as follows:
We, the bidder M/s ................................., hereby agree to comply with all applicable
GST Laws including GST Acts, Rules, Regulations, Procedures, Circulars & Instructions

thereunder applicable in India from time to time and to ensure that such compliance is done.

Authorized Signatories

Name:

Designation:

Company Seal:
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12.13. Annexure —XIlI: Details of Customers for Managed/Captive SD-WAN Services

Managed / Captive SD-WAN Services - Details of Customers of Bidder

S.N. | Customer Name

Contact Details

Solution offered

Name

Address

Mail id Mobile No. Captive/
Managed

Description of
solution offered

No of
Locations

Copy of PO/
Customer
Reference

letter
attached.

N O O A~ W N P

Authorized Signatories

Name:

Designation:

Company Seal:
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12.14. Annexure —XIV: OEM Experience — Number of Customers

SD-WAN OEM Experience — Number of Customers

S.N. Customer Name Location Contact Details Solution offered
Name Mail id Mobile No. Captive/ Description No of

Managed Locations

Connected
1
2
3
4
5
6
7

Authorized Signatories

Name:

Designation:

Company Seal:
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12.15. Annexure —XV: Experience of OEM in SD-WAN solution — Number of Years
(To be given on OEM letter head signed by authorised signatory)

To

The Deputy General Manager [Systems]
Small Industries Development Bank of India
MSME Development Center, 3" Floor
Information Technology Vertical

Plot No.C-11, G Block

Bandra Kurla Complex

Bandra [East]

Mumbai 400 051

Dear Sir,

No of Years of OEM Experience in Proposed Solution

We, the OEM, M/s ..............cev v veneee. ., Certify that, we have experience of

years in proposed SD-WAN solution.

Authorized Signatories

Name:

Designation:

Company Seal:
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12.16. Annexure —XVI: Statement of Deviations

Bidder is required to provide details of all deviations, comments and observations or

suggestions in the following format with seal and signature.

It also needs to provide a

reference of the page number, state the clarification point as stated in tender document and

the comment/ suggestion/ deviation that you propose as shown below.

SIDBI may at its sole discretion accept or reject all or any of the deviations, however

it may be noted that the acceptance or rejection of any deviation by SIDBI will not entitle the

bidder to submit a revised commercial bid. Clarifications given in Pre-bid will not be

further entertained.

S.N. Page Section | Clarification point as stated in
Number | Number the tender document

Comment/ Suggestion/
Deviation

olalslw N p

Authorized Signatories

Name:

Designation:

Company Seal:
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12.17. Annexure -XVII: Proposed Last Mile at the Locations

Details of Proposed Last Mile

S. Location Type Proposed Last Mile
N Wired / Maximum Height of OWN or
Wireless Pole (Applicable for Third Party
Wireless)
A. | CATEGORY 'A' - Critical Offices
1 | Ahmedabad RO
2 | Chandigarh RO
3 | Hyderabad RO
4 | Jaipur RO
5 | New Delhi RO
6 | Pune RO
7 | Lucknow HO
8 | Mumbai RO
9 | Chennai RO
B. | CATEGORY 'B' - Branch Offices
10 | Agra BO
11 | Alwar BO
12 | Andheri BO
13 | Aurangabad BO
14 | Bangalore BO
15 | Baroda BO
16 | Bhopal BO
17 | Bhubaneshwar BO
18 | Coimbatore BO
19 | Dehradun BO
20 | Erode BO
21 | Faridabad BO
22 | Gandhidham BO
23 | Guwahati RO
24 | Gurgaon BO
25 | Hosur BO
26 | Hubli BO
27 | Jalandar BO
28 | Jamshedpur BO
29 | Jodhpur BO
30 | Indore BO
31 | Kanpur BO
32 | Kolhapur BO
33 | Kolkata BO
34 | Kishnagarh BO
35 | Kochi BO
36 | Kundli BO
37 | Ludhiana BO
38 | Madurai BO
39 | Morbi BO
40 | Nagpur BO
41 | Nasik BO
42 | Noida BO
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S. Location Type Proposed Last Mile
N Wired / Maximum Height of OWN or
Wireless Pole (Applicable for Third Party
Wireless)
43 | New Delhi ISTSL BO
44 | Panaji BO
45 | Patna BO
46 | Pondicherry BO
47 | Raipur BO
48 | Rajkot BO
49 | Ranchi BO
50 | Rourkela BO
51 | Surat BO
52 | Tirupur BO
53 | Thane BO
54 | Varanasi BO
55 | Vatva BO
56 | Vijayawada BO
57 | Vishakhapatnam BO
58 | New Delhi (K G BO
Marg)
59 | Ahmednagar XBO
60 | Balanagar XBO
61 | Bahadurgarh XBO
62 | Mysore XBO
63 | Peenya XBO
64 | Rudrapur XBO
65 | Udaipur XBO
66 | Agartala BO
67 | Aizwal BO
68 | Dimapur BO
69 | Gangtok BO
70 | Imphal BO
71 | Itanagar BO
72 | Shillong BO
C. | CATEGORY 'C' — Aggregation Points
73 | Mumbai — DC
74 | Chennai -DR

| certify that the above mentioned information and the relevant annexure and enclosures are
true and correct

Date Signature of Authorised Signatory ...
Place Name of the Authorised Signatory ...
Designation ...
Phone & E-mail:

Name of the Organisation ...

Seal ...
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12.18. Annexure -XVIII: Details of Bidder Support at the Locations

Details of bidder support at Location

S. Location Proposed Last Mile
N OWN / Address Contact Details (Name,
Franchise Mailid and Phone No.)
A. CATEGORY 'A' - Critical Offices
1 | Ahmedabad
2 | Chandigarh
3 | Hyderabad
4 | Jaipur
5 | New Delhi
6 | Pune
7 | Lucknow
8 | Mumbai
9 | Chennai
B. CATEGORY 'B' - Branch Offices
10 | Agra
11 | Alwar
12 | Andheri

13 | Aurangabad

14 | Bangalore

15 | Baroda

16 | Bhopal

17 | Bhubaneshwar

18 | Coimbatore

19 | Dehradun

20 | Erode

21 | Faridabad

22 | Gandhidham

23 | Guwahati

24 | Gurgaon

25 | Hosur

26 | Hubli

27 | Jalandar

28 | Jamshedpur

29 | Jodhpur

30 | Indore

31 | Kanpur

32 | Kolhapur

33 | Kolkata

34 | Kishnagarh

35 | Kochi

36 | Kundli

37 | Ludhiana

38 | Madurai

39 | Morbi

40 | Nagpur

41 | Nasik
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S. Location Proposed Last Mile

N OWN / Address Contact Details (Name,
Franchise Mailid and Phone No.)

42 | Noida

43 | New Delhi ISTSL

44 | Panaji

45 | Patna

46 | Pondicherry

47 | Raipur

48 | Rajkot

49 | Ranchi

50 | Rourkela

51 | Surat

52 | Tirupur

53 | Thane

54 | Varanasi

55 | Vatva

56 | Vijayawada

57 | Vishakhapatnam

58 | New Delhi
(K G Marg)

59 | Ahmednagar

60 | Balanagar

61 | Bahadurgarh

62 | Mysore

63 | Peenya

64 | Rudrapur

65 | Udaipur

66 | Agartala

67 | Aizwal

68 | Dimapur

69 | Gangtok

70 | Imphal

71 | Itanagar

72 | Shillong

C CATEGORY ‘C’ AGGREGRATION POINTS

73 | Mumbai — DC

74 | Chennai - DR

| certify that the above mentioned information and the relevant annexure and enclosures are
true and correct

Date Signature of Authorised Signatory ...
Place Name of the Authorised Signatory ...
Designation ...
Phone & E-mail:

Name of the Organisation ...
Seal ...

Note: all the columns should be duly filled. In case of missing information, it
would be assumed no support.
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12.19. Annexure —XIX: Non-Disclosure Agreement
(To be executed on anon-judicial stamped paper of requisite value based on place of

execution)
WHEREAS, we, , having Registered Office at
, hereinafter referred to as the COMPANY, are
agreeable to execute “ " as per scope defined in the

Request for Proposal (RfP) No. 400/2019/1344/BYO/ITV dated June 12, 2018 for Small
Industries Development Bank of India, having its Head office at SIDBI Tower, 15 Ashok
Marg, Lucknow, 226001, and office at, MSME Development Centre, Plot No. C-11, G Block,
Bandra Kurla Complex (BKC), Bandra (E), Mumbai - 400 051 (hereinafter referred to as the
BANK) and,

WHEREAS, the COMPANY understands that the information regarding the Bank's
Infrastructure shared by the BANK during execution of project is confidential and/or
proprietary to the BANK, and

WHEREAS, the COMPANY understands that in the course of submission of the offer for the
said RfP and/or in the aftermath thereof, it may be necessary that the COMPANY may
perform certain jobs/duties on the Bank’s properties and/or have access to certain plans,
documents, approvals, data or information of the BANK;

NOW THEREFORE, in consideration of the foregoing, the COMPANY agrees to all of the
following conditions, in order to induce the BANK to grant the COMPANY specific access to
the BANK'’s property/information, etc.;

The COMPANY will not publish or disclose to others, nor, use in any services that the
COMPANY performs for others, any confidential or proprietary information belonging to the
BANK, unless the COMPANY has first obtained the BANK's written authorisation to do so;

The COMPANY agrees that information and other data shared by the BANK or, prepared or
produced by the COMPANY for the purpose of submitting the offer to the BANK in response
to the said RfP, will not be disclosed to during or subsequent to submission of the offer to the
BANK, to anyone outside the BANK;

The COMPANY shall not, without the BANK's written consent, disclose the contents of this
Request for Proposal (Bid) or any provision thereof, or any specification, plan, pattern,
sample or information (to be) furnished by or on behalf of the BANK in connection therewith,
to any person(s) other than those employed/engaged by the COMPANY for the purpose of
submitting the offer to the BANK and/or for the performance of the Contract in the aftermath.
Disclosure to any employed/ engaged person(s) shall be made in confidence and shall
extend only so far as necessary for the purposes of such performance.

Yours sincerely,

Date Signature of Authorised Signatory ...
Place Name of the Authorised Signatory ...
Designation ...
Seal ...
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12.20. Annexure —XX: Performance Guarantee Format

(To be executed on a non-judicial stamped paper of requisite value based on place of execution)

KNOW ALL MEN BY THESE PRESENTS that in consideration of the Small
Industries Development Bank of India (SIDBI), a Corporation constituted and established
under the Small Industries Development Bank of India Act, 1989, and having its Head Office
at SIDBI Tower, 15 Ashok Marg, Lucknow, 226001, and office at 3rd Floor, MSME
Development Centre, Plot No. C-11, G Block, Bandra Kurla Complex (BKC), Bandra (E),
Mumbai - 400 051 (hereinafter called the Corporation / Bank) having agreed to accept from
M/s. ‘Vendor Name’ having its office at ‘Vendor’s Office Address’, (hereinafter called "the
Vendor") an agreement of guarantee for Rs. (Rupees
only), for the due fulfillment by the vendor of the terms and conditions of the Purchase order
No. dated made between the vendor and the Corporation
for providing services for SIDBI's ‘Project Details’ hereinafter called "the said Agreement”).

1. We, Bank (Bank Name and Details), do hereby undertake to indemnify and keep

indemnified the Corporation to the extent of Rs. (Rupees
only) against any loss or damage caused to or suffered by the
Corporation during warranty period by reason of any breach by the Vendor of any of the
terms and conditions contained in the said Agreement of which breach the opinion of the
Corporation shall be final and conclusive.

2. And we Bank (Bank Name and Details), do hereby guarantee and undertake to pay
forthwith on demand to the Corporation such sum not exceeding the said sum of Rs.
(Rupees only) only as may be specified in such
demand, in the event of the vendor failing or neglecting to execute fully efficiently and
satisfactorily the order for implementation services for the ‘Project Details’ _placed with
it (the work tendered for by it) within the period stipulated in the said Agreement in
accordance with the design, specification, terms and conditions contained or referred to
in the said Agreement or in the event of the Vendor refusing or neglecting to maintain
satisfactory operation of the equipment or work or to make good any defect therein
notified by the Corporation to the vendor during the warranty period or otherwise to
comply with and conform to the design, specification, terms and conditions contained or
referred to the said Agreement.

3. We, Bank (Bank Name and Details), further agree that the guarantee herein contained
shall remain in full force and effect during the period that would be taken for the
performance of the said order as laid down in the said agreement including the
"Warranty obligations" or till validity date of this guarantee i.e. upto , Whichever
is earlier and subject to the terms of the "the said Agreement” it shall continue to be
enforceable for the breach of warranty conditions within warranty period and till all the
defects notified by the Corporation to the vendor during the warranty period have been
made good to the satisfaction of Corporation & the Corporation or its authorized
representative certified that the terms and conditions of the said agreement have been
fully and properly complied with by the vendor or till validity of this guarantee i.e.

, whichever is earlier.
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4. We, Bank (Bank Name and Details), may extend the validity of Bank Guarantee at the
request of the Vendor for further period or periods from time to time beyond its present
validity period, but at our sole discretion.

5. The liability under this guarantee is restricted to Rupees /- only and will expire
on and unless a claim in writing is presented to us at Bank (Bank Name
and Details) within 3 months from , i.e. on or before , all your
rights will be forfeited and we shall be relieved of and discharged from all our liabilities
there-under.

6. The Guarantee herein contained shall not be determined or affected by Liquidation or
winding up or insolvency or closure of the Vendor.

7. The executant has the power to issue this guarantee and executants on behalf of the
Bank and hold full and valid Power of Attorney granted in their favour by the Bank
authorising them to execute this guarantee.

Notwithstanding anything contained here in above, our liability under this guarantee is

restricted to Rs. (Rupees only). Our guarantee shall
remain in force until . Our liability hereunder is conditional upon your lodging a
demand or claim with Bank (Bank Name and Details) on or before . Unless

a demand or claim is lodged with Bank (Bank Name and Details) within the aforesaid
time, your rights under the guarantee shall be forfeited and we shall not be liable there
under. This guarantee shall be governed by and construed in accordance with the laws
of India. All claims under this guarantee will be made payable at Bank (Bank Name and
Details). This Guarantee will be returned to the Bank when the purpose of the guarantee
has been fulfilled or at its expiry, which ever is earlier.

We, Bank (Bank Name and Details) lastly undertake not to revoke this guarantee during its
currency except with the previous consent of the Corporation in writing.

SIGNED, SEALED AND DELIVERED.
BY

AT

IN THE PRESENCE OF WITNESS

Signature.....................
Designation..................

Signature.........ccccvveeeveee
Designation.....................
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13.1. Appendix —i: Classification of locations

Classification of Locations

13.1.1. Category ‘A’
S.N. Location S.N. Location S.N. Location
1 | Ahmadabad 2 | Hyderabad 3 | Mumbai
4 | Chandigarh 5 | Jaipur 6 | New Delhi
7 | Chennai 8 | Lucknow 9 | Pune
13.1.2. Category ‘B’
S.N Location S.N. Location S.N. Location
1 Agra 22 Kanpur 43 Tirupur
2 Alwar 23 Kolhapur 44 Thane
3 Andheri 24 Kolkata 45 Varanasi
4 Aurangabad 25 Kishnagarh 46 Vatva
5 Bangalore 26 Kochi 47 Vijayawada
6 Baroda 27 Kundli 48 Vishakhapatnam
7 Bhopal 28 Ludhiana 49 New Delhi (K G Marg)
8 Bhubaneshwar + SITI | 29 Madurai 50 Ahmednagar
9 Coimbatore 30 Morbi 51 Balanagar
10 Dehradun 31 Nagpur 52 Bahadurgarh
11 Erode 32 Nasik 53 Mysore
12 Faridabad 33 Noida 54 Peenya
13 Gandhidham 34 New Delhi ISTSL | 55 Rudrapur
14 Guwabhati 35 Panaji 56 Udaipur
15 Gurgaon 36 Patna 57 Agartala
16 Hosur 37 Pondicherry 58 Aizwal
17 Hubli 38 Raipur 59 Dimapur
18 Jalandar 39 Rajkot 60 Gangtok
19 Jamshedpur 40 Ranchi 61 Imphal
20 Jodhpur 41 Rourkela 62 Itanagar
21 Indore 42 Surat 63 Shillong
13.1.3. Category ‘C’
S.N. Location S. N. Location
1 | Data Center 2 | DR Site
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13.2. Appendix —ii: Location Wise Requirement Details
Location Wise Requirement Details
S. Location Type CPE Details MPLS SD-WAN
N Bandwidth License
Capacity | Quantity (Mbps) CPE1 CPE2
(Mbps) (No) (Mbps) | (Mbps)
A. | CATEGORY 'A' - Critical Offices
1 | Ahmedabad RO 50 2 6 10 10
2 | Chandigarh RO 50 2 6 10 10
3 | Hyderabad RO 50 2 6 10 10
4 | Jaipur RO 50 2 6 10 10
5 | New Delhi RO 50 2 8 10 10
6 | Pune RO 50 2 6 10 10
7 | Lucknow HO 100 2 40 50 20
8 | Mumbai RO 100 2 50 50 20
9 | Chennai RO 100 2 16 20 10
B. | CATEGORY 'B' - Branch Offices
10 | Agra BO 50 1 2 10 NA
11 | Alwar BO 50 1 2 10 NA
12 | Andheri BO 50 1 4 10 NA
13 | Aurangabad BO 50 1 2 10 NA
14 | Bangalore BO 50 1 3 10 NA
15 | Baroda BO 50 1 2 10 NA
16 | Bhopal BO 50 1 2 10 NA
17 | Bhubaneshwar BO 50 1 4 10 NA
18 | Coimbatore BO 50 1 4 10 NA
19 | Dehradun BO 50 1 2 10 NA
20 | Erode BO 50 1 2 10 NA
21 | Faridabad BO 50 1 4 10 NA
22 | Gandhidham BO 50 1 3 10 NA
23 | Guwahati RO 50 1 3 10 NA
24 | Gurgaon BO 50 1 3 10 NA
25 | Hosur BO 50 1 2 10 NA
26 | Hubli BO 50 1 2 10 NA
27 | Jalandar BO 50 1 2 10 NA
28 | Jamshedpur BO 50 1 2 10 NA
29 | Jodhpur BO 50 1 2 10 NA
30 | Indore BO 50 1 3 10 NA
31 | Kanpur BO 50 1 2 10 NA
32 | Kolhapur BO 50 1 2 10 NA
33 | Kolkata BO 50 1 3 10 NA
34 | Kishnagarh BO 50 1 2 10 NA
35 | Kochi BO 50 1 3 10 NA
36 | Kundli BO 50 1 2 10 NA
37 | Ludhiana BO 50 1 3 10 NA
38 | Madurai BO 50 1 2 10 NA
39 | Morbi BO 50 1 3 10 NA
40 | Nagpur BO 50 1 2 10 NA
41 | Nasik BO 50 1 2 10 NA
42 | Noida BO 50 1 3 10 NA
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S. Location Type CPE Details MPLS SD-WAN
N Bandwidth License
Capacity | Quantity (Mbps) CPE1 CPE2
(Mbps) (No) (Mbps) | (Mbps)
43 | New Delhi ISTSL BO 50 1 3 10 NA
44 | Panaji BO 50 1 2 10 NA
45 | Patna BO 50 1 2 10 NA
46 | Pondicherry BO 50 1 2 10 NA
47 | Raipur BO 50 1 2 10 NA
48 | Rajkot BO 50 1 3 10 NA
49 | Ranchi BO 50 1 2 10 NA
50 | Rourkela BO 50 1 2 10 NA
51 | Surat BO 50 1 3 10 NA
52 | Tirupur BO 50 1 3 10 NA
53 | Thane BO 50 1 4 10 NA
54 | Varanasi BO 50 1 2 10 NA
55 | Vatva BO 50 1 2 10 NA
56 | Vijayawada BO 50 1 2 10 NA
57 | Vishakhapatnam BO 50 1 2 10 NA
58 | New Delhi (K G Marg) | CMD 50 1 2 10 NA
59 | Ahmednagar XBO 50 1 2 10 NA
60 | Balanagar XBO 50 1 2 10 NA
61 | Bahadurgarh XBO 50 1 2 10 NA
62 | Mysore XBO 50 1 2 10 NA
63 | Peenya XBO 50 1 2 10 NA
64 | Rudrapur XBO 50 1 2 10 NA
65 | Udaipur XBO 50 1 2 10 NA
66 | Agartala BO 50 1 2 10 NA
67 | Aizwal BO 50 1 2 10 NA
68 | Dimapur BO 50 1 2 10 NA
69 | Gangtok BO 50 1 2 10 NA
70 | Imphal BO 50 1 2 10 NA
71 | ltanagar BO 50 1 2 10 NA
72 | Shillong BO 50 1 2 10 NA
C. | CATEGORY "C" - AGGREGRATION BANDWIDTH
73 | Data Center DC 1024 2 200 250 HA
74 | DR Site DR 1024 2 200 250 HA
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13.3. Appendix —iii: Address of Locations

Address and Contact Details of Locations

S. | SIDBI Location State Contact Address Contact Details
N.
A. | CATEGORY A
Navjivan Amrit Jayanti Bhavan, 1st Branch In-charge
1 | Ahmadabad Gujarat floor, P.B., No.10, Navjivan P.O. 079-27543062/
Ahmedabad, Ahmedabad - 380014 27543063
Chennai . Overseas Towers, 756-L, Anna Salai, Ms Anju Rani Jain
2 TamilNadu | o o nai - 600002 044-28413716
. . SCO 145-146, 1st and 2nd Floor, Branch In-charge
3 | Chandigarh Chandigarh | o r 17 ¢, Chandigarh - 160017 0172-5039627
101, Hermitage Office Complex, Branch In-charge
4 | Hyderabad Telangana Saifabad, Hill Fort Road, Adjacent to 040-23231343/
HACA Bhavan, Hyderabad - 500004 23235198
First Floor, Jeevan Nidhi, LIC Building - | Branch In-charge
5 | Jaipur Rajasthan II, Bhawani Singh Road, Ambedkar 0141-5119422/
Circle, Jaipur -302 005 5119437
Jeevan Shree Building, Ground
6 | Pune Maharashtra FIqor,?.No.llOQ, Ganeshkhind Road, Branch In-charge
Shivajinagar, Near Pune Central, 020-25675269
Pune - 411005
7 | Lucknow Uttar SIDBI Tower, 15, Ashok Marg Mr Alok Sinha
Pradesh Lucknow - 226001 0522 - 2288549 / 50
. MSME Development Centre Plot No.C-
8 Mumbai Maharashtra | 11, G - Block, Igandra Kurla Complex , (I\)/IzrzC |27F;r3als§§8
Bandra (East), Mumbai - 400 051 i
Ground Floor, Videocon Tower, Branch In-charge
9 | New Delhi Delhi E-1, Rani Jhansi Road, Jhandewalan 011-23682470
Extension, New Delhi - 110055
B. | CATEGORY B
U G Floor, Shop No. 5&6
10 | Agra Uttar Shri Nathji Complex Madia Katra Branch In-charge
Pradesh Crossing, Near Neeraj dairy, 0562-2524879
Agra - 282002
11 | Awar Rajasthan Chamber Bhawan, Delhi Road, Branch In-charge
Alwar - 301001 0144-5122972
Samrudhi Venture Park, Upper Ground
. Floor, MIDC Road, MIDC Industrial Branch In-charge
12 | Andheri Maharashtra Area, Marol, Andheri(E), 022-28305458
Mumbai - 400093
Jeevan Suman, LIC Building, Branch In-charge
13 | Aurangabad Maharashtra | Ist Floor, N-5, Town Centre, Near 0240-2472494
CIDCO Office, Aurangabad - 431003 /2480023
Khanija Bhavan, East Wing, 5th Floor, Branch In-charge
14 | Bangalore Karnataka 49, Race Course Road, 080-67171500/
Bangalore - 560001 67171532
Landmark Bldg, First Floor, Race Branch In-charge
15 | Baroda Gujarat Course Circle, Post Box No.3711, 0265-2320679
Baroda - 390007
Madhya First Floor, 20 A/R, M P Nagar, Zone-Il, | Branch In-charge
16 | Bhopal Pradesh Bhopal - 462011 0755-4228701/
4228706
17 | Bahadurgarh Harayana 2nd Floor, R N Plaza, Railway Road, Branch In-charge
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S. | SIDBI Location State Contact Address Contact Details
N.
Bahadurgarh - 124507 01276-237707
Plot No.L-3, Jayadev Vihar, Opp. Mr Saurabh
18 | Bhubaneshwar Odisha Loyola School, Near XIMB Square, Srivastava
Bhubaneswar - 751013 0674 2304100
Second Floor, Mayflower E-Castle, Branch In-charge
19 | Coimbatore Tamil Nadu 72 - Dr. Balasundaram Road, 0422 - 2206000/
Coimbatore-641018. 2206011
International Trade Centre, 2nd Floor, Branch In-charge
20 | Dehradun Uttarakhand | 5q,1 'Raipur Road, Dehradun - 248001 01356510574
Krishna Towers, 1st Floor,
21 | Erode Tamil Nadu Door No0.23/2 to 23/5, Pgrundurai Road, | Branch In-charge
Next to Ambal Auto Service, 0424-2221522
Erode 638 011
22 | Faridabad Haryana N.H.5R/2, Neelgm Badshah Khan Branch In-charge
Road, NIT, Faridabad - 121001 2410672/2414419
. . First Floor, Plot No. 345, Ward 12-B, Branch In-charge
23 | Gandhidham Gujarat Gandhidham - 370201 02836-228717
Ground Floor, Udyog Minar, Vanijya Branch In-charge
24 | Gurgaon Haryana Nikunj, Udyog Vihar, Phase V, 0124-2349487
Gurgaon - 122001
. IDBI Building, 2nd Floor, Opp. Sentinel | Branch In-charge
25 | Guwahati Assam Press, G.S. Road, Guwahati - 781005 | 0361-2464212
643/1D, RKG Manor, First Floor, Branch In-charge
26 | Hosur Tamil Nadu OPP. Traffic Police Station, NH-7, 04344 - 243840
Bangalore Road, Hosur - 635109
Shop No. 233-234, IT Park, Upper
. Ground Floor, Opp - Indira Glass Branch In-charge
27 | Hubli Karnataka House, Poona Bangalore Road, 0836-2354000
Hubli - 580029
SCO - 30, First Floor, HSIIDC Branch In-charge
28 | Kundli Haryana Commercial Complex, Indl Area, 01302219924
Phase - 1, Kundli, Sonipat - 131028
Madhya Commerce House 1st Flolor, 7, Race Branch In-charge
29 | Indore Pradesh Course Road, New Palasia, 0731-2538046
Indore - 452001
Upper Ground Floor, Hotel Centrepoint Branch In-charge
30 | Jalandar Punjab Building, BMC Chowk, 0181-5017783
Jalandhar — 144001
1st Floor, Shantiniketan Building, Branch In-charge
31 | Jamshedpur Jharkhand Main Road, Bistupur, 0657-2441191
Jamshedpur - 831001
. E-4, Ground Floor, Suvidha Complex, Branch In-charge
82 | Jodhpur Rajasthan | gy ciri Nagar, Jodhpur - 342003 0291-5104994
Finance Tower, 2 nd floor, Kaloor, Branch In-charge
33 | Kochi Kerala Kochi - 682017 0484-2401378/
2401379
Constantia Building (8th Floor), A-Wing,
11, Dr. U N Brahmachari Street, Opp. Branch In-charge
34 | Kolkata West Bengal La Martiniere Girls School, 033-66227502
Kolkata - 700 017
SCO 16 & 17, First Floor, Branch In-charge
35 | Ludhiana Punjab Feroze Gandhi Market,
Ludhiana - 141001 0161-5099364
1st Floor, Krupanidhi Complex, Opp. Branch In-charge
36 | Morbi Gujarat Sardar Baug, Sanala Road, 02822-221553/
Morbi - 363641 220553
37 | Nagpur Maharashtra | Ground Floor,National Insurance Branch In-charge
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Building, S.V.Patel Marg, Kingsway, 0712-2526927
Nagpur - 440001
The Capital, Second Floor, Thakkar Branch In-charge
38 | Nasik Maharashtra | Lane, Near Kulkarni Garden, 0253-6421196
Nasik - 422002
Uttar 5th Floor, Zygon Square, Plot No. 1, Branch In-charge
39 | Noida Pradesh Block H-1A, Sector 63, 0120-2427792/
Noida - 201307 2427195
1st Floor, Nirmal, 7 Ramkrishna Nagar
. . Corner, off. Dr. Yagnik Road, Opp. Branch In-charge
40 | Rajkot Gujarat Municipal Comm. Igunglow, i 0281-2467490g
Rajkot - 360001
402-403, 4th Floor, International Branch In-charge
41 | Surat Gujarat Business Centre (IBC) Piplod, Surat - 0261-2727867
Dumas Road, Surat - 395007
1& 2, Dhanalaxmi Residency, Near Branch In-charge
42 | Thane Maharashtra | Hotel Tip Top Plaza, L.B.S. Marg, 022-25826614
Thane (W), Mumbai - 400602
43 | Tirupur Tamil Nadu 1st Floor, K.S.N. Compllex, No. 74, J.G. | Branch In-charge
Nagar, 60 Feet Road,Tirupur - 641602 | 0421-2485696
Kamada House, First Floor,
Next to Hotel Shradha, Savedi, Nagar - | Branch In-charge
44 | Ahmednagar Maharashtra Manmad road, Savedi Road, 0241 - 2426066
Ahmednagar - 414003
45 Bijoy Kumar Chowmuhani, Harish Branch In-charge
Agartala Tripura Thakur Road, Krishna Nagar, 0381-2323320
Agartala - 799001
. . MARDIN Tuikhuatlang, Branch In-charge
46 | Aizawl Mizoram Aizaw! - 796001 0389-2323424
206, Meghna Complex, Opp.Andhra Branch In-charge
47 | Balanagar Telangana Bank,, Balanagar Main Road, 040-23770295
Balanagar, Hyderabad - 500037
48 | Dimapur Nagaland IDC House, Kohima Road, Post Box Branch In-charge
No.45, Dimapur - 797112 0386-2225641
o Lamtha Building, Deorali School Road, Branch In-charge
49 | Gangtok Sikkim Deorali, Gangtok - 737102 03592-281443
Imphal Urban Co-operative Bank Branch In-charge
50 | Imphal Manipur Building, M.G. Avenue, 0385-2446614
Imphal - 795001
1st Floor, Injos Complex, 12 T T Marg
Arunachal S Branch In-charge
51 | Itanagar Pradesh (VIP Raod), Bank Tinali, 0360-22147499
Itanagar - 791111
52 | Kanpur Uttar Krishna Towe, First Floor, 15/63, Civil Branch In-charge
Pradesh Lines, Kanpur - 208001 0512-2303069
First Floor, Near Agrasen Bhavan, Branch In-charge
53 | Kishangarh Rajasthan Jaipur-Ajmer Road, Madanganj, 0141-5119426/
Kishangarh - 305801 5119437
S/10, Royal Heritage, Ground Floor,
E - Ward , Opp. Basant Bahar Theatre, | Branch In-charge
54 | Kolhapur Maharashtra Assembly Road, 0231-2664144
Kolhapur - 416001
1-D, 1st floor, City Station Road, Branch In-charge
55 | Udaipur Rajasthan Udiapole, Opposite Bank of 0294—2426866g
Maharashtra, Udaipur - 313001
Maditssia Auditorium, Ground Floor, Branch In-charge
56 | Madurai Tamil Nadu 1A-4A, DR. Ambedkar Road

Madurai - 625020

0452-2526130
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No0.363, Sri Hari Complex, Sita Vilas Branch In-charae
57 | Mysore Karnataka Road, Near MUDA Office, Chamaraja 8212424500 9
Mohalla, Mysore - 570024
New Horizon Building, 1% Floor, St.
. Marys Colony, Dr Dayanand Bandodkar | Branch In-charge
58 | Panaji Goa Marg, Miramar, 0832-2461900
Panaji - 403001
59 | patna Bihar Hotel Minar Building,Part Il, 2nd Floor, Branch In-charge
Exhibition Road, Patna - 800001 0612-2500915
60 | Peenva Karnataka PIA Bhavan, 1% Stage, 1 Cross, Peenya | Branch In-charge
y Industrial Area, Bangalore - 560058 080-28377773
2nd Floor, No.129, Vysial Street, Post Branch In-charge
61 | Puducherry Puducherry | 5 No.113, Puducherry - 605001. 0413-2339040
. . Second Floor, Chawla Comp][lex, Sai Branch In-charge
62 | Raipur Chattisgarh |\ qar, Raipur - 492009 0771-2883733
20, Chaibasa Main Road, Near Branch In-charge
63 | Ranchi Jharkhand Rajendra Chowk, Doranda,
Ranchi - 834002 0651-2482761
. Hotel Nidhi Complex, Power House Branch In-charge
64 | Rourkela Orissa Road, Rourkela - 769001 0661 - 6507553
First Floor, 22 Avas Vikas, Near ICICI
Bank Ltd. Delhi-Nainital Highway, Branch In-charge
65 | Rudrapur Uttarakhand Rudrapur, 05944-246806
Udham Singh Nagar - 263153
. Ist Floor, Montfort Building, Branch In-charge
66 | Shillong Meghalaya | by niheti, Malki, Shillong-793001 0364-2222639
67 | Varanasi Uttar 3rd Floor, Anant Complex, D-64/132K, Branch In-charge
Pradesh Sigra, Varanasi - 221010 0542-2223465
First floor, A/1, Shiv Shakti Complex,
. Opp. Samrat Nagar, Near Isanpur Branch In-charge
68 | Vatva Gujarat BRTS, Narol-Naroda Road, Isanpur, 079-25811101
Ahmedabad - 382 443
2nd Floor, Corniche Square,67,
69 | Viiavawada Andhra Gurunanak Nagar, Colony, Opp. APIIC | Branch In-charge
12y Pradesh Ltd. Head Office 0866-2555028
Vijayawada - 520008
Andhra J R Plaza, 2nd floor, Near Gurudwara, Branch In-charge
70 | Visakhapatnam Pradesh Seetammadhara 0891-6459413 9
Visakhapatnam 530013
. E # 1, First Floor, Baluja House
New Delhi . ! C ’ Branch In-charge
71 Delhi Jhandewalan Extension,
(ISTSL) New Delhi — 110055 011-23535395
. Room No0.1108-10, 11th Floor, Antriksh
72 (szé[ﬁ;r;l ) Delhi Bhawan, 22 Kasturba Gandhi Marg, ngggg;aou'
9 New Delhi 110 001.
C. | AGGREGRATION POINTS
MSME Development Centre Plot No.C- Mr C R Prasad
1 | DC - Mumbai Maharashtra | 11, G - Block, Bandra Kurla Complex, 022 - 67531238
Bandra (East), Mumbai - 400 051
> | DR - Chennai Tamil Nadu Overseas Towers, 756-L, Anna Salai, Ms Anju Rani Jain

Chennai - 600002

044-28413716

&Y F. 400/2019/1344/BYO/ITV Dated June 12, 2018

Page 141 of 142




Request for Proposal for Implementation of SD- e - =
WAN based MPLS VPN sidbi

END OF RFP

3T T, 400/2019/1344/BYO/ITV Dated June 12, 2018 Page 142 of 142




